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_ :;'I; dS::;ten Pl_dannm = Planning = deciding in advance =S to be done’, @ is going t0 doroietelrsg& other
- ltprovides direction to deployment of info systems. IT plans shud be communicated to biZ P ror davelopig & |

users & i is res
establish a process to get feed back from them, on quality & usefulness of plans. Sr. mgmt l;; |T_-pis aligned with the

implementing long & short-range plans to achieve entrp mission & goals: IT Plans should ensure that USESCEE By ysed for |
 Mission & biz'strategies of the entrp. ensure that IT strategic plans are aligned with biz strategic plans as I 1S ul.umal . ing puts |
| achle\fmg_ biz obj. Strategic planning could be done by the top management of steering committee. Strategic P anns?& b

organization objectives into time-bound plans & action; helps to ensure an effective & efficient enterprise: & also addres

| I _.-
*! 3 I |S Of i I t- i i : kw b] ¢ € i :

L e — i —-!::'

/1« [Stategic Planning = tep @ detpmune cver ed 4 woed %€ e

|« ‘Management Control = Mawsgeit SR flial Jwacureia fed ¢ i 2reen
- + ‘Operational Control — esswes ek apresft fmaley  oive canried vt %"Wﬂ?‘#%

-l

/ IT Strategic Planning Process e N
|+ establish Policy to develop & maintain, IT long & short-range plans P42 it aspot Envt
| * ‘modify IT long-range plan to accommodate changes to entrp long-range plan & changes in IT conditions. A P!
|+ regularly translate IT long- range plans into IT short-range plans.  Lomg — o ) bad ey execante plocn
! + allocate IT resources, on a basis consistent with IT long-range plan. Reao <t ailypwic B |
Periodically reassess short-range plans & amended in response to changing business & IT conditions.

*  Perform feasibility studies to ensure that execution of short-range plans is adequate.

J

;&_6bjecti\~"e of IT Strategy i
| To provide holistic view of current IT env,

| Set future direction & Take initiatives reqd to migrate to desired future environment.

- Align strategic IT plans with biz obj, by communicating’obj & associated accountabilities, so they are understood by all.
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c lassification of Strategic Planning - Info S_yst_e}ns planning undertaken by top M to meet long-term obie_c-t.i\-.fes of
| entrp. IT Strategy planning can be classified into following categories:
Enterprise Strategic Plan,

Lﬁga : IS Strategic Plan,

o

£

l N
I
i ‘q\ = IS Requirements Plan, & e o L)

= . . agege - L
I[ Bl :_#ls_ﬁ.lp.l_m_ago_n_si@qhhes Plan. . _ el P s rempnl ¥l di
| €3 terprise Strategic Plan- (532 o] ) ISElrategic Plan: BT 017'{:“ I g e )
{ 3 | The primary plan prepared by top mamt, that guides long run focus on_optimum balance"of IT opportunities & IT_business reqmt
| & deueiopmentofeﬂlfp- renprp_ reqd to lake stragic planning process at regulam So ' !
} f It provides overall charter, “ENABLERS of IS Strateqy plan are: RES | {
| 48 - statementof mission, . 1. Enterprise bizsfrateqy |
| ~ _ specification of st_;a_tgggtf:,ole;ctwes‘ 2. Define how IT supports Biz obj, ‘ .
-: Ja | _ assessmentof env & org factors " 3. technological solutions & current inf
F . : — statement of strategies for achieving the objectives, 4. Monitor technology markels; rastructure, !
| H — - c;onstrainis 5. T'@Mﬂﬁhﬂi&s&mahw checks :

S = : _ alisti oferiorilies- : 6. EW’.&ES assessments, "

! ‘ 9 | Z:sl$inuironmenl, it is important to ensure that the IT planis | 7 Enlerprise position o fisk .
{ R | ith the enterprise plan. - 5. Need of sepi v ) |
= « | aligned Wi B 3 3 ol ”| Seplocmanagement support & review
| - | = e ments Plan: &) | information Systems/Abplications & Fo i
1A Tnformation SystemSEEEL L0 ot of the entrp. Thi n Systems{Abplications & Facilities p
'Y ¥ i lion system architecturerneeds o! {16 €XP: On the basis of IS architecture lan:

1 | It defines informalior f a biz_info | : ————— -IE, Mgmt can d |

It g continuous maintenance of a biz info_model | facility plan. This plan includes: evelop IS appl & |

; : tion = imi f info. IS

| requires crealion "are defined to optimize use O > Anolicati

3 hat systems a8 eI archtectre teqm, to | | S CION SYSIemS 1o be developed & associateq (e |
ime |

vy

| ensurin
' Requi i mn ?rawn ufs ;;:E_itectur will determine the info | Is'lcahrfid\-[:::'e&s "
! a the M‘ ———dl& & ooftware acquisiti
| d 1 | E::;_& flow. in an entrp. | - . Fﬂlliliﬁreq q q Itlomdevetopment schedule,
)y | : 'ENABLERS of the info architecture are- * Organization changes reqq
i ¥ : e A " ]
.' 1 ; SoTeEnt:rprise architectural andar W;.L,M.thtu}nh'm b ,:\lwa) :
} : 9. Datasyntaxf ... 5 |
" info model ré resenting ,z& dictionary,
- ’ = 3. ated data repository ity classification, '
' ] 4, putomated S ig o iialtyjsecurty ASSEEEEER —L |
5. Data OWNEISER == e
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(1) Key Management Prac

11 =Nl Fractices for Aligning IT Strategy with Enterprise Strategy ey
- Understang enterprise direction - eosni el erisk onv A ]"”ru}" oy - what oz

ShCH : et 171 P‘f-f'-!r*f”” &!4 e
’ -.c_l!l_'[mmmnmcm, capabilitics & performance = 7= ord = 9 - pRER.
Define o’ ) L pr vitoies, fresd = T
Clincarget IT capabilitic: + ™™ F
A\ I (re| F} v 7'-*4" Cal

Conducy Gap analysi, — iflw.h'}q 1Y LY [P} @ 4 C‘D T
5 | 1 H 1 Aoy shrabesita e it ¢ 5'P 4 mr,/}{ff & b Je bt 64)-,7; MTH—?}‘CN
2 Define stratepic plan & roud map - S NP ¢ w1l ponabrbosde 1T

2. A
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"daline biio 377 ndl.adeh saba o == e ‘:‘ -y

0. Communicate I/ strategy & direction - gt it &1 Arsosw »Pfy":'ﬂé'f dt’ 7 | ;’:j‘ s J
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; ; A

' -&-‘"-S_".l'f-'ﬁé_\ia_lU_e_from Use of IT | -

' Itis achieved by ensuring optimum valué from biz processes, IT services & IT assets resulting from IT-enabled investments 2t 20 ]

| acceplable cost. It ensure that entrp is able to secure optimal value from IT, cost-efficient delivery of services, & a picture of cost- 4

| benefits.

2 [ KEY MANAGEMENT PRACTICES, which ' ing'* ) i -' A
, , which need to be implemented for evaluating ‘Whether business value is derived from IT'-

, E . ! /alu — '~
&D‘J} * Evaluate Value Optimization —toher o1 IVt portiatio , debive volus@ recasrmoble oy £ LT
'« Direct Value Optimization, —~ tvyeck velur @G princplin L prochiees .

vor At axtest Fououzh LT Ca’*“m:"h'"a,J.kaczfld NValiz
]! * Monitor Value Optimization - 'fi wéf-'h do Wiz ,,uw}-;«a wss f Aol correchre ochow 3

(D ! MTRICS, which can be used to measure the benefits realized from IT enabled investments & services portfolio, are: f-} J
,-.f\"”:"r'_ % of IT investments where benefit realization monitored throughout economic life cycle; -
R,‘/M\ L—-* % of IT services where expected benefits realized; Q?“; 9
ey > % of IT investments where claimed benefits met or exceeded; 9 |

o | o % of investment business cases with clearly defined &'aggro@ expected IT related costs & benefits: i
:f: | . % of IT services with clearly defined & approved operational costs & expected benefits I

ahbdat | ¢ Satisfaction survey of key stakeholders regarding the transparency, understanding & accuracy of IT financial information
piz A 37 % costloonefh : - -
. gy iz & cmrémhﬂf?' b e /
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chapter 1

RISK MANAGEMENT

B
Risk is the possibilig

{ . y of somethi

!_I\Isk memlis the process of i
TR —— b B
matnaining that level of risk

"g gdverse happening, resulting in potential loss/expo
dentifying risk, assessing risk, taking steps to reduce risk

| : ais the risks.
y iy B : 1 o mitl ate
: uditors are required to evaluate whether the available controls are adequate and appropriate to mitigd

1 Suurc_cs of Risks(@) ; = - ; @

0 Commercial and Legal Relationships |
0 Economice Circumstances |
0 Human Behavior
0 Natural Events
: o0 Political Circumstances
; 0 Technology & Technical Issues
0 Management Activities & Controls,
; o Individual Activities.

to a.n acceptable level & |

- Characteristics of Risk: ' |
| * Loss potential = Whim theal ecplait pea ‘
|
]
|

* probability/Uncertainty of loss of such loss;

* Likelihood of threat agent causing attack

| | ==lallll | BTN SO S S~ .~
i Risk Related Terms ( Rirk dyvsessmemk Approacds ) @

|
ASSET: 3 Characteristics — !
o Value to the org |
0 not replaceable without cost/time/resources. :
0 Part of corporate identity
0 Data Classification — proprietary, Highly confidential, top secret

VULNERABILITY: weakness in system safeguards, that expose system fo threats. Eg- no lock on door,
' weak pwd. Weakness, ‘that could be exploited by a threaf. Vulnerabilities potentially “allow™ a threat to
harm or exploit the system. Eg - poor access control method allow dishonest employee (threat) to exploit

| system------ Leaving door unlocked makes house vulnerable to unwanted visitors----Short pwd make info
' system vulnerable to pwd cracking.

|

|

1

|

i Missing safeguards often determine level of vulnerability. Delem-gining vulnerabilities involve
| exaluation of system including inspection of safeguarlds, testing & penetration analysis.Vulnerabilities
1| flayys in software’s design, defects in its implementation or problems in its operation. ‘vulnerability’ means opening
| doors for attackers. Vulnerability must have at least one of the following conditions - _
| T ‘Allows an attacker to execute commands as another user’ or

’ . ¢« w ¢ v ounauthorized access data’ or
|
|
J
|

S a security
il Al
can originate from

. u

P to'poseas another entity’ or Mmavundm.;(
. ¢ C to conduct afl

potential/

THREAT: event’ with capabili.ty to-fl_lﬂl'_ the sysle!n,' through its unauthorized access, destruction
| modification or DOS. It is an action which will compromise system’s quality & ability to inflict harm 1o \

org. it has capability to attack on a system with intent to harm. A threa cannot exist witho asset lh'e
prevented by applying some sort of protection to assets.E?Emmh:aceesg—_dmnm- SR asset. It is

cation-or-denial
ofserviesetc |
o s, when _risk_materializes both immedg; , ,
'pOSURE: extent of losses, when 3% Thal mediate & |on .
%s of reputation, privacy, confidentiality, data loss, etc € run impact. Eg- [CjC]
hacking —

[No weakness = No Threat = No Exposure]

LIKELIHOOD : estimation of the probability', that tﬁ'ré.at will

L‘._.——"— hreats, as well as the effg t
ce & sl_re_qg‘_]u?f_l_ ’ ! ctiveness o - ;
event, The prescues.  lihood of the threat occurring,  — ——=220f safeguard must be consiqer

succeed jpn achieving ap i
! while assessing the Iik prpe ]

e
ed

‘



Su

ards |
; . - - actual safeguar

: € 1o asset causeq #(wcakness * threat). [Risk = standard safeguards
. PQlential harp, Caused, if

--‘-b_‘_‘—i—_._‘_‘_* |

[ R

161 3

| degr

(pece ‘159:)

| L* External factors | G
5 X terconnecti\'ity ol syst !
| , 'E é\/idesprcad use ofﬁ}chnology;

COUNTER MEA
| is CM for virus. F

10n protocols to validate users; &
[« Pwd not to be stored i i

f
m— A —— s — i
T T

(R}’}lx a \‘ih"l{o*_ -{ lﬂﬂfaknq@)

pPa £ £ ' d
“”“""”o(..a‘ﬂ e et chapter 1 "_ﬂﬂ_ﬁﬂf ¢
™ wiec rale ! omy - i
P t;’ : ich will comprom?
: wi
B e L any action whic

“.\fl' FACK attempt to pain Unauthorized access into the system. any

o system, |y is i

ey 'n
s ability 1
=i g vulner.
. » intent of exploitin

. S a malicioys intentional act, usually external fault. with l}_u. !ns“'::ems (IS) safe uards. The

the targereqg soflware or SYStem. Itis an act of trying to defeat lnl'or‘mal:on k}
- Abe ofattack & jys degree of success determines the consequence of the attack.
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Risk Management by COBIT 5?
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IT Compliance in COBIT 5
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I. Compliance with External Laws & Regulations: metrics are-
* Cost of IT non-compliance
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¢ No. of'contractual non-compliance issues
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