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1)  a)  The Computer Auditing Approach (Reasons for Ineffectiveness of Audit Methods Used in the Audit of a Manual System)

a. Electronic Evidence: essential evidence is not physically retrievable

b. Terminology: terminology used may be difficult for the Non EDP auditor to understand

c. Automated Processes: it may be difficult for the non EDP auditor to comprehend processing concepts and the logics of these concepts.

d. New Risks and Controls: threats to computer system and countermeasures are new to the

non EDP auditor.

e. Reliance on controls: in a manual system the auditor can place some reliance on hard copy

evidence regardless of the adequacy of controls. However in automated systems,

electronic evidence is only as valid as the adequacy of controls.

1) b) Components of an Analysis & Design Workbenches :

Diagram Editors: used to create dataflow diagrams, structured charts etc

Design Analysis and Checking Tools: used to process the design and then submit report on errors and anomalies. These tools are generally integrated with editing system.

Repository Query Languages: allows the designer to find designs and associate design information in the repository.

Data Dictionary: maintains information about the entities used in a system design.

Report Definition & Generation Tools: it takes information from the central store and automatically generates system documentation.

Forms Definition Tools: allows screen and document formats to be specified.

Import-Export Facilities: it allows the interchange of information from the central repository with other development tools.

Code Generators: it generates code or code skeletons automatically from the design captured in the central store.

1) c) Following are some database control features:

1. User View (Sub Schema)

· It's a subset of the total database that defines the user’s data domain and provides access to the database.

· The DBA is responsible for user view design.

· Access privileges to data, as defined in their views, should be adequate with users’ legitimate needs.

· User views thus can restrict user access to a limited set of data. However, they do not define task privileges such as read, write or delete.

2. Database Authorization Table

· Database authorization table contains rules that limit the actions a user can take (similar to access control list).

· Each user is granted certain privileges that are coded in the authorization table which is user to verify the user’s action requests.

· Each row in the table indicates the level of action i.e. read, write, delete or edit.

3. User defined procedures

It allows the user to create a personal security program or routine to provide more positive user identification than a single password can. E.g. series of personal questions.

4. Data Encryption

· Data encryption uses an algorithm to scramble selected data thus making it unreadable to an intruder ‘browsing’ the database.

· Databases use encryption procedures to protect:

_ Highly sensitive data in the database, and

_ Data transmitted across network.

5. Biometric Devices

· Here biometric devices are used to measure various personal characteristics (like fingerprint) to validate authorization.

· The user characteristics are digitized and stored in a database security file or on ID card that the user carries.

· When an individual attempts to access the database, a special scanning device captures his biometric characteristics and compares to profile data. Access is granted if both match.

1) d)  Section 87: Power of Central Government to make rules
The Central Government is empowered to make rules in respect of following matters;

1. The manner in which any matter may be authenticated by a digital signature

2. The manner and format in which electronic records shall be filed or issued

3. The type of digital signature, manner and format in which It may be affixed

4. The security procedure for the purpose of creating same electronic record and secure digital signature.

5. The qualification, experience and terms and conditions of service of Controller, Deputy Controllers and Asst Controllers

6. The requirements manner and form in which application is to be made for license to issue DSC.

7. The period of validity of the license

8. The qualification and experience of an adjudicating officer as well as other officers

9. The salary, allowances and terms & conditions of service of the Presiding Officer etc.

Procedure

- Every notification shall be laid before each house of the parliament for a total period of 30 days.

- If both the houses, after the period of 30 days, agree the notification, it shall come into effect.
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2)b)  PRE REQUISITES OF AN EFFECTIVE MIS
1. Database

A database is a super file which consolidates data records. Normally the database is sub divided into the major information subsets needed to run a business, which are:

a) Customer and sales file

b) Vendor file

c) Personal file

d) Inventory file, and

e) General Ledger accounting file.

_ Characteristics of Database

1. Each subsystem utilizes same data and information is kept in the same file to satisfy its information needs.

2. User oriented.

3. It’s capable of being used as a common data source to various users.

4. Available to authorized persons only.

5. It’s controlled by a separate authority, known as DBMS.

_ Requirements of Database

1. Computer hardware

2. Software

3. Experienced computer professionals, and

4. Good data collection systems.

2. Qualified System and Management Staff

MIS should be manned by qualified officers who understand clearly the views of their fellow officers. For this the organization management base should comprise of two categories of officers viz.

1. Systems and Computer Experts, and

2. Management Experts

_ Qualities of Personnel

1. They should have expertise in their respective area.

2. They should be capable of understanding management concepts.

3. They should be clear about processes of decision making and information requirements.

4. Management experts should clearly understand functions of a computer.

Problem: This prerequisite has one main problem: acquisition and retention of qualified personnel is difficult.

3. Support of Top Management

Full support of top management is needed because:

a. Subordinate managers are lethargic about activities which don’t receive

support of their superiors.

b. The resources used in computer based information system are large.

4. Control and Maintenance of MIS

Control means operation of a system as it was designed to operate. Management should device

checks to find out whether users have created own procedures and shortcut which reduce

effectiveness of management information system.

5. Evaluation of MIS

Evaluation of MIS and taking appropriate action is required to ensure that MIS can satisfy 

information needs in future. However following points should be considered in the evaluation

of MIS:

1. Examining the flexibility of the system (to know whether it can cope with changes in information needs)

2. Ascertaining views of users and designers of MIS about its capabilities and deficiencies.

3. Guiding the appropriate authority about steps to be taken to maintain effectiveness of MIS.

CONSTRAINTS IN OPERATING MIS

1. Non availability of experts who can diagnose the objectives of the organization and provide desired direction for installing and operating the system.

2. Experts face the problem of selecting the sub system of MIS to be installed and operated upon.

3. Non cooperation of staff 
4. High turnover of MIS staff 
5. The approach for designing and implementing MIS is non standardized as it varies from entity to entity.

6. Difficulty in quantifying the benefits of MIS. So that a cost-benefit comparison is not possible

3)a) Analysis of the Present System:
Detailed investigation of the present system involves collecting, organizing and evaluating facts about the system and the environment in which it  operates. The following areas should be studied in depth:

1. Review of historical aspects

A brief history of the organization (Annual reports) is a logical starting point for an analysis of the existing system. A historical review of the organization chart can identify the growth of management levels as well as development of various functional areas and depts.

2. Analyze inputs

A detailed analysis of present inputs is important since they are basic to the manipulation of data. The system analyst should be aware of the various sources from where the data are initially captured, keeping in view the fact that the outputs for one area may serve as input for another area.

3. Review data files maintained

The analyst should investigate the data files maintained by each dept noting thir size, location etc. Information on common data files and their size will be an important factor which will influence the new information system. He should also review all on line and off line files that are maintained in the organization.

4. Review methods, procedures and data communications

Methods and procedures transform input data into useful output. A method is a way of doing something; a procedure is a series of logical steps by which a job is accomplished. A procedure review is an intensive survey of methods by which each job is accomplished, the equipment used and the actual location of the operations. Its objective is to eliminate unnecessary tasks or to perceive improvement opportunities in the present information system.

The system analyst must understand how the data communications network is used in the present system so as to identify the need to revamp the network when the new system is  installed.

5. Analyze outputs

The system analyst should analyze the outputs to determine how well they will meet the organization’s needs. He must understand what information is needed and why, who needs it and when & where it is needed. Attempt should be made to eliminate reports that have no relevance to current operations. 

6. Review internal controls

An examination of the present system of internal controls may indicate weaknesses

that should be removed in the new system.

7. Model the existing physical system and logical system.

After each item is reviewed the process is documented. The logical flow of the present information system is depicted in the form of System Flow Charts and the physical flow is depicted using Data Flow Diagrams. Each major operation in the System Flow Chart is broken down to its lowest level modules and the data flow diagram is drawn for each.

The flow charting helps to organize the facts and to disclose gaps and duplication in data gathered.

8. Undertake overall analysis of present system

The final phase of the detailed investigation includes the analysis of :

a. The present work volume

b. The current personnel requirements, and

c. The present benefits and costs

3)b) IMPROVING DETECTION METHODS
1. Conduct frequent audits: external and internal audits as well as special network security audits.

2. Use a computer security officer to monitor the system and disseminate information about

improper system uses and their consequences.

3. Use computer consultants to test and evaluate the security procedures.

4. Monitor system activities and record in a log.

5. Use of fraud detection software to search for fraud symptoms like patterns left by intruders.

4) a) ERP characteristics
1. Flexibility – flexible to respond to changing needs of an enterprise.

2. Modular & Open – ERP systems should have an open system architecture i.e. any module can be interfaced or detached whenever required without affecting other modules.

3. Comprehensive – should be able to support variety of organizational functions

4. Beyond the company – should support on-line connectivity with other business entities.

5. Best Business practices – must have a collection of the best business practices.

Features of ERP

1. Provides multi platform, Multi facility, Multi currency and multimode manufacturing.

2. Supports strategic and business planning activities

3. Has end to end supply chain management

4. Coverage of all functional area

5. Perform core activities and increases customer services

6. Integration of systems across organization / Across globe

7. Solutions for better project management

8. Automatic introduction of latest technology like EFI, EDI & Internet.

9. Provides business tools like DSS & EIS

4)b) COMPONENTS OF DECISION SUPPORT SYSTEMS

1. The User

2. Databases

3. A Planning Language, and

4. The Model Base

1. The User

The user of a DSS is generally a Manager with a problem to solve. The manager may at any level of authority in the organization.

2. Databases

1. DSS include one or more databases.

2. They contain both routine and non routine data from both internal and external sources.

3. DSS may construct additional databases themselves combining data from both internal and external sources.

3. Planning Language

· There are 2 types of planning languages:

(a) General purpose Programming Languages

These allow users to users to perform routine tasks. These languages allow users to tackle a broad range of budgeting, forecasting and other problems.

  (b) Special Purpose Programming Languages

These are often limited in what they can do but usually do certain jobs better than general purpose programming languages. E.g. Minitab

· The planning language in a DSS allows users to maintain a dialogue with a model base.

4. Model base

1. Model base is the brain of the DSS, because it performs data manipulations and

2. computations with data provided to it by the user and Database.

3. There are many types of Model Bases, but most of them are custom developed models that do some types of mathematical functions.

4. The analysis provided by the routines in the MIS is the key to supporting the user’s decision.

4) c) i) War dialing
Programming a computer to search for an idle modem by dialing thousands of phone lines. If it captures an idle modem it gains access to the computer connected to that modem and through that computer access to connected network is obtained.

4)c)ii)Scavenging

Gaining access to confidential information by searching corporate records.

4) c) iii)Cracking

Unauthorized access to and use of computer systems. Crackers are hackers with malicious intends.

4) c) iv)Internet terrorism

Using the net to disrupt e commerce and to destroy company and individual communications

5)a) The input issues to consider for design of input specifications
1. Content

The analyst is required to consider the types of data that are needed to be gathered to

generate the desired user outputs

2. Timeliness

It’s important that the data is inputted to computer in time because outputs cannot be

produced until certain inputs are available.

3. Media

It refers to the choice of input media and subsequently the devices on which to enter data

e.g. display workstations, magnetic tapes etc

4. Format

It refers to defining the type and length of each data filed and other special characteristics.

5. Input volume

It refers to the amount of data that has to be entered in the computer system at any one time.

5)b) CLIENT / SERVER RISKS AND ISSUES
There are four main categories of risks involved in the transition from mainframe to Client/Server system.

1. Technological Risks

There is a risk that in the long run the system may grow obsolete. That it will become obsolete is probably inevitable thus the question becomes- how soon it will become obsolete.

2. Operational Risks

These risks run parallel to technological risks and include:

(a) the risk of under performance

(b) the risk that the software may not flexible enough to adapt to changing needs of the organization.

3. Economic Risks

In the short run costs will increase as the firm has to maintain both the mainframe system and client/server system. In the long run maintenance costs may result in high costs.

4. Political Risks

In the short run there is a risk that the employees may reject the new system if the system is difficult to use.

5)c) It deals with the flow of information about people working in the organization as well as future personnel needs.

_ Generally PIS in concerned with 6 basic subsystems of personnel function:-

1. Recruitment: It involves forecasting –

a. Personnel needs and skills required for recruiting people at proper time to meet manpower needs ,

b. Maintaining inventory of skills available in house.

2. Placement: It’s concerned with matching the available persons with the requirements using behavioral tools and techniques.

3. Training and Development : Its concerned with keeping the workplace at par with recent technological changes and developments.

4. Compensation :Concerned with task of determining pay and other benefits for the workers of the concern.

5. Maintenance : Ensure that personnel policies and procedures are achieved.

6. Health and Safety

5) d) Systems Testing
Testing is done experimentally to ensure that software does not fail i.e. it will run

according to its specifications and in the way users expect.

6) a)BEST APPROACH TO IMPLMENT INFORMATION SECURITY (STEPS INVOLVED)

1) Designing Security Policy that defines acceptable behaviors and reactions in case of violations.

2) Proper communication of Roles & Responsibilities to individuals –

	Individuals
	Responsibilities

	Executive Management
	Overall responsibilities

	IS Security Professionals
	Design & Implementation of security policy.

	Data Owners
	Maintaining accuracy & integrity

	Process Owners
	Ensuring appropriate security embedded in there IS.

	Technology Providers
	Assist in implementation of Information Security System.

	Users
	Follow the set procedures.

	IS Auditors
	Independent assurance.


3) Designing of Information System Security Framework after the policy has been approved by the governing body.

4) Timely Implementation of Information Security System after designing of framework.

5) Continuous Monitoring, disciplinary & corrective actions.

    6)  Adequate Training, Education & Awareness program to ensure proper functioning of Information Security

6) b) There are two basic dimensions of information system evaluation:

1. Whether the system is operating properly, and

2. Whether the user is satisfied with its performance.

Development Evaluation

- It’s primarily concerned with whether the system was developed on schedule and within budget.

- It requires schedules and budgets to be established in advance and that record of actual performance and cost be kept.

Operation Evaluation

- It pertains to whether the hardware, software and personnel are capable to perform their duties and whether they actually perform.

Information Evaluation

- Information evaluation is very difficult and it cannot be conducted in a quantitative manner.

- Here the extent to which information provided by the system is supportive to decision making is the area of concern in evaluating the system.

- However it's practically impossible to evaluate this aspect.

- Nolan and Seward Method (Richard L Nolan and Henry H Seward)

_ Under this approach the information system is evaluated on the basis of user satisfaction.

_ The more frequently a decision maker’s information needs are met by the system, the more satisfied he tends to be with the system.

6)c) Source Program Library controls

_ Source Program Libraries are used to store (In larger computer systems) application program modules in source code form on magnetic disks.

_ Worst Case Situation (No Controls)

a. Access to program is completely unrestricted and there is no provision for detecting an unauthorized intrusion.

b. With no provision for detecting unauthorized access to SPL, the program’s integrity cannot be verified.

Controlled Environment

- A SPL management program is used to protect the SPL.

- The software is used to control four routine but critical functions:

1. Storing programs on the SPL

2. Retrieving programs for maintenance purposes

3. Deleting obsolete programs from the library, and

4. Documenting program changes to provide an audit trail of the changes.

- However mere presence of SPLMS does not guarantee program integrity.

- Following control techniques are used to secure SPLMS:

1. Password Control: every financially significant program stored in the SPL should be assigned a separate password.

2. Separation of Test Libraries: here strict separation is maintained between production programs that are subject to maintenance in the SPL and those being developed. This is achieved by creating separate password controlled library for each programmer.

6)d) ROLE OF SECURITY ADMINISTRATOR

SECURITY ADMINISTRATOR

 A Security Administrator is the person who is solely responsible for controlling and coordinating the activities pertaining to all security aspects of the organization.

Role of Security Administrator

1. Security Administrator attempts to ensure the facilities in which systems are developed, implemented, maintained and operated are safe from threats

2. Security Administrator sets policy subject to management approval

3. He is responsible for establishing the minimum fixed requirement for classification of information based on the physical, procedural and logical security elements.

4. He investigates monitors and advice employees and management on matters pertaining to security.

5. Security Administrator guides other Security Administrators and users on the selection and application of security measures.

6. He trains other Security Administrators to mark and handle processes, select software packages and solves problems.

7. He investigates all security violations

8. Security Administrator advises senior management on matters of information resource control

9. He consults on matters of information security

10. He conducts a security program to evaluate facilities available

11. Security Administrator prepares possible threats to organization , prepare inventory of assets and evaluate existing controls.

7) a)   CLOSED SYSTEM and OPEN SYSTEMS
CLOSED SYSTEM

A closed system is self contained and does not interact or make exchange across its boundaries with its environment. Since they are isolated, they don’t get feedback from the environment and tend to deteriorate.

Relatively Closed System

A relatively closed system is one that has only controlled and well defined inputs and outputs. It is NOT subject to disturbances from outside the system. They are relatively isolated from the environment, but not completely closed in physical sense.

OPEN SYSTEMS

They actively interact with other systems and establish exchange relationship. They tend to have form and structure to allow them to adapt to changes in their external environment for survival and growth.

7)b) Programmed Decisions
- Programmed decisions refer to decisions made on problems and situations by reference to a pre-determined set of precedents, procedures, techniques and rules.

- These are well structured in advance and are time tested for their validity.

- Programmed decisions are made with respect to familiar routine, recurring problems which are amenable for structured solution by application of known and well defined operating procedures and processes.

- Not much judgment and discretion is needed.

- They tend to be consistent over a period of time.

7)c) Program documentation

It refers to writing of narrative procedures and instructions for users of the

software.

User documentation should be reviewed for:

- Parity i.e. software and system behave as the documentation indicates

- Understandability.

7)d) Firewalls

 A firewall is a system that enforces access control between two networks. It insulates the intranet from outside intruders.

 To accomplish this object:

a. All traffic must pass through the firewall

b. Only authorized traffic is allowed to pass through the firewall

c. Firewall must be immune to penetration from both outside and inside the organization.

Firewalls can be used to authenticate an outside user of the network, verify his level of authority and then direct the user to the program, data or service requested.

Firewalls can also be used to insulate portions of the organization’s intranet from internal access.

Types of Firewalls

a. Network Level Firewalls

- It consists of screening router that examines the source and destination addresses that are attached to incoming message. The firewall accepts or denies access requests based on filtering rules that have been programmed into it.

- It provides low cost and low security access control

- Such firewalls are comparatively unsecure as they are designed to facilitate free flow of information.

- Hackers can break these firewalls using IP Spoofing technique.

b. Application Level Firewalls

- It provides a high level of customizable network security.

- These firewalls run security applications called proxies that permit routine services like e-mail to pass through firewall. It can perform sophisticated functions such as logging or user authentication for specific tasks.

