FINAL-ISCA

Lesson 1

1. Characteristics and Limitations of MIS
2. DSS

3. EIS

4. Office automation systems
Lesson 2

1. Feasibility study
2. Output design factors

3. Prototyping Model
4. Vendor evaluation methods

5. PDLC

6. RAD

7. System level testing

8. Development tools
Lesson 3

1. Effect of computers on audit
2. Steps in information technology audit
3. IIA
4. User controls
5. Program change control
6. PIR
7. Data Integrity
8. Logical access paths/Exposures
9. Environment controls
Lesson 4

1. IS controls audit process
2. Multiyear testing plan

3. Levels of testing to evaluate the effectiveness of controls

4. Concurrent Audit
5. Hardware Review

Lesson 5

1. Risk management process

2. Consideration in analyzing risk
3. Risk mitigation techniques
Lesson 6

1. Types of BCP

2. Backup 

3. Audit tools for testing BCP

4. Types of BCP tests

Lesson 7

1. Enabling technologies

2. Evaluation of ERP
3. Characteristics of ERP 

4. Risks and Governance issues
Lesson 8

1. ISMS areas of focus

2. COBIT working definitions
3. HIPAA
Lesson 9

1. Establishing better information protection
2. Assets classification and security in security policy
3. What audit policy should do?

4. Preventive and Restorative Protection
Lesson 10

1. E-Governance
2. Functions of controller in respect of activities of certifying authority (Sec-18)

3. National nodal agency

4. Duties of subscribers

5. Offences
Note: Thoroughly understand the introductory paragraph for each topic before preparing the topic.
