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CHAPTER: 1 INFORMATION SYSTEM CONCEPTS

{1}Attributes or characteristics of good information System (RTP MAY06, NOV.11) ,and define  
         CBIS (MAY2011)
{2} Discuss Information System and it’s role in business. (MAY2010, RTPM-13)
{3} SHORT NOTE (A) MIS characteristics and pre-requisite (B) TPS (C) DSS components and 
   Characteristics (D) Factor on which information requirement of executive depend.(e) OAS 
   (Office automation system)

Q.N.1:- Attributes or Characteristics of good information System (RTP MAY06, NOV.11), and define CBIS (MAY2011) {CPT --r – CDMA-r-FQ}
 ANS:  Attributes (Characteristics) of information: 

1. Availability: Information should be available when it is required. Delay in getting the information can make it useless for decision making. 

2. Purpose: Without purpose any information is just data. Thus information is extracted from data when there is a valid reason for its requirement. 

3. Mode and format: Information should be in such mode and format that it should be easily understandable by the user. For this purpose various tools like charts, diagram audio/visual clippings, slide etc can be used. The user should not be burdened with huge amount of information since this will create difficulty in locating the relevant part in it. 

4. Decay: Information decay refers to the time frame when a particular information becomes obsolete. The decay rate varies from information to information. 

5. Rate: Rate refers to the speed at which information is generated and transmitted. 

6. Frequency: It refers to the rate per unit of time. E.g. a report may be generated twice in a month or quarterly i.e. four times in a year. Various reports are generated with different frequency. 

7. Completeness: Information which is provided to manager must be complete and should meet all their needs. Partial information is not much useful in decision making

8. Reliability: Information should be from reliable source if the source are external from which the information is obtained the information source name should be indicated for reliability purpose. 

9. Cost benefit analysis: For generating information management has to incur cost also. The more precise and detailed information you want, the more is the cost involved. This cost of generating information can be easily computed by using cost tracking tools. But the benefit of this information in terms of better decision making is difficult to quantify. Still management should make an effort to see whether the cost involved for getting a piece of information justifies the benefit from that information. 
Thus the report requirement of management should be classified according to its criticality, like very essential statements, essential statements, routine statements and extra statements. 

10. Quality: Quality refers to the correctness of information. Information is generated by processing data. Thus there can me various reasons which can affect the quality of information. If data is wrong or incomplete or biased or the data collection process is wrong then the final information will be wrong. 

11. Transparency: It refers to the clarity of the information for decision making . information should be free from any biasness. It should not have any influential factor of person/ company who is providing the information. 


· COMPUTER BASED INFORMATION SYSTEM:   A Computer-based Information System (CBIS) is an information system in which the computer plays a major role. Such a system consists of the following elements:
1. [bookmark: _Ref187359833]Hardware 2. Software  3. Data  4. Procedures 5. People .

Characteristics of Computer Based Information Systems are as follows(MAY 2011)
1. All systems work for predetermined objectives and the system is designed and developed accordingly. 
2. A system has a number of interrelated and interdependent subsystems or components. No subsystem can function in isolation; it depends on other subsystems for its inputs. 
3. If one subsystem or component of a system fails, it may or may not result in whole system failure. It depends on how the subsystems are interrelated 
4. The way a subsystem works with another subsystem is called interaction. The different subsystems interact with each other to achieve the goal of the system 
5.  The work done by individual subsystem is integrated to achieve the central goal of the system. The goal of individual subsystem is of lower priority than the goal of the entire system. 

 Major areas of computer-based applications are: 
1. Finance and accounting 
2. Marketing and sales 
3. Production 
4. Inventory management 
5. Human resource management

Q.N.2:-Discuss Information System and its role in business. (MAY2010, RTP-M-13)

ANS :    In general information system refers to a system of computer, data  and  Software etc. which is used to  process data and provide required information , and computer based information system provide Accurate and speedy information.
Business use information system to reduce costs, waste and increase revenue. In business environment the CBIS has far reaching effect for organizations, and its helping them in achieving smooth and efficient operations.





  Some of Important Role of information system:
1. Help manager in effective Decisions making to achieve the organizations Goal.
2. Help to take right decisions at the right time.
3. Help organization to gain edge in the competitive environment.
4. Helps to execute innovative ideas efficiently.
5. Helps in solution of complex and critical problem.
6. Helps to implement the strategy with integrated business operations/functions.


Q.N. :- 3 .SHORT NOTE  :
3(A)Factor on which information requirement of executive depends):-
     Following are important factor on which information requirement of executive depends:
1. Operational functions 
2. Type of decision making 
3. Level of management 

1. Operational functions: In any organizations there are various operational functions (departments) like 
i. Production 
ii. Finance 
iii. Marketing 
iv. Purchase 
v. Material management etc 

Managers in different departments have different information needs. Production manager requires information in terms of physical quantities while finance managers are more concerned with the information in monetary terms.

2. Type of decision making: 

vi. Structured (Programmed) 
vii. Unstructured (Non-programmed) 
viii. Semi-structured 

Structured decisions are those decisions which are repetitive in nature and have per-defined rules to be followed. For example issue of purchase order, payment of bills etc. For such decisions routine information is sufficient but it should be accurate. 

Unstructured decisions are those decisions which are non-repetitive in nature and relate to new situations. For example decisions involving response to competitor’s strategy, change in government policy or setting-up of new plant or launching a completely new product. For such decisions information need can be of varied type, ranging from survey reports to various extrapolations. 

Semi-structured decisions have features of both structured and unstructured decisions and accordingly the information requirement is both routine and adhoc  XIn nature. 




3. Level of management: In broader terms there can be following three levels of management 

ix. Top level management (Strategic level) 
x. Middle level management (Tactical level) 
xi. Lower level management (Operational level) 

Top level management has to take such decisions which have far reaching effects. For example decisions about organizations objectives, policies, mission and strategies. Thus these are unstructured and complex decisions and much analysis and judgment is done for making these decisions. For such decisions information is not readily available and sometimes such decisions are taken with only partial information. 

Middle level management has to execute and control the strategies framed by the top level management. Such decisions are less complex and relatively structured in nature. For such decisions information is more easily available and has less uncertainty associated with it. 

Lower level management is responsible for doing the assigned task. Thus decision making is structured here and precise information is used for such decisions.


Q.N. 3(B)Transaction Processing System (TPS)

Information Systems:
 Operations Support Systems 
1) TPS: Transaction Processing Systems 
2) MIS: Management Information Systems 
3) ERP: Enterprise Resource Planning Systems 

Management Support Systems 
1) DSS: Decision Support Systems 
2) EIS: Executive Information System 
3) ES: Expert Systems 

Office Automation Systems 
1) Text Processing Systems 
2) Electronic Document Management Systems 
3) Electronic Message Communication Systems 
4) Teleconferencing and Video-conferencing 

◙ Transaction Processing System (TPS): 
s system name indicate, this system process the transaction and provides the routine and regular reports /information. This system automates that routine process, which are used to support day to day business operation. TPS accepts Data as a Input and provide information as Output.



TPS Components: (IPSO)
(i) Inputs: this component provides data to TPS for Processing. To make a data suitable for processing it may be two step process :
(A) Collection or recording –In this step data is recorded into a computer for processing.  (B) Classification or Conversion-In this step recorded data is classified as per the type of Data.

(ii) Processing: This component is used to convert the given data to TPS into information. Processing of Data/transaction is done as per accounting rules or business logics. Like Sorting, calculation, and summarization to provide the sequenced data. 

(iii) Storage: It is used to hold data permanently or temporary , based on the requirement. Storage is essential for processing as well as producing output.
(A)Master file –its contain key information and permanent nature.;
 (B) Transaction file- its detail file and normally of temporary nature.      

(iv) Output: An information system is developed to produce various type of output/information. Its also known as Objectives of system.

Features of TPS: 
(i) Can handle large volume of data (ii) Automation of basic operations 
(iii) Benefits are easily measurable   (iv) provide input to other system 

Q.N. 3(C)MIS characteristics and pre-requisite:-
ANS:-
Characteristics of an effective MIS: (RTP may-96,may-99, may-12)   {(CcMM-IS-HC})

1. Management oriented: MIS is meant for the use of management so its focus should be to provide satisfaction to all levels of management i.e. it should be management oriented. 

2. Management directed: Management should take part in setting the system specification as well as in directing changes from time to time. 

3. Integrated: MIS should be able to combine the information of each department so that comprehensive information can be generated for better decision making. 

4. Common data flow: Wherever possible common input, processing and output should be done to avoid duplication of data collection. 

5. Heavy planning element: Long term planning is required to be done before implementing MIS so that future needs can be assessed and accordingly scope can be made for such needs. In this way MIS will not become obsolete soon. 

6. Sub-system concept: MIS should be modular so that implementation and maintenance can be done in a smooth manner without disrupting other activities. 

7. Common data base: MIS should have common data base so that all modules can access same data in hassle free manner. 

8. Computerized: It is possible to establish MIS without computers also but it would be obsolete and ineffective. Thus MIS is effective only when it is integrated with computer systems 


Pre-requisites of an effective MIS: (RTP ,M-13,06,99)

1. Database: MIS requires storing of data in a database from which information is extracted as per requirement. Therefore, for an effective MIS it is required that the data isn a database is organized in such a way that access to data is efficient, improved and redundancy in data should be minimum.  Generally it is preferred to have a common database so that each sub-system uses same database to satisfy its information needs (data base maintained in an integrated manner.)

2. Qualified staff: For effective MIS there should be two categories of experts: 
a. Computer experts : who develop and maintain MIS 
b. Management experts who guide for type of information requirement and actually uses the   MIS.

3. Support of top management:-MIS should have full support of the top management. An effective MIS require in fact the top management in the development .because subordinates will not accept the MIS unless top management is involved into it.. 

4. Control and maintenance: Controls are required to ensure that everyone is following the same standards procedures. Maintenances imply that there should be changes /modifications from time to time based on changing needs.    

5. Evaluation of MIS: MIS needs continuous evaluation also, since changing business environment creates need for relevant change in MIS also. Moreover evaluating the satisfaction of the end user is also important because it is the end user for whom MIS is implemented.


(D)DSS components and characteristics:-
Definition – 
DSS is information systems that:
- support semi-structured and unstructured decision making activities 
- useful for top and middle level management by giving them various decision alternatives 
- DSS is not meant for making decisions but to help in taking decisions. 

Components of DSS: (may-12)
DSS has following four components: 
i) User: The user of DSS is usually a manager with an unstructured or semi-structured problem to solve. The user need not be computer expert to use DSS.(a) manager : these are user who have basic computer knowledge but possess expert knowledge of problems to be solved.(b)staff specialist –these are the user who normally develop the DSS with user friendly interface for using complex statistical and financial functions.
ii) User interface (planning language): The user communicates with the DSS through a planning language which is also called user interface. The planning language can be general purpose planning language (e.g. simple English like interactive dialogue) or special purpose planning language (e.g. interface using statistical terms). 

iii) Model base: Model base is the brain of the DSS which actually performs the data manipulation operations like 
- Mathematical functions                        - Statistical functions                                 - And financial functions 

iv) Database(nov.10): The DSS has one or more database containing both external and internal data. External data may relate to market conditions, economic conditions, competitive positions etc. Internal data relates to various functions within the organization like accounts, production, marketing, material management etc. 

      In large DSS, the database is implemented and managed at 3 levels:
       1) Physical level-managed by operating system t hard disk level
       2) Logical level- managed by exert DBA at DBMS level
       3) External level-this level is given to user to view and manage the database as per user           convenience   

Characteristics of DSS: 

(i) Semi-structured and Unstructured Decisions: Unstructured decisions and semi-structured decisions are made when information obtained from a computer system is only a portion of the total knowledge needed to make the decision. DSS is well adapted to help with semi-structured and unstructured decisions. A well designed DSS helps in decision making process with the depth to which the available data can be tapped for useful information. 

(ii) Ability to adapt to changing needs:  DSS provides flexibility to enable users to model their own information needs. Rather than locking the system into rigid information producing requirements, capabilities and tools are provided by DSS to enable users to meet their own output needs. 

(iii) Ease of Learning and Use: DSS software tools employ user-oriented interfaces such as grids, graphics, non-procedural fourth – generation languages (4GL), natural English, and easily read documentation. These interfaces make it easier for users to conceptualize and perform the decision-making process. 

Q.N. 3(E) OFFICE AUTOMATION SYSTEM(OAS)NOV.2010)
ANS: OFFICE AUTOMATION SYSTEMS (OAS): 
Office Automation System (OAS) is among the newest and most rapidly expanding computer based information systems. Different office activities can be broadly grouped into the following types of operations: 
(i) Document Capture: Documents originating from outside sources like incoming mails, notes, handouts, charts, graphs etc. need to be preserved. 
(ii) Document Creation: This consists of preparation of documents, dictation, editing of texts etc. and takes up major part of the secretary’s time. 
(iii) Receipts and Distribution: This basically includes distribution of correspondence to designated recipients. 
(iv) Filling, Search, Retrieval and Follow up: This is related to filling, indexing, searching of documents, which takes up significant time. 
(v) Calculations: These include the usual calculator functions like routine arithmetic, operations for bill passing, interest calculations, working out the percentages and the like. 
(vi) Recording Utilization of Resources: This includes, where necessary, record keeping in respect to specific resources utilized by office personnel ……


Teleconferencing and Video-conferencing Systems: 
- Teleconferencing can conducted a business meeting involving more than two persons located at two or more different places. 
- The teleconferencing helps in reducing the time and cost of meeting as the participants do not have to travel to attend the meeting. 
- Teleconferencing may be audio or video conferencing with or without use of computer systems. The computer based teleconferencing has the advantage of flexibility in terms of pre-recorded presentations and integration with other information systems.
- These systems are based on Personal computers featuring a digital camera and run on a visual communication software. The communication links are still quite expensive making the desktop video conferencing useful only for selected applications. 














Plans are nothing ;planning is everything

CHAPTER:2 SYSTEM DEVELOPMENT LIFE CYCLE  METHODOLOGY

{4} Some general reason of failure to achieve a system development objective.(LCD-IN-ROLL)***
{5}Define system design characteristics and factor normally considered while designing input output of system.
{6}Define unit and Integration Testing. 
{7}Post implementation review (PIR) And System Maintenance (4types)*****
{8}Short Notes.(A)Method of Validating proposal (4Types) (B)Advantage and Dis- advantage of application packages (C)CASE tools.*** (D)system development tools(E)program debugging process (F)feasibility study (G)SRS document   

Q.N:- 4.some general reason of failure to achieve a system development objective.(LCD-IN-ROLL) .(RTP,NOV2003)
(i) Lack of senior management support and involvement: Only when senior management shows its commitment for a particular systems development project then only the project can be developed in a successful manner. The senior management can see that adequate resources, as well as budgetary control over use of those resources, are dedicated to the project. 

(ii) CHANGING user needs: User requirements for information technology are changing at a very fast rate. Thus, by the time a system is ready for its implementation, the user requirements can change and then the new system will also become obsolete very soon. 

(iii) Difficulty in development of strategic systems: Because strategic decision making is unstructured, the requirements, specifications, and objectives for such development projects are difficult to define. 

(iv) new technologies: When an organization tries to create a competitive advantage by applying advance Information technology, it generally finds that attaining system development objectives is more difficult because personnel are not as familiar with the technology. 

(v) Lack of standard project management and systems development methodologies: Some organizations do not formalize their project management and system development methodologies, thereby making it very difficult to consistently complete projects on time or within budget. 

(vi) Overworked or under-trained development staff: In many cases, systems developers often lack sufficient education background and the companies also don’t provide sufficient training to them. Also, to meet the time deadline the development team works overtime which reduces their efficiency and finally the quality of project suffers. 

(vii) Resistance to change: People have a natural tendency to resist change, and information systems development projects results in radical changes in the workplace. 

(viii) Lack of user participation: Users must participate in the development effort to define their requirements, feel ownership for project success, and work to resolve development problems. User participation also helps reduce user resistance to change.

 (ix) Inadequate testing and user training: New systems must be tested before installation to determine that they operate correctly. Users must be trained to effectively utilize the new system .


Q.N.5.Define system design characteristics and factor normally considered while designing input- output of system
Ans :- A good system design should have following characteristics:
(a) A good design should be capture all the functionalities of system correctly.
(b) Its should be easy to understand.(c)Its should be efficient design
(d)It s should be easily adaptable to change (e) Design should be based on extensive analysis
(f)Design should be modular   (g) Its should be follow all standard.

Important factors in Input / Output design: 
	Characteristic 
	Definition 
	Input Design 
	Output Design 

	Content 
	Refers to the actual pieces of data to be gathered to produce the required output to be provided to users. 
	The analyst is required to consider the types of data that are needed to be gathered to generate the desired user outputs. New documents for collecting such information may be designed. 
	The contents of a weekly output report to a sales manager might consist of sales person's name, sales calls made by each sales person during the week, and the amount of each product sold by each salesperson to each major client category. 

	Timeliness 
	Timeliness refers to when users need outputs, which may be required on a regular, periodic basis - daily, weekly, monthly, at the of quarter or annually 
	Data needs to be inputted to computer in time because outputs cannot be produced until certain inputs are available. Hence, a plan must be established regarding when different types of inputs will enter the system 

	A sales manager, may be requiring a weekly sales report. Other users, such as airline agents, require both real- time information and rapid response time in order to render better client service 

	Format 
	Input format refers to the manner in which data are physically arranged. Output format refers to the arrangement referring to data output on a printed report or in a display screen 
	After the data contents and media requirements are determined, input formats are designed on the basis of few constraints like – the type and length of each data field as well as any other special characteristics 


	Format of information reports for the users should be so devised that it assists in decision-making, identifying and solving problems, planning and initiating corrective action and searching 

	Media 
	Input-output medium refers to the physical device used for input, storage or output 
	This includes the choice of input media and subsequently the devices on which to enter the data. Various user input alternatives may include display workstations, magnetic tapes, magnetic disks, key-boards, 


	A variety of output media are available in the market these days which include paper, video display, microfilm, magnetic tape/disk and voice output 

	Form 
	Form refers to the way the information is inputted in the input form and the content is presented to users in various output forms - quantitative, non-quantitative, text, graphics, video and audio 
	Forms are pre-printed papers that require people to fill in responses in a standardized way. Forms capture information required by organizational members that often will be input to the computer. Through this process, forms often serve as source documents for the data entry personnel 



	The form of the output should be decided keeping in view the requirements for the concerned user. For example – Information on distribution channels may be more understandable to the concerned manager if it is presented in the form of a map, with dots representing individual outlets for stores 

	Input Volume / 
Output 
Volume 
	Input volume refers to the amount of data that has to be entered in the computer system at any one time. 
The amount of data output required at any one time is known as output volume 
	In some decision-support systems and many real-time processing systems, input volume is light. In batch-oriented transaction processing systems, input volume could be heavy which involves thousands of records that are handled by a centralized data entry department using key-to-tape or key-to disk systems 

	It is better to use high-speed printer or a rapid-retrieval display unit, which are fast and frequently used output devices in case the volume is heavy 


Q.N.6.Define Unit and Integration Testing. 

Ans :-In this phase , the system is thoroughly tested to ensure that it will work correctly after implementation.
Level 1: Unit testing Level   2: Integration testing Level  3: System testing Level   4: Acceptance testing 
Different levels of Testing are as follows:
 Level 1: Unit Testing –
  Testing of individual units of software. A unit is the smallest testable part of the application. The goal of unit testing is to test each [part of the program and show that the individual parts are correct.

Categories of unit testing (SS-PPF)
i) Functional Tests – testing main function of S/W
ii) Performance Tests – testing the speed if S/W
iii) Stress Tests – testing the stress limit of S/W
iv) Structural Tests – testing the logic of S/W
v) Parallel Tests – testing old and new unit together.

Types of Unit Testing: 

(a) Static testing (i.e. testing done by reading the program script) 
i) Desk Check – done by programmer himself 

ii) Structured walk-through – Programmer with one more person 
iii) Code inspection – Formal committee review the unit 







(b) Dynamic testing (i.e. testing by actual running of program on computer) 

(i)Black Box Testing:-
black box testing provides easy to use testing approach. Black box testing treats the software as a Black box. Without any knowledge of internal implementation. In this only external view of unit under testing is tested by developing test cases.
In this tester selects valid and invalid input to determine the output accuracy. So tester is mainly concerned with correct acceptance of input and correct output and there is no need to have any knowledge of test object internal structure 

ii) White Box Testing (internal logic is examined) it is contrast to black box testing. is used when tester access to the internal data structure and algorithm , as well as access to code that implement these algorithm . it is very detailed testing approach and this approach uses test cases for testing the internal structure or program.

iii) Gray Box Testing (Combination of black box and white box) 

Level 2: Integration Testing – 
This involves testing the linking of different units of software to see that units connect correctly. 
This is carried out in the following manner: 

i) Bottom-up Integration: 
- Traditional strategy used to integrate 
- Lower modules are tested first, then higher modules 
- Easy to implement 
- Disadvantage: major decision points are tested later 

ii) Top-down Integration: 

- Higher modules are tested first 
- If any lower module is not ready then stub (dummy module) is added 
- Advantage: higher modules are tested early 
- Disadvantage: higher modules are tested with dummy inputs 

iii) Regression Testing: 
- Repeated testing 
- Testing of complete system when any new unit is integrated with the system 
- Regression testing ensures that that changes to system does not bring new errors 
- Same data can be used in regression test as used in the original test. 









Q.N.7:- Post implementation review and System maintainance(4types)*****(nov.2011)

Ans:-  post implementation review /Evaluation of the system 
Final step of system implementation is evaluation.
Evaluation is also one of the important step of system implementation as it provide the information about how successful is system in satisfying user needs and it also provide the information on problems encountered in system development . 
          Types of Evaluations1) development evaluation 2) operation 3) information
(1) Development evaluation: - This evaluation is done to check whether system developed is on schedule and with in budget. If system is developed on schedule and within budget then what were the possible reason for delay and over cost.

(2)  Operation Evaluation :- its very essential that developed system should be easy to operate and should work as per their requirement .this includes-
(a)whether transaction are processed on time and accurately
(b)Is system easy to work
(c) Are reports available on time
(d) is their any sufficient capacity etc.

(3) Information evaluation:-This most difficult evaluation. This evaluation is related to find  out the 
Value of information that developed system is providing to user or to find out how the information provided by system is chaining the quality of decision making of users.



System Maintenance :-
 All organizations have changing information requirement from time to time . hence the system requires to be modified to adapt to these changing requirements . the system maintenance helps n maintain the system in an efficient working condition and meet the changing requirements
i) Scheduled maintenance – can be planned or pre-scheduled 
ii) Rescue maintenance       –     for existing problems in system 
iii) Corrective maintenance – for errors when they occur 
iv) Adaptive maintenance – to change according to environment 
v) Perfective maintenance – to add features 
       vi) Preventive maintenance – to prevent future occurrence of problems 
Q.N. 8.(A)Method for validating proposal:-  (TB-PPC)


i) Checklists: 
This is a common and simple method for validation and evaluation of vendors proposal. In this method a list is prepared for required specifications from system in terms of hardware, software and support service etc. and all the proposal are checked against list of specifications and accordingly a decision can be taken for selection of vendor. 

ii) Point-Scoring Analysis: 
This is another approach used for evaluation of vendor proposal. In this every evaluation is given certain maximum possible points and then points are allocated to each vendor for these criteria as per submitted detailed in their proposals.
This method is more appropriate then checks list method because information is not standard product and different vendor offer different parameters.
Therefore with this method the criteria having more value are given higher maximum possible points and points to vendor accordingly, which help to provide better evaluation.


iii) Public Evaluation Reports: Industry association several magazines, and manual publish the comparison  of various vendor system. 

iv) Bench marking test: this is a practical approach for checking the system for offered specifications . in this approach a possible transactions to be executed on required system is prepared and then same is executed on the vendor system. The output of executed are analyze for various performance like processing speed, response time, no of user supported simultaneously.

v) Test problems: Demo of software using extreme test data to test the true capabilities of system 



Q.N. 8(B) Advantage and Dis- advantage of Application Packages:-
(a) Rapid implementation: it is possible to implement and use these packages immediately without any spending much time.
(b)Low Risk: package software is used by users and therefore has known costs and performance. Hence there is no risk or uncertainty about the cost or its performance.
(c)Quality: software development organizations which provide these packages use specialists in this field for the development of different applications. These specialists have extensive experience in application area. Hence quality wise better output is available in comparison to in-house development.
(d) Cost: package software vendor are selling the same software to several user. Which provide lower cost than the in house developed software.




 Following Drawbacks:-
(a) Lack of Flexibility: the package may not be adaptable as the organization required.
(b)Partly useful application: the package software features may be partly useful and may not cover the entire requirements of the organizations.


(c) Low quality Documentation: absence of proper documentation may rsukt in poor utilization of package software.
(d) Continuity: The software vendor must be the reliable one otherwise in the package software may not be possible.

 
Q.N.  8 (C)CASE  (Computer-Aided-Software Engineering) Tools:
 
· CASE tool refers to that software which helps to automatically develop high quality, defect free and maintainable software.
· CASE tools assist in Phased related tasks such as specification, analysis , design coding testing etc. other help in non-phase activity such as project management
· For example, the data flow diagram and system flow charts that programmers review are commonly generated by systems developers using the on-screen drawing modules found in CASE software packages
· Some of the features that various CASE products possess are - Data Dictionary tools; Computer aided Diagramming Tools; Screen and Report generator; Prototyping tools; Code Generation; and Reverse Engineering

.


Q.N. 8( D ) System Development Tools: Four categories(US-DD)

(I) System components and flows: These tools help to document the data flow among major resources and activities of an information system.
o System flow charts ,data flow diagram, system component matrix
(II) User interface:- Designing a user friendly interface is major part of system design.
o Layout forms and screens, Dialogue flow diagrams,
(III) Data attributes and relationships:-Database is a very important part of system.
o Data Dictionary, Entity-Relationship diagrams, File layout forms, Grid charts
(IV) Detailed system process: - these help programmer to develop detailed procedure and process                                             required in design of  a computer program.
o Decision trees, Decision tables, Structure charts


Q.N. 8(E)Program debugging process:

 During the process of compilation of program, many errors may be generated which should be removed from the program. This process of removal of errors from the program is known as Debugging. 
(1)Program debugging process:- the program which programmer writes is known as source program . But the program which is executed on computer is known as object program.
Therefore first of all a source program should be converted into object program with the help of complier. The complier is software which checks the program for syntax or logical error and if there are no such error it convert the source program into object program. 
(2) Structured walk through:-certain logical error related with wrong formula etc. can not detect by complier because their syntax is correct. Such errors are detected by team of programmers who do mental execution of correctly complied source code to find such kind of errors. 
(3) Test the program:- In this object program is done with test to find out any run time error , which could not be detected by complier and even structured walk through process.
There are various testing software in the market which help in efficient testing of program.


Q.N. 8(F)feasibility study  (BEST FLOR)    (RTP m-13)

(i) Technical Feasibility:
It is concerned with issues pertaining to hardware and software. Essentially, an analyst ascertains whether the proposed system is feasible with existing or expected computer hardware and software technology. 
• Does the necessary technology exist to do what is suggested (and can it be acquired)? 
• Does the proposed equipment have the technical capacity to hold the data required to use the new system? 
• Can the proposed application be implemented with existing technology? 
• Will the proposed system provide adequate responses to inquiries, regardless of the number or location of users? 
• Are there technical guarantees of accuracy, reliability, ease of access, and data security? 




 (ii)Economic Feasibility/Cost-Benefit Analysis: 
               It includes an evaluation of all the incremental costs and benefits expected if the proposed system is implemented. The financial and economic questions raised by analysts during the preliminary investigation are for the purpose of estimating the following: 

a) Cost of conducting a full systems investigation. 
b) Cost of hardware and software for the class of applications being considered. 
c) Benefits in the form of reduced costs or fewer costly errors. 
d) Cost if nothing changes (i.e., the proposed system is not developed

(iii)Operational Feasibility: 
               It is concerned with ascertaining the views of workers, employees, customers and suppliers about the use of computer facility.
- Is there sufficient support for the system from management and from users? 
- Are current business methods acceptable to users? 
- Have the users been involved in planning and development of the project? 
- Will the proposed system cause harm? Will it produce poorer results in any respect or area? Will loss of control result in any areas? Will accessibility of information be lost? 

(iv)Behavioral Feasibility: It refers to the human aspect of new system i.e. how the new system environment effect the work culture. 

(v)Legal Feasibility: Legal feasibility is largely concerned with whether there will be any conflict between a newly proposed system and the organization’s legal obligations. Any system, which violates the local legal requirements should also be rejected.

(vi)Schedule or Time Feasibility: Schedule feasibility involves the design team’s estimating how long it will take a new or revised system to become operational and communicating this information to the steering committee. For example, if a design team projects that it will take 16 months for a particular system design to become fully functional, the steering committee may reject the proposal in favor of a simpler alternative that the company can implement in a shorter time frame. 

(vii) Resources Feasibility: This focuses on human resources. Implementing sophisticated software solutions becomes difficult in non-metro locations because of the reluctance of skilled personnel to move to such locations 

(viii) Financial Feasibility: The solution proposed may be prohibitively costly for the user organization 





Q.N. 8(G) SRS document   
Systems specifications: -
At the end of the analysis phase the system analyst prepares a document called “systems requirement specifications (SRS)” which contains the following: 

1. Introduction: Goals and objectives of the software and context of the new system. 
2.Information description: Problem description, information content flow and structure, hardware software and human interface for internal and external systems elements. 
3. Functional description: Diagrammatic representations of functions, processing narrative of each functions, relationship among functions, design constraints. The complete description of the functions to be performed by the software specified in the SRS will assist the potential users to determine if the software specified meets their needs or how the software must be modified to meet their needs. 
4. Behavioral description: This shows the response to external factor/events and internal controls. 
5. Validation criteria: Organizations can develop their validation and Verification plans much more productively from a good SRS. Class of test to be performed to validate functions, performance and constraints can also be decided accordingly. 
6. Appendix: Data flow diagrams, tables, algorithms, graphs, charts etc. 













Good is not good where better is expected



CHAPTER: 3 CONTROL OBJECTIVES

{ 9} Audit of physical access and environment control??
{10} while reviewing a client control system IS auditor will identify 3 components of internal control & Auditor categories of control (4Control)
{11}There are number of general question that an Auditor will need to consider for Quality control.
{12}Short notes (A)Change management control policy & procedure(B) 3 Process of physical Access Control mechanism (C)Data encryption std.(DES) (D) 3ways to Hacker hack system (E)Audit Trails(F) Six important data Integrity control (G Types of Logical access paths and asynchronous attack and Losses or impact of Attack (I)Explain data Privacy and Techniques

Q.N. 9.Audit of physical access and Environment Control??

ANS:- Auditing physical access: 
Auditing physical access requires auditor to review the physical access risks and controls to form an opinion on the effectiveness of the physical access controls. This involves the following: 

− Risk assessment: The auditor must satisfy himself that the risk assessment procedure adequately covers periodic and timely assessment of all the assets and physical access threats over them. 

− Review of security policy: Auditor should review security policy of the organization and security procedure documents for physical access security. This includes building plans, cable diagrams, camera locations, security guard location etc. 

− Control assessment: On the basis of risk assessment the auditor evaluates whether the physical access controls are in place and adequate to protect the IS assets against the risk.
 Observe and test the control used to ensure that:

· Hardware facilities are protected against forced entry.
· Computer terminals are Locked or secured to prevent illegal removal of physical components.
· Following facilities are protected with proper physical access control.
                          -computer Rooms, control units, dedicated telephone lines
                          -Local Area Network Micro computer and personal computer {PC}
                          -Portable Equipment, power sources, storage rooms

− Testing of controls: The auditor should physically see the access control mechanism by taking a tour of the organization. Interviewing staff personnel can also provide information on the awareness and knowledge of procedures. 




− Examination of physical access logs: This includes examination of incident reporting logs and problem resolution reports. 

− Some special consideration: Check all entry and exit points, glass windows, moveable and modular cubical, air ducts and false ceiling. 



Audit of Environment Controls:

This Audit involves the following reviews and evaluations:
· Assessment of various threat and risks to facilities. 
· Review of various controls used to protect from these threat.
· Observations and test of various controls used in terms of;
· Water and smoke Detector-its is verified on visiting the computer Rooms.
· Fire Extinguishers –at strategic locations throughout the facility are checked.
· Fireproof Walls
· Electrical surge protectors
· Fully Documented and tested BCP/DRP
· Regular Inspections by Fire Department


Q.N10. while reviewing a client control system IS auditor will identify 3 components of internal control AND Auditor categories of control (4Control)

ANS; FUNCTIONAL NATURE
Further another category of controls is based on their functional nature. When reviewing a client’s control systems, the auditor will be able to identify three components of internal control. Each component is aimed at achieving different objectives. 
I. Accounting and financial controls: Controls which are intended to safeguard the client’s assets and ensure the reliability of the financial records. 
II. Operational controls: These deals with the day to day operations, functions and activities to ensure that the operational activities are contributing to business objectives. 
III. Administrative controls: These are concerned with ensuring efficiency and compliance with management policies, including the operational controls. 

Classification based on Objective of controls /AUDITOR CATEGORIES
(1) Preventive controls (2) Detective controls 
(3) Corrective controls (4) Compensatory controls 

(1) Preventive controls: 
Preventive controls are designed to prevent an error, omission or malicious act from occurring. These are designed by using three step processes as follows: 

(i) Understanding the vulnerability of the asset or process 
(ii) Understanding the probable threats 
(iii) Making provision to avoid such threats 
                              Examples of preventive controls are:
• Employing qualified staff                • Segregation of duties 
• Access control 		      • Proper documentation 
• Training of staff 		      • Using firewalls 
• Using antivirus software                  • Password protection 

(2) Detective control: 
These controls are designed to detect and report errors, omissions or malicious acts that have already occurred. These are implemented as follows: 
(i) Having clear Understanding of lawful activities. 
(ii) Controlling such activities through preventive control. 
(iii) Establish detective controls which can reports the unlawful activities, if preventive controls are not able to prevent such activities. 
                              Examples of detective controls are:
• Hash totals                                          • Check points in a process for monitoring 
• Echo controls                                      • Audit logs 
• Duplicate checking of calculations • Intrusion detection system 
• Internal audit function                      • Cash count and bank reconciliation statement 


(3)Corrective controls: 
Corrective controls are designed to correct errors or irregularities that have been detected. These are implemented to: 

(i) Minimize the impact of threats 
(ii) Resolve the problems discovered by detective controls 
(iii) Modify better process to minimize future occurrence of problems 

Examples of corrective controls are: 
• Business continuity plans   • Disaster recovery plans 
· Backup procedure            • Setting up corrective procedure for problem

(3) Compensatory controls:
 Sometime organizations due to financial and operational constraints can not implement appropriate preventive control. In such CASEs there are control which are not preventive controls of the assets to be protected but indirectly those control help to protect assets . such indirect controls are called Compensatory controls .









Q.N.11.There are number of general question that an Auditor will need to consider  
        For Quality Control.
ANS; Auditor’s Role;
The following are the general questions that the auditor will need to consider for quality control: 

i) Does the system design follow a defined and acceptable standard? 
ii) Are completed designs discussed and agreed with the users? 
iii) Does the project’s quality assurance procedures ensure that project documentation (e.g. design documents, specifications, test and installation plans) is as per the organization’s technical standards and policies. 
iv) Do quality reviews follow a defined and acceptable standard? 
v) Are quality reviews carried out under the direction of a technically competent person who is managerially independent from the design team; 
vi) Are auditors/security staffs invited to comment on the internal control aspects of system designs and development specifications? 
vii) Are statistics of defects uncovered during quality reviews and other forms of quality control maintained and analyzed for trends? 
viii) Are defects uncovered during quality reviews always corrected? 
ix) Are all system resources (hardware, software, documentation) that have passed quality review been placed under change control management and version control? 
x) Has a System Installation Plan been developed and quality reviewed? 
xi) Has a Training Plan been developed and quality reviewed? Has sufficient time and resources been allocated to its delivery?



Q.N. 12. Short notes (A)”Change management Control Policy & Procedure”

ANS:- Change management:
To properly control information system changes, companies should describe  a formal change management control policies and procedures . These controls should include the following;
i) Documented change management policy and procedures 
ii) Periodical review of all systems for need of change. 
iii) Change request to be made in standardized format. 
iv) Assess the impact of the requested change in system. 
v) Setting priorities of change requests. 
vi) Specific procedures for urgent and emergency changes. 
vii) Segregation of duties in systems change procedures. 
viii) Check over access rights during systems change procedures. 
ix) All changes should go through development, testing and implementation phase. 
x) Testing of changes in non-production environment before implementing. 
xi) Proper back-up plans for critical processes. 
xii) Quality check procedures to see that all standards and procedures were followed. 


Q.N. 12(B) 3 process of physical Access control mechanism;
    To control facilities from misuse there should be access control mechanism which allow the  
         Entry all authorized user only to system.

i) Identification: The user gives his identification to the system 

ii) Authentication: The system authenticates the user on the basis of some information given by the user. For this purpose the user can use the following mechanism 

	Remembered information 
	Name, account number, password 

	Object possessed by the user 
	Badges, smart cards, key 

	Personal characters 
	Figure prints, voice prints, Signature 



iii)  Authorization: After gaining access to system through valid identification and authentication, users are given aces to resources as per their authorization, or roles and responsibility. The system authorizes the user for various resources. This authorization can be done either by using “ticket oriented approach” or “list oriented approach”.
In ticket oriented approach-User is given a Ticket for each resource user is permitted to access.
Ticket oriented approach the authorization matrix (Row) gives the authorization level for various users for various resources.
In List oriented approach-each Resource is attached with a list of users, who can access the resource and the action that user, can take with respect to the resource.






Q.N. 12 (C)Data Encryption Std.(DES)
  
· Data encryption standard (DES) is an encryption standard selected as an official Federal Information Processing Standard (FIPS) for the United States in 1976 and it is known as Cipher.
· DES is a Mathematical algorithm for encrypting and decrypting information.
· The encrypting process converts data to an unintelligible form and decrypting process converts the data back to its original form called Plain- text.
· The algorithm which is used for encrypting and decrypting is based on binary number called a key. 
· The 64 bits DES is now considered to be insecure for many applications, 128 bits key system is considered as more secured and widely used for Banking and payment applications.

DATA ENCRYPTION: - an Encryption technique is mainly used as a control for safety of data transmitted over communication channel. In this technology data to be transmitted is converted into secret form from normal form.  Sender convert the original massage known as clear text into a coded text equivalent known as Cipher text.
These cipher text are transmitted over communication channel, even if a hacker hack these text, he will not be able to understand the cipher text. These cipher text are again converts into clear text by receiver by using a corresponding algorithm used by a sender.
    There are two general approaches for data encryption

· PRTIVATE KEY ENCRYPTION
· PUBLIC KEY ENCRYPTION


· PRTIVATE KEY ENCRYPTION; In this method sender and Receiver uses the same key known as private key or secret key for encryption and decryption algorithm.
 The problem of this method is communication of private key to receiver.

· PUBLIC KEY ENCRYPTION; It is better method of data encryption than using only private key for encryption and decryption. In this method a key pair known as private key and public key is used for data encryption and decryption.
Sender uses the receiver public key to encrypt data and transmit it on communication channel.  This encrypted data can only be decrypted by using receiver private key only , which only the receiver has.









Q.N. 12(D) 3ways to hacker hack system;
How do Hackers hack? 
There are many ways in which a hacker can hack. Some are as follows – 
NetBIOS, ICMP Ping, FTP, rpc.statd, HTTP 

(i) NetBIOS: NetBIOS hackers are the worst kind, since they don't require you to have any hidden backdoor program running on your computer. This kind of hack exploits a bug in Windows 98. NetBIOS is meant to be used on local area networks, so machines on that network can share information. Unfortunately, the bug is that NetBIOS can also be used across the Internet - so a hacker can access your machine remotely. 

(ii) ICMP ‘Ping’ (Internet Control Message Protocol): ICMP is one of the main protocols that make the Internet work. It stands for Internet Control Message Protocol. 'Ping' is one of the commands that can be sent to a computer using ICMP. Ordinarily, a computer would respond to this ping, telling the sender that the computer does exist. This is all pings are meant to do. Pings may seem harmless enough, but a large number of pings can make a Denial-of-Service attack, which overloads a computer. Also, hackers can use pings to see if a computer exists and does not have a firewall (firewalls can block pings) If a computer responds to a ping, then the hacker could launch a more serious form of attack against a computer. 

(iii) FTP (File Transfer Protocol): FTP is a standard Internet protocol, standing for File Transfer Protocol. It can be used for file downloads from some websites. If you have a web page of your own, you may use FTP to upload it from your home computer to the web server. However, FTP can also be used by some hackers. FTP normally requires some form of authentication for access to private files, or for writing to files. FTP backdoor programs, such as Doly Trojan, Fore, Blade Runner, simply turn your computer into an 


Q.N. 12(E) Audit trails ;{ Nov.2011}

◙ Audit Trail:- 
In computerized environment audit trails means logs that record activity at the system, application and user level. It is one of the most important Detective control which helps to implement security policy of the organization. 
Objectives of Audit trail are:- 
(A) Detecting unauthorized access to the system: Audit logs can show the access attempts made by any person into the system. User ID used for such access together with other information like time of access, number of attempts etc are all logged into the system. 
(B) Facilitating the Reconstruction of events: It helps to create complete Description of the situation and conditions at the time of particular event. In this way the exact reason for the problem that occurred can be investigated. 
(C) Creating Personal Accountability: Ever user works in the system using his login ID and   
           Leaves his foot prints in the form of audit logs. Later on it can be easily established that which   
           User did which transactions whit the help of audit logs.

Problem in implementing audit trails: Audit logs generate data in great details. Thus important information can easily get lost among superfluous details of routine operations. Thus poorly designed logs can actually be dysfunctional.
Q.N. 12(F) Six Important Data Integrity Control ;{ SIP-C-OD)
Data integrity control: 
Primary objective of data integrity control is to prevent, detect and correct errors in transactions as they flow through the various stages of data processing. Following are the six categories of data integrity controls:
(1)Source Data control:-Source data are major cause of error and fraud in any accounting system. Controls must be applied in system which uses source documents to input transaction to ensure error free inputs to system.
Threats: Use of Incomplete, Manipulated, and Unauthorized source data. 
Control:
· Use appropriate designed input from to avoid incompleteness or error of input data.
· Use pre-numbered source document
· Use source document in sequence 
· Establish procedure for authorization of source data

(4) Input validation Controls: you might have seen when you input text in amount field then computer provide you the message; invalid data.
               
  Threats: System can accept wrong Input.
 Control:
· Limit check
· Picture check
· Valid code check

(3)Online Data Entry control: Threats:- Incorrect and Unauthorized transaction input through online terminal
· Control:- user id password control
· Limit check
· Limit the no. of times user can enter the code
· Completeness check


(4)Data processing and Storage Controls: The incorrect [processing of data , incorrect data storage destruction can result in serious damage to organization credibility and can cause huge economic losses.
Threats: Incorrect Processing and Storage of given data
· Controls: Audit Trail control
· Maintaining transaction Log
· Frequent audit


(5)Out put controls: output controls ensure that the system output is not lost , misdirected , or corrupted and privacy is not lost.
Threat: Incorrect and wrong distribution of output.
· Controls: printed output: visual review of output before its distributions. 
· Visual or online output, such as use of data communication such as data encryption.


(6) Data Communication controls:
      Threats: Communication network failure, unauthorized access of network and data hacking etc.
· Controls : firewall
· Data encryption
· Network monitoring
· Maintaining standby or backup equipment to recover 
· Regular audit and maintenance of network resources.


Q.N 12(G) Types of logical access paths and Asynchronous attack and Losses or impact of Attack

Access the system as per their authority and job role. Thus, these controls prevent unauthorized person from using the system resources and letting the authorized persons use the system resources as per their scope of work. 
Logical access paths: {CT-LPP}
− Online terminals: These are computer terminals located in the organization and which are connected to the main server. User has to provide login ID and password to access the system through these terminals. 
− Operator console: These types of input console are used for various purposes like main server configuration console, router/switch configuration console etc. Generally consoles have high privileged access capabilities and therefore such console have to be physically as well as password protected 
− Batch job processing: In batch processing environment all the jobs are processed in a batch. All the transactions in a particular job are accumulated in batches and then these are processed together. In such CASE there is a risk of unauthorized job entering the batch for processing. 
− Dial-up ports: A computer located at a geographically different location can dial-up a remote organizational server using modem and telephone line and get access into the system. There can also be a system of dial-back line to ensure authentication of the user. 
− Telecommunication Link: PC’s can connect to main server through the use of different devices using telecommunication network like switches, routers, wireless equipments. 

Asynchronous Attack: This includes the access of system through network or telecommunication link
· Hacking: Unauthorized access and use of computer system or information through communication channels is very common technique and it is known hacking.
· Piggybacking: This involves getting unauthorized access by following an authorized data packet .
· Wire-tapping: It involves intercepting data while it is being transmitted over telecommunication network 
· Denial of service: In this attack the perpetrator floods the host computer with so much of request that it is not able to process that and finally has to shutdown the service for some period.




Such frauds results in: 
       - Financial loss to the organization                          -Sabotage
- Legal consequences                                                - Loss of credibility 
- Industrial espionage                                                - Leakage of confidential information. 


People involved in computer crime (Logical Access Violators):             - Hackers / Crackers / Phreackers 
- Disgruntled Employees                 - IS personals                                    - End users 
- Former employees                        - Competitors                                    - Organized criminals 




Q.N. 12(I)Explain Data Privacy and Techniques*****
Data privacy: 

• Data privacy refers to protecting private and sensitive data from disclosure. 
• Privacy problems exist wherever uniquely identifiable data relating to persons are collected and stored  
    in paper or digital form. 
• The challenge in data privacy is to share data without disclosing the personnel identity of any individual. 
• The most common source of data that are affected by data privacy issues are: 
- Health information                       - Criminal justice 
- Financial information                   - Genetic information 
- Location information 

Protecting data privacy in information systems: In information systems, the privacy policy has to be communicated and enforced across the system and network. This is done by several privacy protocols which communicate and enforce user’s privacy preferences automatically. These fall under two categories: 

(i) Policy Communication: P3P - The Platform for Privacy Preferences. P3P is a standard for communicating privacy practices by websites and comparing them to the preferences of individuals. 


(ii) Policy Enforcement: 
• XACML - The extensible Access control markup language together with its privacy profile is a standard for expressing privacy policies in a machine-readable language which a software system can use to enforce the policy in enterprise IT systems. 
• EPAL - The Enterprise Privacy Authorization Language is very similar to XACM but is not yet a standard. 
• WS-Privacy - "Web Service Privacy" will be a specification for communicating privacy policy in web services. 


CHAPTER – 4 TESTING-GENERAL AND AUTOMATED CONTROLS

{13} Explain Test Effectiveness of IS control (*****)
{14}Documentation and Appropriateness of control testing (IMP)
{15} Short note(A)Define CIS and advantage disadvantage(B) OS review and review of control (C)multiyear testing plan (D)explain Audit Testing  

Q.N.13) Explain test effectiveness of IS control (*****)
ANS: - ◙ Test Effectiveness of Information System Controls 

• Testing the effectiveness of IS controls should be done on tiered basis, starting with general controls at entity-wide and systems level, followed by the general controls at the business process application level and concluding with tests of business process application, interface and database controls at the business process application level. 

• Such a testing strategy is used because ineffective IS controls at higher tier generally results in ineffective controls at the subsequent tier. 
 If the Auditor identifies IS control for testing, the auditor should evaluate the effectiveness of 
· General control at the entity wide and system level.
· General control at the business process application level.
· And specific business process application control.

The auditor should determine whether entity wide and system level general control are effectively Designed, implemented, and operating effectively by:
· Identifying applicable general control 
· Determine how those control function and whether they have been placed in operation.
· Evaluating and testing the effectiveness of the identified controls.


Q.N.14.Documention And Appropriateness of Control Testing {IMP}
ANS:- The auditor should document the following: 
• An understanding of information systems that are relevant to the audit objective. 
• IS control objectives and activities relevant to the audit objectives? 
• Description of control techniques used by the entity at different levels.
• Specific tests performed at different levels and related documents that describe the nature, timing and extent of such tests. 
• In CASE where a control is ineffective, then any compensating control or other factor presents to achieve the control objective and its justification. 
• Material weaknesses and significant deficiencies 

◙ Appropriateness of Control Tests {OPQ-didi}
For evaluating the IS controls, the auditor should perform appropriate mix of audit procedures. Such procedures can include the following: 
• Inquiries & Interview                           • Questionnaires 
• Observations                                          • Document review 
• Inspection of approvals 
• Analysis of system information (e.g. configuration settings, access control list etc.) 
• Use of CAAT’s to test application Processing accuracy and efficiency. 
• Re-performance using dummy data 

After control evaluation is done the auditor can identify those controls which are not properly designed to achieve the control objectives and results in potential weakness. For such potential weakness, the auditor should look for any compensating controls or other factors that could mitigate the risk and achieve the control objectives. Otherwise the auditor should report the weakness, together with the recommendation to the entity.

Q.N.15. Short note (A)Define CIS and advantage disadvantage{NOV.2011}
ANS:- Continuous and intermittent simulation (CIS): 
This is a variation of SCARF method, and can be used when application system uses database management system. This method uses the database management system to trap exceptions that are of interest to the auditors. 
- First, a transaction is selected on the basis of some sampling methods.

- The database management system provides CIS with all data required by the application system to process the selected transaction. 
- CIS now process the transaction by replicating the application system processing by way of parallel simulation. 
- Every update to the database that arises from processing the selected transaction will be checked by CIS to determine whether discrepancies exist between the results produced by the two methods. 
- Exceptions identified are then written to a exception log file (like SCARF). 
- The advantage of CIS is that it does not require modification to the application system 
Advantage of concurrent audit techniques: {cees-tt}

(a) Timely audit: It helps to conduct Audit  in timely manner. 
(b) Comprehensive and detailed testing: Audit can be done in more comprehensive manner, 
               Extent of    checking can be up to 100%. 
© Evaluating the system: These audit techniques also evaluate the performance of system as per the design objectives of the system. 
(d) Effective where audit trail is missing: This technique does not require any audit trail. 
(e) Surprise test capability: The evidence is collected directly from the system so the staff is not aware about timing of evidence collection. 
(f) Training tool for new users: Techniques like ITF can be used to train new staff since data can be processed without affecting the actual system. 

Disadvantage of concurrent Audit techniques: 

(a)Availability of Resources: More resources are required for functioning of these audit modules. 
(b)Involment in system development:- Involvement of auditor in all stages of system development should be there. 
(c) Expert Knowledge of information system working Auditor should have expert knowledge of information system working. 
(d)Stable application system Such techniques can only work in stable application system. 




Q.N. 15(B) OS review and review of control:-

◙ Operating system review: -

In this Auditor review the Procurement, Implementation, execution, and System Software such as operating system in terms of:

- Approval procedure for purchasing OS. 
- Selection procedure followed at the time of acquiring OS. 
- Cost-benefit analysis done at the time of selection procedure. 
- Test procedures followed at the time of implementation. 
- Access control at operating system level. 
- User authorization level and control at OS level 
- Operational documentation of OS. 
- Staff training required for operating system. 
- OS maintenance and vendor support. 
- OS updating and patch mechanism. 
- Service reports of vendor’s engineer. 
- Audit trail generated by operating system. 
 







Q.N. 15 {C) multiyear testing plan:
◙ Multiyear Testing Plans;
• In CASE of recurring IS control audit, the auditor may prepare a multiyear plan for performing IS audit. 
• Such plan should not cover more than three year period. 
• The auditor should re-evaluate these plans annually and adjust them in light of the new findings and significant changes in IT environment such as installation of new systems. 
• Under such plan, In this type of audit , the Auditor can prepare a multi year audit plan , and such plan covers organization key relevant Applications, System  and Processing center for an audit on multi-year basis. For systems with high risk, the auditor generally performs annual testing. 

· Multi-year Audit Plan is Long term Plan and its following Benefits:{RAP}
-All system and location can be appropriately considered for audit.   
- Help to prioritize the audit time and resources based on system risks.
-Help to reduce annual audit resources use and cost
• Such multiyear plan may not be Appropriate in following situations 
- Entities where entity-wide general controls are poor. 
- First-time audits 
- Where business process applications or controls have not been tested within a sufficient period.

Q.N. 15(D) Explain Audit Testing:-
      This is key phase of audit of control. This phase include the different steps to test the general and application control.
• Decides the test plan 
• Decide the nature, timing and extent of testing 
• Decide the testing methodologies. 
• Use of CAAT (computer assisted techniques) 
• Use both valid and invalid test data 
• Focus on high risk areas 
• Use of documentary evidence, corroborating interviews and personal observation 
• Information gathered during has to be validated (cross-checked) 





CHAPTER:5 RISK ASSESSMENT METHODOLOGY AND APPLICATIONS

{16} Threats to the Computer Environment? (May 2010, 2011, RTP SEVRAL ATTEMP)
            And define threat and residual risk.
{17} Process of Risk information risk management process (5 steps)
{18}Short note(A)Risk management strategies*****(B)Risk Ranking*****(C)3 common Risk mitigation tech. (D)Risk classification(2 types)(E)Types of information(TCP-IP)

Q.N.16. Threats to the Computer Environment? and define Threat and residual risk.
ANS:-     Threat: Threat is any Action or event that has the potential to cause harm to the information system in the form of destruction, disclosure, modification of data or denial of service. Assets and threats are closely correlated. 

Residual risk: Residual risk is the risk that still remains after the organization has taken all countermeasures. Residual risk must be kept at a minimum acceptable level.

◙ Threats to computerized environment: (may 2010, 2011, RTP SEVRAL ATTEMP)(cpc-man-dfd)
Following are the common threats to information systems which can obstruct the normal functioning of the system and can also cause sever damage: 

1. Power loss: Power loss is the major threat in any system since it can disrupt the entire functioning of the system. 
2. Communication failure: In present day systems there is a key role of networking. Failure of communication lines will result in inability to transfer data as well as stop many online applications. 
3. Disgruntled employees: A dissatisfied and unhappy employee can deliberately cause harm to the information system or he can leak/Disclose sensitive information. 
4. Errors: Errors due to technical reasons or simple mistakes can cause serious threat to information system. 
5. Malicious codes: Malicious codes like virus, worms, logic bombs, Trojans etc are a serous threat for information system. 
6. Abuse of access privileges: Employees can be source of threat if they abuse their access rights for doing wrong and illegal operations 
7. Natural disasters: Natural disasters like earthquake, floods, lightning, tornado etc can adversely effect the organization. 
8. Theft or destruction: Any theft or destruction of information systems resources can result in great loss to the organization both in terms of financial loss and loss of competitive advantage. 
9. Downtime: Due to technical or any other reasons if information system is not available to the user then it can also result in direct as well as indirect loss to the organization. 
10. Fire: Fire due to short circuits, negligence or any other reason can cause serious damage to the information system infrastructure. 




Q.N. 17 Process of Risk information risk management process (5 Steps)

Step 1: Identification of Information Assets 
Identify all the information assets which are supporting critical business processes and needs to be protected. These assets can be: 
1. Intangible Assets:  Data and information in various storage devices ,Software applications, 
       Operating system, utility programs
2. Tangible Assets: People, Hardware, Networking devices, Building and
 Infrastructure documentation 

Step 2: Valuation of Information Assets:
• Not all data has the same value 
• Classify the information systems resources according to their criticality 
• Such classification helps in administrative convenience of implementing controls 
The information can be classified as follows:
(a)Top secret (b) highly confidential (c) proprietary (d) internal use (e) public documents 

Step 3: Identifying the potential threats 
Common classes of threats are: 
 Errors , Malicious attack, Fraud, Theft, Equipment / Software failure 

Vulnerabilities can be:  Lack of security functionality, Lack of user knowledge 
 Poor choice of passwords, Transmission over unprotected network 
 Untested technology 

These threats could affect the following key characteristics of information: 
 Confidentiality, Integrity, Availability 

Step 4: Information Risk Assessment 
Once the assets and corresponding potential threats have been identified, the systems are reviewed for weaknesses that can be exploited and the likelihood of those being exploited. 
Vulnerability Assessment: Vulnerability is a condition of weakness in the technical controls, physical controls or other controls that could be exploited by the threat. 
Sometimes the threat viewed in isolation may be misleading unless the vulnerabilities are taken into consideration. In most CASEs the threats attempt to exploit the vulnerabilities to cause loss or harm to the assets. For example, a hacker would look for loopholes in the architecture of the firewall to compromise the controls and gain unauthorized access to the networks. 

Probability or Likelihood Assessment: Likelihood is the estimation of the frequency or the chance of a threat happening. In general, historical information about many threats is weak, particularly with regard to human threats; hence the judgment and experience in this area is of relevance. Care needs to be taken in using any statistical threat data and the source of data; otherwise the analysis may be inaccurate or incomplete. In general, the greater the likelihood of a threat occurring, the greater is the risk. 


Impact Analysis: The threat that is successful in causing harm or loss to an asset results in an impact. Impact may be either in terms of direct loss of money or financial impact such as a hacker stealing a sensitive file containing all information about credit card customers that is used by the ATM access control system. Impact need not necessarily be in terms of direct impact of money; but can be, for example, disruption of operations leading to operational loss and delayed and back log processing etc. IT risks can also lead to significant losses in terms of damages (both monetary as well as to the reputation of the organization) such as a hacking attack leading to compromise of sensitive financial information of Customers, which may be published by the hacker on the Internet resulting in both legal repercussions and loss of reputation.

Step 5: Developing strategies for Information Risk Management 
(a) Risk Avoidance (b) Risk Mitigation / Reduction 
(c)  Risk Transfer    (d) Risk Retention / Acceptance 




Q.N.18.Short note(A)Risk management strategies*****

· Risk Avoidance: It means not doing an activity that involves risk. It involves losing out on the potential gain that accepting the risk might have provided. E.g. not using Internet / public network on a system connected to organization’s internal network, instead using a stand-alone PC for Internet usage. 
· Risk Mitigation / Reduction: It involves implementing controls to protect IT infrastructure and to reduce the severity of the loss or the likelihood of the loss from occurring. E.g. using an effective anti-virus solution to protect against the risk of viruses and updating it on timely basis. 
· Risk Transfer: It involves causing another party to accept the risk i.e. sharing risk with partners or insurance coverage. 
· Risk Retention / Acceptance: It means formally acknowledging that the risk exists and monitoring it. In some CASEs it may not be possible to take immediate action to avoid/mitigate the risk. All risks that are not identified or avoided or transferred are retained by default. These risks are called residual risks. Risk management aims to identify, select and implement the controls that are necessary to reduce residual exposures to acceptable levels.

Q.N. 18(B) RISK RANKING:-

Risk ranking is a part of risk management process in which identified risks are ranked according to their severity. Impact of risk and probability of occurrence are assigned weights and then weighted risk factor is calculated.
To obtain weighted risk rating, probability should be multiplied by impact. For example if probability of occurrence of a particular threat is medium (5) and the impact is high damage (2), then weighted risk factor will be 5 x 2 = 10.

Considerations in risk analysis: 

i) Examine the past frequency of each type of threat. 
ii) Determine the degree of predictability and the amount of forecasting associated with the disaster. 
iii) Examine the speed of disaster e.g. sudden or gradual. 
iv) Estimate the duration of disaster. 
v) Find out the impact of disaster on:-
 Critical records  Persons  Operating capability  Assets  other infrastructure 
vi) Determine the level of back-up facilities required in CASE of emergency to accommodate critical system including staff, hardware, software and network. 
vii) Estimate potential loss including: 
 Increased operating cost Opportunity loss  Loss of assets  Loss of income 
 Loss of goodwill  Legal consequences  Loss of competitive edge 
viii) Estimating potential losses to each business function separately. 
ix) Determine the cost of contingency planning. 


Q.N. 18(C) Risk classification (2 types)
Types of risk: Risk can be classified into two categories: 

I. Systematic risk 
- These are unavoidable risks
- They arise due to external factors which are beyond the control of the organization
- This risk cannot be mitigated with the use of technology but
- These risk can only be reduced by management policy and controls
- For example risk of stock out, this can only mitigate by maintaining high stock 

II. Unsystematic risks:-

- are specific risks which relate to some technology or method 
- These risks can be mitigated by using some advanced technology or methods.
 -For example there is a risk of data loss even after keeping proper back, but it can be significantly reduced by using automatic mirroring.
Q.N. 18(D)Types of information(TCP-IP)
categories: 

	Classification 
	Description 
	Protection level 

	(A)Top secret 
	− Highly sensitive 
− Relating to strategic issues 
− E.g. investment plans, merger & acquisition plans, scientific designs etc 

	− Highest security level 
− Highly restricted distribution 


	(B)Highly confidential 
	− Sensitive information 
− Cannot be made public or even shared in the organization unnecessarily 
− E.g. accounting information, confidential reports, customer details etc. 

	

− High security level 
− Restricted distribution 


	(C) Proprietary 
	− Internal information about operations 
− Strictly for the use by authorized employee of the organization 
− E.g. project plans, work manuals, designs and specifications, internal reports etc. 


	

− High security level 
− Authorized distribution only 


	(D) Internal use only 
	
− Information not for general public circulation 
− If disclosed to public then it will not result in serious damage but can create difficulty for the management. 
− E.g. internal memos, minutes of meetings, internal operational reports etc 

	

− General security level 

− Limited distribution only 


	(E)Public documents 
	− Information is for general public − E.g. press statements, annual reports etc 

	− Minimum security level 






CHAPTER:6 BUSINESS CONTINIUITY PLANNING AND D.R.P.

{19}Explain briefly the software and data back up tech (NOV.2008,2011). AND 4 types of Alternatives processing facility arrangement. *****
{20}Short note (A)DRP document manual(NOV2008,2011) (B)types of disaster recovery sub plans,4types(C )Importance of taking an Insurance And 2 types of insurance  (D) As a Auditor what control measure will you check to minimize threats risk in system.

Q.N. 19.Explain briefly the software and data back up tech (NOV.2008, 2011).AND 4 types of Alternatives processing facility arrangement. *****

ANS:- ◙ Software and Data back-up techniques: 

Data is the most critical component of any information system. Backing up files can protect against accidental loss of user data, database corruption, hardware failures, and even natural disasters. When the back-up of whole system is taken including software and user data then it is called system back-up. 
Types of back-up techniques: 

(I)Full back-up: This is the simplest back-up technique in which all the data files are taken to back-up file regardless of the previous backup. For restoration also only one full back-up file has to be restored, thus it makes the restoration simple. However this back-up requires lots of time and memory space. 

(II.) Differential back-up: A differential back-up create back-up copies of files that have changed since the last full backup. This back-up requires less time and memory space as compared to full back-up. For restoration, a full back-up file together with the latest differential back-up file is required. 

(III.) Incremental back-up: An incremental back-up creates back-up of files that have changed since the most recent full back-up or incremental backup. This back-up requires least time and memory space. But this back-up is most difficult to restore, since for restoration a full back-up file together will all the incremental back-up files are required. 

(IV.) Mirror back-up: In this back-up technique a mirror image of all the files is automatically generated and kept by a mirroring server. It is the most advanced form of back-up technique. 

◙ Alternate processing facility arrangement: 
In CASE of disaster like fire, earthquake, floods etc the physical facilities are damaged and the information system cannot work from there. Thus off-site processing alternatives are required in such CASEs. Such alternatives can be: 

1. Cold site: A cold site is an off-site location which has all the facilities like power, network, air-conditioning etc but not the computer servers and PC’s. When the disaster occurs then this site is made fully operational. This site is helpful only when the organization can tolerate some downtime. 

2. Hot site: A hot site is an off-site location which is fully equipped with all the facilities including all the computer hardware. A hot site is expensive to maintain so generally they are shared with other organizations. 

3. Warm site: A warm site is a site having facilities in between cold and hot site. 
Thus, it has all infrastructures together with essential hardware also. This takes less time to function then cold site. 

4.Reciprocal arrangement: It means two or more organizations agree to provide back-up facilities to each other in the event of one suffering from disaster.

Important considerations while using third party location: (MAY-2010)
If a third party site is used as off-site location then there are additional considerations which should be taken care of. There should be a written contract covering the following issues: 
- The facilities available at the site. 
- How soon the site will be made available after the disaster occurs. 
- Number of organizations that will be using the site concurrently.
- The period during which the site will be available. 
- The conditions in which the site can be used. 
- The security measures and controls available at the site. 

Q.N. 20.short note (A)DRP document manual nov.2008,2011)
Disaster recovery procedural plan (DRP manual): Step by step guideline for disaster recovery 
1) Conditions for activating the DRP process. 
2) Emergency procedures to be taken at the time of disaster. 
3) Evacuation procedure 
4) Fallback procedure 
5) Resumption procedure 
6) Procedures for testing and updation of DRP 
7) DRP awareness and education programs for employees 
8) Assigning roles and responsibility for DRP activities to individuals 
9) Location of DRP manual and its distribution list 
10) Emergency contact numbers of employees 
11) Emergency contact numbers of police / fire / medical emergency department 
12) Emergency contact numbers of vendors 
13) Medical procedure 
14) Back-up location agreement 
15) Insurance papers and claim forms 
Q.N. 20(B) Types of Disaster recovery sub plans, 4types (NOV.2011)

I. Emergency plan: The emergency plan specifies the action to be taken immediately after the disaster occurs. Components of an emergency plan are: 

(1) Who is to be notified immediately when the disaster occur e.g. management, police, fire department, hospital etc. 
(2) Action to be taken e.g. shutdown of equipment, termination of power, removing files.
(3) Evacuation procedure. 
(4) Return and restart conditions and procedures when the site is safe again. 

II. Back-up plan: The back-up plan specifies the back-up arrangements to be made to overcome the disruption. The plan should be designed in such a manner that all the critical resources are backed up. It generally specifies the following information: 

(1) Personnel: Training and rotation of duties can help in achieving staff back-up. 
(2) Hardware: Arrangement with another company or reciprocal 
(3) Data/information: Secure storage of data and information on-site and off-site. 
(4) Documentation: Inventory of documentation stored securely on-site and off-site. 
(5) Facilities: The site where these resources can be assembled and operations restarted. 
(6) Application and system software: To be stored on-site, off-site location. 
(7) Supplies: Stock of emergency supplies to be kept on-site, off-site and list of vendors to be kept. 

III. Recovery plan: The objective of a recovery plan is to restore an organizations information system to its full capabilities after a disruption. The specific issues in this plan are: 

(1) Creation of a recovery committee which is responsible for recovery efforts. 
(2) Assigning roles and responsibilities of the recovery committee members. 
(3) Documenting a recovery guideline. 
(4) Deciding the priority in which different processes and functions need to be recovered. 
(5) If a committee member leaves then appointing a new member in his place. 

IV. Test plan: This plan outline the testing procedures of emergency, back-up and recovery plans. Without test plan all the above three plans can prove to be ineffective at the time of disaster. Test plan includes: 

(1) Paper walkthrough test, in which the plans are checked for their authenticity. This is also called desk-checking. 
(2) Specific component test, in which individual components of a plan are checked. 
(3) Full operation test, in which complete BCP/DRP is checked by simulating a disaster by giving a prior notice to the persons being affected by it. 

Q.N. 20 ( C )  Importance of Taking an insurance and 2 types of insurance:-

  ◙ Insurance: 

Insurance is a mechanism of risk sharing. Adequate insurance is very important to recover from any disaster. Insurance policy contract between insurer and policy holder. Following losses can be generally covered in an insurance policy: 

1) Equipments: Covers the repair and acquisition cost of hardware and equipments. 
2) Facilities: Covers the loss to buildings, furniture and other infrastructure. 
3) Storage media: Covers cost of replacement / reprogramming of data and software. 
4) Business interruption: Covers loss of profit due to business discontinuity. 
5) Extra expenses: Covers additional costs incurred due to disruption and relocation. 
6) Valuable papers: Covers loss of source documents, reports, pre-printed stationery etc. 
7) Accounts receivable: Covers cash-flow from debtors. Because org. can not collect cash promptly.
8) Third party losses: Covers loss from damages claimed by customers, suppliers etc. 

First party insurance: In first party insurance policy, an insured person (i.e. the first party) is paid by his insurer (i.e. the second party) in the event of an accident, injury, or loss. There can be two types of first party insurance: 

A) Property Damage: It covers loss or destruction of property of any kind. The cause of destruction can be due to any reason; this is oldest insurance type in the world. This is associated with damage to property.  

B) Business interruption: In CASE of disaster the organization suffers some losses that are directly visible upon the assets of the organization. But organization also suffers loss in the form of additional cost which it has to incur due to continuation of business during the disruption period. Such cost can be in the form of relocating the operations, maintenance of off-site facilities etc. These additional losses can also be covered in insurance policy


C )  Third party Insurance –General liability: Third party Insurance is designed to protect the insured from claims of wrong commitment upon others.

D)   Third party Insurance –Director and officers
This policy covers professional errors and omissions on the part of directors and officers. Professional     liability insurance protects from litigation resulting from charges of professional negligence or failure to perform professional duties. This type of insurance is also known as Errors and Omissions.
Q.N. 20 (D) As a auditor what control measure will you check to minimize threats risk in system. (NOV.2011)
1. Lack of integrity: 
(unauthorized changes in the information). Controls: 
 Encryption  Data validation  Logical access controls  Physical access controls  Security awareness  Training  Audit logs  Antivirus software 
2. Lack of confidentiality:
 (unauthorized disclosure). Controls: 
 Encryption  Employees awareness  Training program  Non-disclosure agreements 
 Password  Secure storage of data 
3. Lack of availability:
 (system is not available on timely basis).Controls: 
 Backup  Backup power supply 
4. Unauthorized access: 
(unauthorized users gain access into the system). Control: 
 Boundary control  Passwords  Biometrics 
 smart cards  Firewall and intrusion detection system  Encryption 
5. Hostile software: 
(malicious codes like virus, Trojans and worms). Controls: 
 Anti-virus  Anti-spyware  Firewall 
6. Disgruntled employees:
 (frustrated, unhappy and dissatisfied employees). Controls: 
 Physical and logical access controls  Training 
 Security awareness  Motivation 
7. Hackers and computer crimes:
 Control: 
 Firewall and intrusion detection system  Passwords 
 Encryption
8. Terrorism and industrial espionage:
 (spying). Controls: 
 Encryption  Traffic padding and flooding  Intrusion detection system
CHAPTER 7 AN OVERVIEW OF ENTERPRISE RESOURCE PLANNING

21. Define ERP? And Feature and Benefit of ERP. *****
22. Why company under take ERP 5 Reason & Evaluation of ERP Package (***)
23. Short notes (A)BPR (B)post implementation scenarios(c)Challenges involved in ERP Implementation.(D)How will establish and implement CSF and KPI in organization.

Q.N. 21. Define ERP?(NOV.03,07,08) And Feature(M-05,08,NOV.08,11) and Benefit of ERP. 
(MAY-02, NOV.05, 07) *****

ANS: 
SOFTWARE solution that address the enterprise need by tightly integrating all functions of enterprises. In simple words ERP promise one database one application and one interface for entire enterprise. In General ERP is a packaged software product.
ERP is Solution to your overall business problems. ERP is re-engineering of your business practices for more efficient and more accurate functioning.
Most of the ERP systems are based on CLIENT /SERVER ARCHITECTURE and this technology help in distributed business computing, which allows to tightly integrate business resources distributed around the world.

Features of ERP
Following are the features of an effective ERP system: 
1) Supports both strategic and functional planning. 
2) Supports multi-currency, multi-platform,multi -facility. 
3) Supports end-to-end supply chain management. 
4) Integrates all functional areas like finance, production, sales, marketing, MM, HR etc. 
5) Integrate companies under the same management. 
6) Increases customer service and support. 
7) Reduces information gap across organization. 
8) Supports new technologies like EFT, EDI, internet and e-commerce. 
9) Supports tools like DSS (decision support system) and EIS(executive information system) 


Benefits of ERP: 
1) Facilitates day-to-day management 2) Improves productivity 
3) Reduce inventory levels                        4) Improves financial controls
5) Reduce operating costs                         6) Supports strategic planning
7) Fast generation of reports                    8) More accuracy in reports
9) Less requirement of workforce         10) Faster tracking of customer orders
11) Suitable for global operations


Q.N. 22. Why company under take ERP 5 reason & evaluation of ERP package (NOV.2010)(***)
ANS:-  Why companies undertake ERP: 

Following are the five reasons for implementing ERP in a business: 

1) Integrated Financial Information: Financial reports relating to each function
 as well as consolidated reports are accurately generated. 
2) Integrated supply Chain Information (Customer Order Information):
 End to end supply chain management can be done and order tracking becomes simpler. 
3) Standardize and speed up manufacturing operation: With better synchronization of various manufacturing activities the overall speed of manufacturing operation increases. 
4)  Reduce Inventory: With efficient material management techniques the stock levels of raw material, WIP and finished goods decreases thereby improving working capital management. 
5) Standardize HR Information: The HR policies can be uniformly implemented even in CASE of                             multiple business units. 

Evaluation of various ERP packages: 
Various ERP packages are evaluated as per the following criteria: 

- Best business practices: It should follow best business practices so that the business becomes more efficient by adopting these practices. 
- Beyond the company: It should be able to establish connectivity with the external stakeholders like suppliers and customers. 
- Comprehensiveness: It should cover all departments and should be able to process
- Flexibility: ERP should be flexible enough to change as per the change in business environment. 
- Integrated: It should be able to combine all functional departments of the business as a whole so that flow of information is smooth between the departments. 
- New technology: It should include the latest technology.
       All details and functionality. 





Q.N.23. Short notes (A) ◙ Business process reengineering (BPR):

 Business process reengineering is a fundamental rethinking and radical redesign of 
 Business processes to achieve dramatic improvements in cost, quality, speed, and service.

Following are major principle of BPR:-
(a) In many organizations the business process is split into many activities and same is assigned to different people. So single person can not be held responsible of any business outcome. in such CASEs it is difficult to determine the status of work and even more difficult to debug the process problem if it occurs. BPR designs the process which avoids this type of problem.
(b) When different people work in parallel, it is essential to design a process that demands continuous communication and coordination’s between these people. Otherwise integration problem are sure to come.
(c) Data should be stored in online common database form so that once collected it need never be re-entered.

Q.N.23 (B) Post Implementation Scenarios:-
Some post implementation problems in ERP relate to wrong expectations and fears about ERP which people have in their mind.
  Some of the popular expectations are: 
- Difficulty to implement proper controls 
- Improvement in processes          - Improvement of all key performance indicators 
- Increased productivity                 - Increased stress due to greater transparency 

Some fears that relate to ERP are: 
- Individual fear of loss of authority 
- Loss of job or change in job profile 
- Real time information is available to all people 
- Total automation 
- Total integration of all operations 


Q.N.23( C ) challenges involved in ERP implementation:-
(1) Consultants, vendors and users have to work together to achieve the overall objective of the organizations.
(2)Proper customization of package to the organizations has to be tune with the user needs and business objectives.
(3) Roles and responsibility of the employee have to be clearly identified.
(4) Package to be implemented in totality to achieve the maximum benefit.
(5) Installation of Hardware and software required for the package.
(6) Selection of right kind of consultants.
(7) Post implementation monitoring of KPI, CSF.   



Q.N.23 (D) Life after implementation: 

- For efficient and effective ERP performance it is necessary to have a sound implementation methodology in place. If the implementation has been done in a systematic manner then there is greater probability of effective ERP performance. 
- User training and awareness is also important factor in success of ERP. 
- Organization should make a list of critical success factors (CSF) and their corresponding key performance indicators (KPI). KPI measures the performance of CSF 
- CSF is those factors which are very important for the success of the organization. For example some CSF can: 
• Product delivery time    • Service delivery time    • Transaction processing time 
• Quality of product                  • Energy efficient products • Low product cost 

- ERP helps an organization to work towards improving their KPI for various CSF. 
Some specific tasks to be done after implementing ERP are: (MAY-2011)

1) Develop new job description and organizational structure to suite the new ERP system 
2) Determine the skill gap between the existing jobs and the new jobs 
3) Assess training requirement and conduct such training 
4) Develop new HR, finance and operations policies as required by the ERP. 

Post implementation problems in ERP which needs some correction: 
1) Ever changing business environment requires reconfiguration in ERP 
2) Change in business process requires change in ERP configuration. 
3) Change in technology requires change in ERP infrastructure. 
4) New additions to business may require extra functionality in ERP 


CHAPTER: 8 INFORMATION SYSTEM AUDITING STANDARD GUIDELINES.
24. Four phases of information security management system (ISMS)
25. COBIT-5, principle, benefit, enablers of COBIT-5
26. ITIL v3 library consists of 5 books AND C.M.M.

Q.N. 24. Four phases of information security management system (ISMS)
ANS: - Information Security Quality Standard ISO 27001 (ISO 9001) 

Phase-1 - The plan Phase: 
This phase, as its name suggests, provides series of steps for planning information security. It helps to set objectives for information security, indentify and assess risks and select the appropriate controls. 
This phase consists of the following key steps: 

• Determining scope of ISMS and writing an ISMS policy 
• Identifying methodology for risk assessment 
• Identification of assets, vulnerabilities and threats 
• Evaluating risks and risks treatment options 
• Selection of controls 
• Obtaining management approval for controls and residual risks 
Phase-2: The Do Phase: 
This phase includes the following key activities: 

• Documenting the risk treatment plan i.e. describes who, how, when and with what budget the controls should be implemented 
• Implementing the risks treatment plan 
• Implementing applicable security controls 
• Determining how to measure the effectiveness of controls 
• Carrying out awareness programs and training of employees 
• Managing ISMS resources and implementation of procedures for detecting and managing security incidents.

Phase-3: The Check Phase: 
This phase consists of the following activities: 

• Implementation of procedures for monitoring and reviewing of controls for establishing any violation, incorrect data processing 
• Finding whether the security activities are carried out as expected. 
• Regular reviews of the effectiveness of the ISMS 
• Measuring effectiveness of controls 
• Reviewing risks assessment at regular intervals 
• Internal audits at planned intervals 
• Identify opportunities for improvement 
• Updating security plans taking into account of monitoring and reviewing activities 
• Keeping records of activities and incidents that may affect the effectiveness of the ISMS 
Phase-4: The Act Phase: 
• Implementation of identified improvements in the check phase 
• Taking corrective and preventive actions applying security experiences 
• Communicating activities and improvements to all stakeholders 
• Ensuring that improvements achieve desired objectives 

 Q.N. 25.   COBIT-5, Principle, Benefit, Enablers of COBIT-5.
ANS. COBIT 5 principles: 
(1) Meeting Stakeholder Needs: 
We know that enterprises exist to create value for their stakeholders by maintaining a balance between the benefits and risks by optimum use of resources. COBIT 5 provide all the required processes for creating value for business by using IT. COBIT 5 describes that every organization has different objectives and goals and it allows organizations to customize their goals and link those goals to IT- related goals, and apply those to organization processes for creating value for business. 

(2) Covering the Enterprise End-to-end: 

COBIT 5 helps to integrate organization governance with IT-Governance. It covers all functions and processes within the organization. COBIT 5 does not focus only on the ‘IT function’, but treats information and related technologies as assets that need to be dealt with just like any other asset by everyone in the enterprise. 

(3) Applying a Single Integrated Framework: 

There are many IT-related standards and each provides guidelines on set of IT related activities. COBIT 5 is a single and integrated framework and it aligns with the other standards and frameworks used by enterprises like COSO and ISO 27001. This allows the enterprise to use COBIT 5 as an overall governance and management framework integrator. 

(4) Enabling a Holistic Approach: 

COBIT describes that efficient and effective governance and management of enterprise IT require a holistic approach taking into account several interacting components. COBIT 5 defines set of enablers to support implementation of comprehensive IT governance. These enablers are categorized as 7 enablers and help to achieve objectives of enterprise. 
(5) Separating Governance from Management: 
The COBIT 5 framework makes a clear distinction between governance and management. 
These two disciplines: 

a. Encompass different types of activities 

b. Require different organizational structures 

c. Serve different purposes 

Governance—In most enterprises, governance is the responsibility of the board of directors under the leadership of the chairperson. It ensures that stakeholders needs, conditions and options are evaluated in order to determine and achieve a balanced and agreed-on enterprise objectives 
Management—In most enterprises, management is the responsibility of the executive management under the leadership of the CEO. Management plans, builds, runs and monitors activities in alignment with the direction set by the governance body to achieve the enterprise objectives.

Benefits of COBIT 5 
COBIT 5 helps all size of organizations for IT governance. It provides the following benefits. 
• Maintain high-quality information to support business decisions 
• Achieve strategic goals and realize business benefits through the effective and innovative use of IT 
• Achieve operational excellence through reliable, efficient application of technology 
• Maintain IT-related risk at an acceptable level 
• Optimize the cost of IT services and technology 
• Support compliance with relevant laws, regulations, contractual agreements and policies 
Enablers of COBIT 5 
The COBIT 5 framework describes seven categories of enablers: 
• Principles, policies and frameworks: These are the vehicle to translate the desired behavior into practical guidance for day-to-day management. 
• Processes describe an organized set of practices and activities to achieve certain objectives and produce a set of outputs in support of achieving overall IT-related goals. 
• Organizational structures: are the key decision-making entities in an enterprise. 
• Culture, ethics and behavior of individuals and of the enterprise are very often underestimated as a success factor in governance and management activities. 
• Information is required for keeping the organization running and well governed, but at the operational level, information is very often the key product of the enterprise itself. 
• Services, infrastructure and applications include the infrastructure, technology and applications that provide the enterprise with information technology processing and services. 
• People, skills and competencies are required for successful completion of all activities, and for making correct decisions and taking corrective actions.

Q.N.26. ITIL V3 Library Consists of 5 Books.
ANS: The ITIL V3 Library consists of five books 
• Service Strategy 
• Service Design 
• Service Transition 
• Service Operation 
• Continual Service Improvement 
(1) Service Strategy: 
Objectives: 

• The key objective of this process is to determine a strategy to serve customers 
• This provides procedures for assessment of customer needs and the market place. 
• The Service Strategy process determines which services the IT organization should offer 

The Service Strategy publication or book is the core of the ITIL V3 lifecycle. It sets out guidance to IT service providers and helps them to build a clear service strategy. It describes that the service strategy adopted must provide sufficient value to the customers and to the service provider – it must fulfill the service provider’s strategic purpose. Irrespective of the context in which the service provider operates, its service strategy must also be based upon a clear recognition of the existence of competition. It describes that each competitor has choices and it provides procedures, how a service provider will differentiate itself from the competition

(2) Service Design: 
Objectives: 
• Design new IT services which can serve the IT services users in best possible manner. 
• Its scope includes not only the design of new services but changes and improvements to existing services as well 
Service Design is an important stage within the overall service lifecycle. It provides guidelines for design of appropriate and innovative IT services, including: structure, logics, rules and documentation for services to meet current and future business requirements

(3) Service Transition: 
Objectives: 
• To build and deploy IT services. 
• This process also makes sure that changes to services and Service Management processes are carried out in a coordinated way 
The role of Service Transition is to deliver services that are required by the business into operational use. Service Transition stage provides procedures and guidelines to convert design into operation. It also provides procedures to implement any changes required since design in order to deliver the required services. Service Transition focuses on implementing all aspects of the service, not just the software and hardware; it helps to implement rules and procedures to use the services in most efficient and reliable manner.
(4) Service Operation: 
Objectives: 

• The objective of this process is to make sure that IT services are delivered effectively and efficiently. 
• This includes fulfilling user requests, resolving service failures, fixing problems, as well as carrying out routine operational tasks.
It provides procedures and guidelines for managing efficient operation of services to ensure that agreed levels of services are delivered to users and customers. It also helps to manage the applications, technology and infrastructure that support delivery of the services. It describes that it is only during this stage of the lifecycle that services actually deliver value to the business, and it is the responsibility of Service Operation staff to ensure that this value is delivered. 


(5) Continual Service Management: 
Objectives: 

• Learn from past successes and failures. 
• This process aims to continually improve the effectiveness and efficiency of IT processes and services, in line with the concept of continual improvement adopted in ISO 20000. 

Continual Service Improvement (CSI) combines principles, practices and methods from quality management, Change Management and capability improvement. This helps to improve each stage in the service lifecycle and also helps to improve the current services, processes, and related activities and technology. CSI stage describes that maintaining value for customers through the continual evaluation and is very important to improve the quality of services and the overall maturity of the ITSM service lifecycle and underlying processes. For many organizations, CSI becomes a project when something has failed and severely impacted the business.

Fundamentals concepts of Capability Maturity Model (CMM)
Software process consist of set of activities, methods and procedures that developers use to develop and maintain software and associated products, such as – designs, code, test procedures and documents, etc. As organizations become more mature, the software processes become more defined and consistent. 
There are numerous fundamental concepts related to capability model, such as; 

Capability: 
Describe the range of expected results that can be achieved by following a software process. The software process capability of an organization provides means of predicting the most likely outcomes to be expected from the next software project the organization undertakes. 
Performance: 
Represents the actual results achieved through follow-up of a software process. Thus, software process performance focuses on the results achieved, while software process capability focuses on results expected. 
Maturity: 
Software process maturity is thus defined, managed, measured and controlled process in the organization for software development. Maturity implies potential for growth in capability and also indicates richness of organization software’s process. Software process maturity also help organization to under-take more projects and also help to predicts timely delivery and the quality output of under-taken projects.


CHAPTER: 9 IS SECURITY POLICY, AUDIT POLICY IS REPORTING
27. Types of information security policies and their hierarchy.(m.imp.)(NOV.2011,2008)
28.Short notes(A)content of IS audit report (may-2011,nov.2008)***(B)component of security policies(may-2009)(C)information assets classification(may-09) (D)Audit working paper and document(E)Physical and Environment Security.

Q.N. (27)Types of information security policies and their hierarchy.(m.imp.) (NOV.2011,  2008)(SC-AU-CID)
ANS:- 
1)Definition and objective of Information security policy: It is a wide policy covering all broader aspects of information security in an organization. This policy provides a definition of information security, its overall objectives and its importance to all the users. 
2) User security policy: This policy sets out the responsibilities and requirements for all IT systems users. It provides security terms of reference for users, line managers and systems owners which they should follow in their day-to-day working. 
3) Acceptable usage policy: This policy defines rules for the use of email and internet services by the employees. (e.g. games/songs should not be downloaded) 
4) Organizational information security policy: This policy consists of group of policies for the security of information assets and information systems in the whole organization. It is the main IT security policy covering all aspects of information security. 
5) Network and systems security policy: This policy defines the rules for network and data communication and related security issues. It covers security over firewalls, IDS, VPN, VoIP, routers, switches, LAN/WAN links, etc. 
6) Information classification policy: This policy defines the rules for classification of information. For example information can be classified as confidential, proprietary etc. 
7) Conditions of connections: This policy defines the rules and terms & conditions for giving access to outside entities like vendors and distributer into the organizations network. 


Q.N. 28.Short notes (A) content of IS audit report (***)(may-2011,nov.2008)(AT-OFICE)
◙ IS audit report: 	`
(i) Cover and Title Page: Audit reports should use a standard cover, with a window showing the title: "Information System Audit" or "Data Audit", the department's name and the report's date of issue (month and year). These items are repeated at the bottom of each page. The title page may also indicate the names of the audit team members. 
(ii) Table of Contents: The table lists the sections and sub-sections with page numbers including summary. 
(iii) Executive Summary: The executive summary gives a quick overview of the audit report. It should not normally exceed three pages, including the recommendations. 
(iv) Introduction: It should include the following elements: 
o Context: This sub-section briefly describes conditions in the audit entity during the period under review, for instance, the entity's role, size and organization structure, especially with regard to information system management, significant pressures on information system management, unusual events, organizational changes, IT 
o Methodology: This section briefly describes sampling, data collection techniques and the basis for auditors' opinions. It also identifies any weaknesses in the methodology to allow the client and auditee to make informed decisions as a result of the report. 
.  Purpose: This sub-section is a short description of what functions and special programs were audited. 
o Scope: The scope lists the period under review, the issues covered in each function and program, the locations visited and the on-site dates. 
(v) Findings: Findings constitute the main part of an audit report. If the auditor is using any standard grading standard like InfoSecGrade (Information security grade), risk matrix or others, the arrived value should also be stated. 
(vi) Opinion: If the audit assignment requires the auditor to express an audit opinion, the auditor shall do so in consonance to the requirement. 
(vii) Appendices: Appendices include comprehensive statistics, quotes from publications, documents, and references. 
disruptions, changes in roles and programs, results of internal audits or follow-up to previous audits. 
Q.N. 28 (B)Component of security policies:-
Components/contents of security policy: A good security policy usually contains/covers: 
 i) Purpose and scope of the policy and its audience. 
(ii) Security organization structure. 
(iii) Classification and inventory of information assets. 
(iv) Systems development and maintenance controls. 
(ix) Business continuity planning. 
(v) IT operations and communication management. 
(vi) Identity management and access control. 
(vii) Physical and environmental security. 
(viii) Incident reporting mechanism. 
(x) Legal compliance. 
(xi) Monitoring and auditing requirement. 

Q.N. 28(C) Information Assets Classification {may-09}
Asset classification and security classification: 
(i) An inventory of assets must be maintained. This must include physical, software and information assets. 
(ii) Assets should be classified as per their importance or value , in the policies.
(iii) Information Assets classification should be documented –as per information classification policy –and staff should comply with it.  
(iv)         The originator or 'owner' of an item of information (e.g. a document, file, diskette, printed report, screen display, e-mail, etc.) should provide a security classification, where appropriate. 
(v)        The handling of information, which is protectively marked as CONFIDENTIAL or RESTRICTED must be specifically approved. 
(vi)  Exchanges of data and software between organizations must be controlled. Organizations to whom information is to be sent must be informed of the protective marking associated with that information, in order to establish that it will be handled by personnel with a suitable clearance corresponding to the protective marking. 
(vii)       Appropriate procedures for information labeling and handling must be agreed and put into practice. 
(vii)  Classified waste must be disposed of appropriately and securely. 

Q.N. 28(D) Audit working paper and document{NOV.2009,10}
Working papers should record the audit plan, the nature, timing and extent of auditing procedures performed, and the conclusions drawn from the evidence obtained. All significant matters which require the exercise of judgment, together with the auditor’s conclusion thereon, should be included in the working papers
The form and content of the working papers are affected by matters such as: 
• The form of the auditor’s report, 
	• The nature and complexity of client’s business, and 
• The nature and condition of client’s records and degree of reliance on internal controls. 
• The nature of the engagement, 

Permanent audit file normally includes: 
(i) Organization structure of the entity 
(ii) IS policies of the organization 
(iii) Historical background of the information system in the organization 
(iv) Extracts of copies of important legal documents relevant to audit 
(v) Record of the study and evaluation of the internal controls 
(vi) Copies of audit reports and observations of earlier years 
(vii) Copies of management letters issued by the auditor, if any 

Current file normally includes: 
(i) Acceptance of appointment and the scope of the work 
(ii) Evidence of the planning process of the audit and audit program 
(iii) Record of the nature, timing, and extent of auditing procedures performed 
(iv) Communication with management 
(v) Letters of representation and confirmation received from the client 
(vi) Conclusions reached by the auditor concerning significant matter 
(vii) Copies on the data and system being reported on 



Documentation Process{nov.2008,10}
Planning the documentation: 
The following three parameters would help in planning a documentation process: 

(i) The importance of planning and understanding the planning process requires identifying three planning questions: 
a) Knowing Your Resources 
b) Defining the Scope and Audience 
c) Using a Scope Definition Report 

(ii) The Documentation Writer: The qualities and skills that the documentation writer would need should be judged. The requirement may often be legal in nature. 
(iii) Rules to guide documentation writing: 
a) Writing in Active Voice: Using active voice in documentation. 
b) Giving the Consequences: Giving the consequences of the reader's action. 
c) Writing from General to Specific: Designing the documentation from general to specific. 
d) Consistency: Using of style, order and format consistently. 

Gathering information: 
To be able to have a good documentation, it is necessary to get information about the reader and the requirement of the document. 
(i) About the Reader 
(ii) About the Subject 

Organizing information: 
(i) Selecting Information: Selecting ‘what the reader needs to know’. Organizing the information into a useful sequence. 
(ii) Organizing the Documentation: The sequence of document can be according to: - subject, difficulty, chronological, importance and analytical. 
(iii) Dividing Into Sections: Dividing documentation into chapters or sections. 
(iv) Dividing Into Subsections: Dividing sections or chapters into subsections. 

Finalizing documents: 
(i) Reviewing and Testing: Selection of reviewer of the documentation involves identification of subject and communication skill. The reviewer must be provided with adequate information regarding the audience and object of the report. In order to ensure objectivity It is recommended that the reviewer be a person who has not been involved in the documentation process. 

(ii) Generating the Glossary and Index: Compilation of a glossary and generation of an index are two major tasks for a complete documentation. In order to achieve this task it is necessary to mark the Index and glossary entries at the stage of documentation itself. Word processing software comes with an inbuilt ability of creating an index from the identified text in the body of the document. 

(iii) Formatting and Production: The idea of creating a good document is not possible without first deciding on a good design for the same. This involves choosing effective formatting options for headings, sub-headings, section breaks, formatting, and allied. It is also important to select an appropriate binding style that would aid filing and ease of consultation. 

Q.N. 28{E}Physical and Environment Security:{nov.2009,may-2011}
        Physical and environmental security: 
(i) Identify all vulnerable areas within each site. 
(ii) IT infrastructure must be physically protected. 
(iii) Access to secure areas must remain limited to authorized staff only 
(iv) Valuable assets must be securely locked 
(v) Computers must never be left unattended while logged on 
(vi) Supplies and equipment must be delivered and loaded in a protected area 
(vii) Systems must not be taken off-site without proper authorization 
(viii) Location of the equipment/server rooms must not be obvious. 

CHAPTER:10 I.T. ACT 2008
Q.N. 29.Authnitication of Electric Record in IT ACT 2008  {MAY-09,NOV-09,MAY-2011}  
            (Digital sign. And HASH function)
Q.N.30. Short notes (A) Electric Governance   2(sec.4-10) ){nov.2010}
            (B)Duties of Subscriber       (C) Imp. Section 7,11,15,18,58,85,87.

Q.N.  29. Authentication of Electric Record in IT ACT 2008(Digital sign. And HASH function)    {MAY-09, NOV-09, and MAY-2011}  
            
ANS:-Digital Signature:
           Digital signature is a handwritten signature. It should be difficult for the sender to forge and difficult for the receiver to reproduce. 
Generation of digital signature uses a technology known as key pair (public key pvt. Key) User who want to enter into electronic agreement should have key pair. Public key is for distribution where private key is for user himself.
For any Legal valid electronic document two requirement are there one is integrity of document i.e. document has not changed and Authentication I.e. Document is signed.
So an electronic document to be legal valid document is two step processes:
1. Hash function or known as Hashing is used for Integrity of Document.
2. Digital Signature used for Authentication of documents

HASH FUNCTION: is an Algorithm which is run over the message or content of agreement and it generate a big alphanumeric number known as message digest. This message digest is unique value for one message or content. If someone will change even a character in the original message and then if hash function will run over this message again it will not generate the same number. This change in value will indicate that the original message has been changed.
               And there will always same number generated when Hash function algorithm will run over the       
               Original message.


Q.N.30. Short Notes(A)Electric Governance (sec.4-10){nov.2010}
◙ CHAPTER-III: ELECTRONIC GOVERNANCE :-E-governance means filling of any form , application or other document with govt. department in electronic form and similarly issue or grant license or permit or receipt or payment from government offices and its agencies through electronic means or electronic form.
Section 4: Legal Recognition of Electronic Records: 
Where any law requires any information in writing / typewritten / printed form, then such information can be – 
(a) made available in an electronic form

Section 5: Legal recognition of Electronic Signature: 
Where any law requires signature on any document then digital signature can be used in such manner as may be prescribed by the Central Government




Section 6: Use of Electronic Records and Electronic Signature in Government and its agencies: 
 Where any law provides for – 
(a) Filing of any form, application or any other document with any Government department 
(b) Issue of any license, permit, and sanction 
(c) Receipt or payment of money 
Then, such transactions can be done in electronic form as may be prescribed by the appropriate 
Government

Section 7: Retention of Electronic Records: {may-10, 11,12}
 Document can be retained in the electronic form. Three conditions - 
(a) remains accessible so as to be usable for a subsequent reference; 
(b) Retained in the format in which it was originally generated, sent or received 
(c) Origin, destination, date and time of dispatch or receipt are available in the electronic record: 
Section 8: Publication of rules, regulation, etc, in Electronic Gazette: 
- Government will publish gazette in manual and electronic form also 
Section 9: Sections 6, 7 and 8 Not to Confer Right to insist document should be accepted in electronic form: 
Person cannot insist any government department to do transaction in electronic form
Section 10: Power to make rules by Central Government in respect of Electronic Signature: 

The Central Government may prescribe rules for (a) type of Electronic Signature (b) how Electronic Signature shall be attached (c) how Electronic Signature will be verified (d) control procedures 


 Q.N. 30 (B) Duties of Subscriber :-( june-2009,nov.2010)
       ◙ CHAPTER-VIII: DUTIES OF SUBSCRIBERS 
Section 40: Generating Key Pair: 
Generating key pair is the duty of subscriber by applying security procedure 
Section 40A: Duties of subscriber of Electronic Signature Certificate: 
Publish Digital signature certificate on acceptance of Digital signature certificate. 
Section 41: Acceptance of Digital Signature Certificate: 
(1) Subscriber shall be deemed to have accepted a Digital Signature Certificate if he publishes or 
Authorizes the publication of Digital Signature Certificate - 
· to one or more persons; 
(2) By accepting a Digital Signature Certificate the subscriber certifies that – 

(a) the subscriber holds the private key corresponding to the public key listed in the DSC.

(b) all information given by the subscriber to CA is true 

(c) all information in the Digital Signature Certificate is true. 


Section 42: Control of Private key: 
(1) It is the duty of the subscriber to protect and control Private Key 
(2) If the private key is disclosed or lost, then inform to CA immediately 


Q.N. 30{C} SECTIONS:-11 ATTRIBUTION OF ELECTRONIC RECORDS”{NOV.10}
Section 11: Attribution of Electronic Records: 
An electronic record shall be linked to the originator 
(a) if it was sent by the originator 
(b) by his authorized representative 
(c) by an information system programmed by him .

Section 15 : ◙ CHAPTER-V: SECURE ELECTRONIC RECORDS AND SECURE ELECTRONIC SIGNATURES
Section 15: Secure Electronic Signature: {nov.2010}
An electronic signature shall be deemed to be a secure electronic signature if- 
(i) signature creation data was under the control of signatory only 
(ii) signature creation data was stored and affixed as prescribed.

 Section 18: Functions of Controller (CCA): 
   CCA specifies the following for CA (Certifying Authority) 
- certifying public keys of the CA, standards for CA 
- Qualifications and experience of employees of CA 
- How CA shall conduct their business;   content of advertisement of CA 
- Format of Digital Certificate; accounts of CA 
- Auditors of CA; Help CA in implementing their system 
- resolving any conflict between CA and subscribers 
- Duties of CA; - data-base of disclosure record of CA 

Section 58: Procedure and Powers of the Cyber Appellate Tribunal: {Nov.2011}

1) The central government shall establish one or more Appellate Tribunals to be known as Cyber Regulations Appellate Tribunals (section 48). 
2) The Cyber Appellate Tribunal shall consist of a Chairperson and judicial and non-judicial Members, as the Central Government may appoint (section 49). 
3) Qualifications for appointment as Chairperson and Members of Cyber Appellate Tribunal shall be (section 50): 
- Chairperson: Judge of a High Court 
- Non-judicial members: Persons, having special knowledge and experience in, information technology, telecommunication, industry, management or consumer affairs. 
- Judicial Members: Persons who is or has been a member of the Indian Legal Service 





4) The Chairperson or Member of the Cyber Appellate Tribunal shall hold office for a term of five years or until he attains the age of sixty-five years, whichever is earlier (section 51). 
5) The salary and allowances payable to the Chairperson or a Member of Cyber Appellate Tribunal shall be such as may be prescribed (section 52). 
6) The Chairperson of he Cyber Appellate Tribunal shall have.


Tribunal shall have the power of civil court - 

(i) summoning and enforcing the attendance of any person and examining him on oath 
(ii) requiring the discovery and production of documents or other electronic records 
(iii) receiving evidence on affidavits 
(iv) issuing commissions for the examination of witnesses or documents 
(v) reviewing its decisions 
(vi) dismissing an application for default or deciding it ex parte 
(vii) any other matter which may be prescribed .


Section 85: Offences by Companies: {nov.2008)

- In CASE of company the person responsible for the conduct of business shall be liable 

- However, he shall not be liable if he proves that the contravention took place without his knowledge or that he exercised all due care to prevent the contravention 

- ‘Company’ includes a firm or other association of persons and ‘director’ in relation to a firm means a partner in the firm .



Section: 87 Power of Central Government to make rules:
1] Specify the Manner for Electronic records.
2] Specify the format by which Electronic records filed.
3] specify the type of Digital Signature and manner and format in which it affixed.
4] Specify Security procedure for the purpose of creating same electronic records and DS.
5] Specify the Qualification, experience, and T&c of service of controller.
6] Specify salary allowance and terms and condition of officers.
7] Specify the period of validity the license 
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