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Answer (0 questions are to be given only in English except in the case of candidates who have
opted for Hindi Medium. If a candidate has nol opted for Hindi medium, hisher answers in
Hindi will not be valued.

Question No. 1 is compulsory,
Candidates are also required to answer any five questions from the remaining six questions.
Wherever appropriate, suitable assumption(s) should be made and indicated in the
answer by the candidate.
Working notes should form part of the answer,

Marks

1. XYZ Company is a retail chain house having many branches located in different
places for its operation. Its husiness processes are cumbersome and fedious as it has

multiple sources of procurement and supply destinations.

The CEO of company feels that existing information system does not meet ils
present requirements. He seeks for high end solution 1o stream line and intcgrate its
“peration processes and information flow to synergize all its Major resources.
Further he expects that the new system should provide a structured environment in
which decisions conceming demand, supply, operational, personnel, finance,
logisties etc. are fully supported by accurate and reliable information. The company
follows the best practices of System Development Life Cycle (SDLC), which
consists of various phases starting from preliminary investigation till post
implementation review, controls and security aspects,
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The CED of the company appoinis a commitice of three persons, one of them
is IT expent, second one is IS secunity expen and third one is company's auditor 1o
suggest the followings :

‘E,]/ " List the activities to be performed during the phase of System Requirement [
Analysis. ‘
J,M/ What boundary control techniques should be used in user control ? g

(c i If committee decides 10 go for implementing ERP, what general guidelines g
yuu would suggest before starting the implementation of ERF package?  *

(J}]’ Which aspests should be covered while drafting IS H:I.I:I'Il_'f policy for &
Busingss Continuity Planning 7 Y

E
i y{ What is the goal of a prototype model approach of software development 7 g
- Enumerate the strength of this model.

u(,b‘f What activities are involved in system conversion 7 Explain them briefly. 6

(c) How does Fxecutive Information System differs from Traditional Information 4
Lo i .
System 7

P
_ja‘j/ What is scope of output control of an application system 7 Sugges! various 6
types of output controls which are enforced for confidentiality, integnty and

consisiency of outpul.

\m/ What is an Expert System 7 List the properties which an application should &
posses to qualify for Expert System development.

{¢) What do you mean by ‘Packet Filter Firewall” ? Explain the major
weaknesses associated with i
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?/Q/WHMMWWEMMWHH'M?W §
ol informabion can be collected by Anditor using SCARF.
y/:':uﬂuﬁu:uhnpmh-huh?m&m:iiﬂmnh 6

wndertaken m this analyss.

ymmmumh-mih-mw d
uﬁﬁmﬂ:hﬂu!!thTﬂhﬂrw
Act, 2008,

3. {a) Brcflly explain the comtrol and objectives of 'Asset Classification and &
Controd” in information security management system.

(b)  What is the purpase of risk cvalustion ? Give some of the techniques that are

(i nblo for risk eveluatien. i

te)  What s Information Security Policy T What are the lssues it should address 7 4

Whﬂhﬂm:ﬁhﬂmm&-mw &
of fallowing '
(i)  Helease management
()} KT infrasinecture management

(b) Mr. A has received some information sbout Mr. B on his cellphone. He 4
knows that this information has been wmolen by the sender. He not caly
retamed thas information but also sends it to Mr, B and his fhends. Because of
thes act Mr, B is anmoyed and his life is in danger.

Mr. B socks your advise, under what sections of Information Technology
(Amendment) Act, 2008, he can file an FIR with police * Advise Mr. B

detailing the applicable sections of the Act.
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(ﬁa'EmmqmuumumWEHmnwmm
procedses in one form or other.” In the light of thas stmement describe any
four processes that veeds 1o be re-engnecred

/ Winile shon noscs on any Four of 1he fellowing
/ld Purpose of IS Asdit Polcy
(m" “Awdit Tools ind Techniques used in Disaster Recovery Plan
R ..

/{d Ressons for fabare of ERP projects.

(e} Recogmition of Foreign cortifying suthorities as per under Section 19 of
Informaison Techaology { Amendment) Act, 2008
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