
1 Definition of system
2 Types of system
3 General model of a system
4 System Environment
5 Information
6 Information system & its role in management
7 Types of information systems at different levels
8 Operations support systems
9 Management support systems

10 Office automation systems
1 System Development Process
2 Systems Development Methodology
3 System Development Life Cycle  (SDLC)
4 The Preliminary Investigation
5 System Requirement Analysis
6 Systems Design
7 System Acquisition
8 Development : Programming Techniques and Languages
9 System Testing

10 Systems Implementation
11 Post Implementation Review and Systems Maintenance
12 Operation Manuals
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12 Operation Manuals
13 Auditors’ Role In SDLC

1 Information Systems Controls
2 Need for Control and Audit of Information Systems
3 Effect of Computers on Internal Controls
4 Effect of Computers on Audit
5 Responsibility for Controls
6 The IS Audit Process
7 Information Systems Control Techniques
8 User Controls
9 System Development and Acquisition Controls

10 Control Over System and Program Changes
11 Quality Control
12 Controls over System Implementation
13 System Maintenance
14 Post Implementation Review
15 Control over Data Integrity, Privacy and Security
16 Security Concepts and Techniques
17 Data Security and Public Networks
18 Unauthorised Intrusion
19 Hacking
20 Data Privacy
21 Controlling Against Viruses and other Destructive Programs
22 Logical Access Controls
23 Physical Access Controls
24 Environmental Controls
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1 Introduction to Basics of Testing (Reasons for Testing)
2 Audit Planning
3 Audit Testing
4 Testing Critical Control Points
5 Test Effectiveness of Information System Controls
6 Tests of General Controls at the Entitywide and System Levels
7 Tests of General Controls at the Business Process- Application Level
8 Tests   of   Business   Process   Application   Controls   and   User Controls
9 Appropriateness of Control Tests

10 Multiyear Testing Plans
11 Documentation of Control Testing Phase
12 Audit Reporting
13 Concurrent or Continuous Audit and Embedded Audit Modules
14 Hardware Testing
15 Review of Hardware
16 Operating System Review
17 Reviewing The Network

1 Risk, Threat, Exposure, and Vulnerability
2 Threats to the Computerised Environment
3 Threats Due to Cyber Crimes
4 Risk Assessment
5 Risk Management
6 Risk Identification
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6 Risk Identification
7 Risk Ranking
8 Risk Mitigation
9 Risk and Controls
1 Business Continuity Planning
2 Developing a Business Continuity Plan
3 Types of Plans
4 Test Plan
5 Threats and Risk Management
6 Software and Data Back-up Techniques
7 Alternate Processing Facility Arrangements
8 Back-up Redundancy
9 Disaster Recovery Procedural Plan

10 Insurance
11 Testing Methodology and Checklist
12 Audit Tools and Techniques
13 Audit of the Disaster Recovery/Business Resumption Plan

1 ERP-Definition
2 Business Process Reengineering (BPR)
3 ERP Implementation
4 Post- Implementation
5 Risk and Governance Issues in an ERP
6 How does ERP Fit with e-commerce?
7 Life after Implementation
8 Sample List of ERP Vendors
9 ERP Software Package (SAP)

10 Case Study
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1 IS Audit Standards
2 SA 315 and SA 330
3 ISO 27001 – Information Security Management Standard
4 CMM– Capability Maturity Model
5 COBIT – It Governance Model
6 COCO
7 ITIL (It Infrastructure Library)
8 Systrust and  Webtrust
9 HIPAA

10 SAS    70–Statement    of    Auditing    Standards    for    Service Organisations
1 Importantance of Information System Security
2 Information System Security
3 Protecting Computer-Held Information Systems
4 Information Security Policy
5 Types of Information Security Policies and their Hierarchy
6 Audit Policy
7 Audit Working Papers and Documentation
8 IS Audit Reports
1 The IT Act 2000 and It’s Objectives
2 Preliminary [Chapter I]
3 Digital Signature and Electronic Signature (Amended Vide ITAA 2008) Chapter-II]
4 Electronic Governance [Chapter III]
5 Attribution,   Acknowledgment   and   Dispatch   of   Electronic Records [Chapter IV]
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0 5 Attribution,   Acknowledgment   and   Dispatch   of   Electronic Records [Chapter IV]
6 Secure Electronic Records And Secure Electronic Signatures [Chapter V]
7 Regulation of Certifying Authorities (Chapter VI)
8 Electronic Signature Certificates [Chapter VII]
9 Duties of Subscribers [Chapter VIII]

10 Penalties and Adjudication [Chapter IX]
11 The   Cyber  Appellate  Tribunal  (Amended   Vide  ITA-2008) [Chapter X]
12 Offences [Chapter XI]
13 Intermediaries not to be liable in Certain Cases (Substituted vide ITA-2006) [Chapter XII]
14 Miscellaneous [Chapter XIII]
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