A Windows CE
B }"Windows NT embedded
C Embedded Lmux
D Pamos
T \Nhich of the following is true with regards to system and application
ﬁ Y75 software'? o ) o
AT System software uses appIrcatron software to mteract wrth computer hardware ‘
B . Aplecatron software uses system software to interact wrth computer hardware
i C M o Both system and applrcatron software mdependently interact with computer S
__ hardware B

D None of the above

Whrch type of secunty measure is not possibIe in Message Oriented

Lf 7 é ;Mrddleware’? 7 )
‘ A - AéAuthentication B
B | éEncapsuIation -
C o Authonsatron B - - -
N  Abstraction -

£
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wi >N O
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*Whrch of the followmg is the function of customer interface role? T

Interactmg with customers to understand the customer requrrements

B Data and“process asset management h
Hc*:\M Iiesolve the conﬂrcts betmreen syrstem engineers S
- D e ’Managmg the complex and pervasive mtormatron systweims - »
Y79 . ‘Under which case/s do Intranet serve/s as effective networking tool's? |
] 7A ¢ In a distributed decision-making environment T
B Where heterogeneous applrcatrons are mvoIved -
) C 4 In a centralrsed orgamsatron - w
D i In a decentralrsed organrsatron o - - _,
'''''' tThe computer requires an external serial connector to communicate with the
Ygo . ooutside world. Which of the following components is not used for such
j -communication?
A Serlal port - i
B Eé’i’éé’é connector ’
- Cm [ Asynchronous communrcatron port/adapter - 7
D None of the above N . I
| Which one of the following does not serve as a Minimum Acceptable
j _3 | fToIerance criteria for selecting software?
| A The basic objective of the application - -

OperatronaI errors




;'Risk element

Management Information System Reports

Which of the following features does an auditor need to ensure, for a firewall
mechamsm?

Exchange of traﬁ” c at the appllcatron Iayer

Appllcabrhty of f rewall controls onIy from external to mternal network traft” c

D|fferent control measures for apphcatlon and network Iayers

Protocol drscontlnmty at the network Iayer

~ Which of the following drawbacks should the auditor identify, while auditing
the acquisition and maintenance of hardware and software?

Resudual risks that are not covered by adequate insurance

Erroneous computatlon of charges for services bemg provrded

" Failure in installation, maintenance of system that violate integrity and security of

data & program _

Only transactions processed

ﬁNone of the above

~ The audit trails with regard to auditing the procedures of data management

should ldeally prowde the followmg detalls

Only the reconciliation deta:ls of dlsrupted data

:
;
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Both transactlon detalls and reconcmatlon of dlsrupted data

None of the above

~ Which of the following resources need not be considered as a costto be

charged to users? 7 o -

AII of the above

Whtch ‘of the followmg statements is “TRUE ” with regard to the audit
gmdelmes on the Functlon of IT functlon rewew’?

'~Hardware
Development of appllcatlons
Commumcatton channels

The involvement of management is not mandatory inthe monltonng process

Externai audltors are not part of the momtonng process

The monttormg process includes analysns of user satlsfactton

‘ Whlch of the followmg |s cash benef t of

AII of the above

rformance benchmarks?

Enhancement in productrvnty levels

Reductton in mistakes

‘Rehabmty of information
Opttmlsatlon of turnaround ttme




Y88 . Network manz«iijeﬁ:ient tools help the auditorto - -
A Analyse the failure of network components i -
B Analyse the intrusions made o -
C B . Develop standard bengewhér-narks -
""""" D None of the above o N (
I S occurs when a program has the opportunity of accessing and
j Lf q modifying another program’s data or even its ogeratlons i )
' Race condition
S‘ynchronieatlon errors B H - - o
‘ o Senahsa’uon errorsmm - -

X.“
H
i

Condmon vahdatlon errors

Whlch of the followmg ratios will mdlcate an unusual payment to a vendor?

©

H;ghest to lowest

H|ghest to next hlghest

Companson between two numeric fields

i
i

'O o§m4>~930 O W > %

AII of the above




49 My A firewall cannot do one of the following: ' - ]
A Protect against unauthorised logins from external networks
B ;Protect the network against users connecting to the Internet using the office
- telephone and a modem
c Appear fransparent to the users
;~ D . Log traffic to and from the local network
vQ2 . Which ofthe following options is true (with regard to SLIPY?
A [a] it includes a protocol identifier.
B [b] It allows communlcatronv\'/\nth multlw protocoIcomputers S
C e el 1t has no addressmd“s‘cheme for ro"ut;\ug”purposes I
D é[d] It is never used ina dIaI up connection. o

| ; Which of the computer assisted audit techmques and tools help the auditor to
39 )7 §|dent|fy the Impact of delays and reschedulmg audrt plans 7 ‘

PIannmg and schedulmg

PrOJect management and audlt trackrng

Inventory of the audlt universe

:Risk anaIysis

Cleanmg up

c

Y9y : Whlch act“iruitfi's taken up during post-test phase of penetration testing?
A
B

VuInerathItv detectlon

C Preparatlon of IegaI documents

D Penetratron attempt ,
" Which of these wireless technologies deploys Radio Frequency (RF) for a WLL.
: ‘44; (ereless Local Loop)? §

A Analog Cellular

B Dlgltal CeIIuIar S
«C h Personal Commumcatton system (PCS) -

D Proprletary systems S I

" The use of multiple disks in Redundant Array of independent arrays results
Em

Increased MTBDL (Mean T|me Between Data Loss)

Decreased FauIt toIerance

Increased IVITBF (Mean Tlme Between Fallure)

A

B

C H

D h Stnpmg
A

3 Which of the following allows the most granuIar access control mechanism for
7 database security ?

5System and Object Privileges




Database lntegnty mechanlsms

Data Encryptlon

Row—Level Secunty

lf a program cannot be executed then rt requrres

[a] Adaptlve mamtenance

[b] Preventlve malntenance

[c] Perfectlve mamtenance

[d] Correctxve mamtenance

" 'Which of the following statements is true with regard to Operating Systems

(08)?

[a] It may allow many users to operate slmultaneously

It can run on systems wrth d|fferent memory and storage space after minor changes

[c] It takes control of the computer as soon as the power is turned on.

[d] The user can customise RTOS (Real Time Operatmg System) by making
changes to the mterface

’ Operatrons in a LAN environment are day to day operatlon processes,

‘activities etc. The auditor while auditing the controls over operation in a LAN
conflrms that

A
C
D

fo/

There is segregatlon of dutles

Operatlon staff can change the controls over operatlon as desrred by them

Roles are |dent|f ed but the personnel performmg the role def ine the responsrbmty

LAN response trme is not to be conSIdered for the operatlon

If a web site usmg ‘the Internet Information Server from Microsoft does not run”%
dynamlc scrlpts whlch of the followmg tools can harden the Web Server7 :

¢|IS Lockdown

CGl

URLScan

Mlcrosoft Management Console

25*02

~ Where is the service logic located in an Advance Intelhgent Network (AIN)?

" Which is the most important step that can save a company from social
engmeermg attacks?

Creatlon of helpdesk rules

Makmg people accountable fOI']ObS

Includlng socral englneermg in the somal pollcy

Usmg Id cards

Scmoc Control Point (SOF’)

Serwce Swrtchmg Pomt (SSP)

Intelllgent Penpheral (IP)




D Location Routing Number (LRN)

et The of information design type used for navigational aids and graphs for
?geographical use is:
Plctogrammatlc
Dlagrammatlc
Cartographlc
Hybnd
Whrch of the followmg is true with regard to the audit of acqulsmon rlsks
‘Conversion ‘costs need not be included in the cost benefit analysis of the ‘
alternatlves
Analysls of each altematnve takes into account only quantlf able benet" ts

The alternatlve analy5|s is not a part of the audxt of acqunsmon nsks

D " The non-cost factor is an important part of the alternative analysis of an acquisition |
. e i e B - prOJeCt A b 4 R S 8 R <6 i e, 2 T T AR . P A 1 0 e,
506 ~ Which of the following is not an EDI risk?

A Segregatlon of duties is not possrble
N B - Audlt trall may not be avallable for transactions WhICh are x‘nelectrontc format
C v Batawthat is transmltted is always.error free -
t:) ) Dependency of tradlng partners on each other lncreases T
1In a Secure Internet Live Conferencmg (SILC), which ofiﬁé“ib’ii‘&(v‘iﬁg”i‘s" S
:} e 7 ) actually responsible for sendmg rnes“sagesfwrom source to destination?
A w,;t ‘ Normal server
B ! Router server ) - o - - N
; C A su_c Key Qénahge (SKE) e e }
D - Sessmn key . -

5’03

The auditor while conductmg the audit of software change management
should ensure that changes are

Tested accepted by the users and lmplemented
Accepted by the users
Accepted by the users and lmplemented

None of the above

Which of the following is used to receive and transmit the data in a satellite
transmlssron'?

o Transponders - o
o Beams of light - ‘ i
’ Moblle citizen band radio - - -
leed cmzen band radlo o
What is tr‘: techmque ‘used to genedruayte~ co’m‘pleteror) absolute URLs from
relatlve ) Ls to Imk documents through webmapphcatlons? )




ProbIems ina search engme

Web Traff ic Manager

N 7 Web Resource Mappmg 7 N a
— C : Proxy e e R
‘ D B 'Authentlcationw o N
T "lIn a file management system, proper controls are estabhshed over check-n
; I and checkout of documents to avoid
) A ‘ Usage of file by different users at a time 7
B ) Duphcatlon of files _

D

Wrong uploading and downloading of files

‘ ; iWhlch of the foIIowmg goals focus on organtsational and individual
B development?

LA i Exrstentlal goaIs
B Referentlal goals
Orgamsatlonal goaIs i '

IndlwduaI goals

s

Questton A cookle gets data from

\Nhatever the user enters from the console on a web page

What the web server sends to the web browser

c User apphcatlon programs

D The operatmg system and the web browser used at the cllent end
5‘/‘1 ‘ The ISO 17799 that |s based on BS 7799, a Bntlsh Legislation is used as
o

Internatlonal Standards

B Brrush Standards ‘ -
C ~ European Standards H .
D Noneofthe above K N -
o L standard defines a way of using XML to describe other XML
j 515 _documents ,
7 A XML Schema Instance nagmespace A‘
B N “ M ‘ XML Schema for Data types N e
C N Webs;&.Eés Meta Language ﬁ )
! b XML Schema' m
514 T Broadcast storms in communlcatton Ehannels occur mainly dueto

A Sendmg the same broadcast packet more number ‘of times than it should be |

Increase in the hop count

C g Improper routlng decrsrons




!

Lesser bandwidth of the communication channel

i

.
A

i
i

~ Which of the following statements i :

'e W|th regard to-

Quenes should be passed on to appropnate personnel if requ1red

No time limit should be t" xed for resolvmg quenes

O o0lw| » > O

User satlsfactlon should not be con3|dered

Help desk personnel need not mteract wrth any other IT users

1
i
i
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b

Aspects that provrde hlgh secunty and mvolve |ow mvestment

B Whlch of the following is "TRUE" \Mth respect to audit of software hcensmg’?

Management need not have a Ilcense to run the software

AII the employees of the company should be entltled to use the software

Procedure should exrst for ldentlfymg Wthh software is obso|ete

There should be no restnctlon on using the software

Whlch of the followmg must be considered first wh/i‘tevrnaldné“security'
mvestment demsnon‘?

Aspects that prowde low secunty and mvo!ve Iow cost

Aspects that mvolve hlgh cost but provrde least securlty

|
i

O

O W > N O

!

Secunty aspects that mvolve hlgh cost and provide high secunty

"'Whlch of the followmg functions is the first step in desrgnmg th'?e"’"é’fé};“niﬁiéfe;”?

securlty archltecture’?

ldentlfymg risks and constralnts -

Determmlng theuscAope of the pro;ect - )

Vldentlfymg the COnnectlon ﬁé;mong appllcatrons i o -
Oeerming remanenancopen




"’“"Wﬁ’iEHE‘f””t“iié"E&i’i‘&&iﬁé‘?&éﬁﬁr’g is attributed to UDP?
;Data relrabrlrty

Stable connectron

;Maxrmum protocol mechanisms

bUses checksum to check whether the data transferred has reached destination
without being corrupted

Whlch of the followmg techmquelfeature does ATM not mtegrate’?

Multlplexmg
Swrtchlng
Data/vorce/vrdeo transmission

;Encryptlon

?Which application of Biometrics employs speech recognition systems?

Employee records

Telecommunroatrons

B
C EBankmg
D I Forensrcs M i “ ; ) |
WS;ZV :,:2::;:} of the computer assisted audit fei:hn_iquéghhd tools help the auditor tﬁo%
i | r Y the lmpact of delays and rescheduling audit plans
| A Planning and schedulrng S
NB - PrOJeorwrhwanagement and rakudrt trackmgﬁ -
C e lnventory Of the audlt universe o D
- I . _

RISK analysrs

!
R

o Wh_lch one of the followmg statement is true with respect to VSAT?
’ A »Usa’ge is restricted to geographical bouhd'arres O
‘ B Very hrgh cost due to the usage of fibre pt.c bables v
Cc Though qualrty of data is high,it doesnt supportwh]g;h bandwrdth .
D“’Mw o It opere;(es in two frequency bands namely Ku and C -

£




