C

iLiabilities profile

o
:

‘Technology environment profile

C

Relationship profile

D
*@ 250! A DBMS consists of:
A

Query processor and storage manager

C

C

iStorage manager and disk storage

o
O

Disk storage and query processor

C

Query processor, storage manager and disk storage

One of the main objectlves ‘of e-commerce is to attract as ma ny customers as possible and reach outto
them irrespective-of where they are. Extensible Markup Language (XML) makes this possible by

B og e e e

>
O

:Standardisation

Internationalisation

C

o
C:

Accessibility

o
C:

Manageability

?ﬁ ?5 2_ : IT operational efficiency is measured'in terms. of:

>
>

Technological value added to the organisation.

its impact on other business processes and business units.

Ie

e}
C

Decreased costs and increased revenue.

C

All the above

In Telecommunication Management Network (TMN) logical model, which layer supports decision- makmg

a 253 ' process at high level?

i L EgNetwork-Management Layer (NML)
i : .
B U Network-Element Layer (NEL)
e . -
C [J Business-Management layer (BML)
D [j Service-Management Layer (SML)

Which of the following is essential to.understand the organisation’s business risks relating to-Router

@%H i : security?

Network Architecture

>
C

r

Network traffic management

iNetwork security

o
e

e

Configuration process

&%g 4 7+ \Which-of the following'should forma part of the approach td framing the intranet security policy?"
A [_: Identifying the resources to be protected

”””” B G De5|gn_|ng the technié;és for implementing t;(;, security o
C [_] Performing penetration testing
D [_] ,‘(A:ommunic‘ation of the policy to all the‘employees

Sometimes; the business reqmrements of the acquisition' may clash with the security considerations. In "

@256 i ’ such a case

A [ iThe security needs to be given first priority irrespective of cost.

B [_: Business requirements need to be given first priority irrespective of security.

A trade off -needs to be made between complexity and security.

None of the above

Which of the following is essential in the process of system migration?




C

A [_] A comprehensive strategy for reengineering project
B [_J Monitoring the system engineering contractors
Rl | N . .
C L ‘Existence of configuration management
D U All the above
a, 25% Which one of the following statements is true with regard to data analysis for framing a security strategy?
A [_] Only incoming data needs to be protected during transmission
il .
B L Only outgoing data needs to be protected
C [_] Both incoming and outgoing data needs to be protected during transmission.
None of the above.

. other in the company.

agreements define the contracts relating to the utilisation of services-of one department by the

A | Service level agreemem
B U 1Outsourcing contracts
C [j Property contracts
D U Insurance contracts
@ 260 The ‘oykerallﬂqbrjqqivek qf k/efapir!g/?p”i{l’yentory o{fiall IT copjponents is to
A @ Prevent any unauthorised alteration to the components
B [_] Provide for physical verification of the components
C [_3 Provide a record of the changes made to the components
D [z AII of the abové
m,%l o - Which of the following data is processed and analysed to develop réports"?
A r User ID
B [ 'URL
C 9 Time Stamp
[_1' | All the above

"Wh,i'c'h of thé,following method would help'in preventing wireless eavesdropping?

Using a code known only to the receiver

;Using a paper shredder to destroy all paper documents that are not needed

-
B L
C U |All entry points to the bundlng must be guarded with electronic iocks
D s Computer must be locked if employee is not at his desk

. iWhat is the OVQrall objectlve‘ while acqumngldevelopmg system software?

—d

To strike a right balance between costs and benefits

To provide a efficient and eﬁectlve way to choose solutions

To satisfy user’s requlremem

All of the above

‘Which of the following procedures should the operatlons manual include with regard to the developmgnt‘y :

{and maintenance of procedures? = . 0 F

System requirements

B [_] Required software
C [j Execution sequence of programs
D [_: Data entry screens

Which of the following information is stored in the CMOS?..

C

Basic configuration information




Integrated peripheral configuration

Setting the password for the hardware

{All of the above

n.a PKl audit, the auditor needs to.gain an understandihg of

The PKI architecture

C

The trust model

o
C:

The uses of the certificates

o
C:

All of the above

" |rmmeeeneis an audit requirement in an online audit

>

Privacy issues

C

Security issues and their loopholes

O
e

Issues pertaining to breach of contract and violation of intellectual property rights

o

All of the above

‘Which af"the‘ ‘f'o'lylowkingkis fai‘sey,\)\lithfil"elaie‘d to S;;ywa“re?

>
C

It is used to gather information related to users hobbies and interest

C

It is used to provide information to user

o
C

It is used to collect the user's system configuration

C

It is not obvious to User of its functionalities

Which of the following is a Polymorphicvirus?

A o |

{The virus changes the application of program when infected

C

The virus infects application in different ways

')
C:

The virus encrypts the infected file and then stops functioning

©
C

The virus has a decryption routine, encrypted virus body and a decryption routine

- [Where do traffic shaping parameters feature in a voice network? -

Software Stability

Redundancy

Protocol Resilience

Distributed Intelligence




|

‘Whlch of the foliowmg reqwres two dlfferent keys for encryption and decryption:

. B (: ) éAsymmetrlc Cryptography

c 0 Cryptanalysis

Crypfology N

]
C

Circuit switching technology is used for: -

Sending data in small packets as in emails.

: B [__] %Sending data continuously in an order as in voice of video messages.
; C [:,, Switching on and off circuits in the telecommunications network.
i D U Storing messages and then transmitting them to the next node depending on the address.

- Corporate guldelmes to download anti-virus software from the official site helyp to

A [ ‘Detect virus
5 B L
C [_] Correct virus

Contain virus

Which feature ofRBAC specifies event-triggered.conditions? ..

Role perspective

B [J Role activation

C U Role hierarchy

D U iRoie based management :
027 5 . ““What function does Aadress Resold{iﬁaﬁ Protocol (ARP} perform? - i

It relates IP addresses to Ethernet addresses

Prevents two computers from using the same IP address

>

B
c L] Enables a diskless workstation to know its IP address by broadcastlng its Ethernet address H
D L: ‘Resolves a name like www. themanagementor com to the IP address of the computer hostmg the web site ]

|

%;,ZJA_; " searching for
A

{ [:J Active atlack

: B [:,‘ éSecurity contro! bypassing attack

z c [j Passive attack

:‘ D [_] ’Tear-crivrop T )

ﬁ 27 7‘ : ,,vlnternal teStmg IS a part Of—‘——‘— e e e

§Stress testing

e

Penetration testmg

o
C

Beta testing

W)
T

Acceptance testing

What feature of the Wlndows 2000 Operating System providesa sinéTg, centralisgcyiwéecurity administration

A

% [; EActlve Directory Integration
B U EFIexibiIity in Authentication
r P . o T
C [_,, Consistently enforcing Authorisation

Public Key Infrastructure

~ |The conceptual model dfai database is ~n output of which process?

Prior analysis

i




‘B I3 {Logical desigh

| C U Physical aesign - o -
‘ - U Tesm:g I - . S
#9280 - termeasuresits: e =

A L Speed
&

Quality

C U Type

Memory

Different controls-are requiredin‘the software whether ‘they arere purchased, customised or deVeIo’ped.f i
he audltor whlle audltlng the LAN determmes that : T

iThere exisls a license agreement for purchased software

All the users have contact number of the vendor

(o} [_] Users can ask the vendor to customize the software as requ1red by them
i D [_] All the software used by the company is accessible by everybody on the LAN

G 287_ 3 " Which of the following is true with regard toa good Intrusion Detection System Softwar ?

; A [_] vH can mvestlgate intrusions without human intervention

B [_] can compensate for explons based on errors in network protocols
C It is able to resist unauthorised modifications to itself

: D @ Itis able to analyse all of the trafﬁc on a busy network

[

,ActlveX isa completely unsafe technology

chveX controis are nothmg but exe files run inside Web Browsers

C U A d|gtta|iy 5|gned control is completely safe

Even a digitally-signed control may be dangerous

o Facths such‘aS’ Di’stributlon channel and Target Segment are considered in' which'of the following profiles

A ‘Cuftural Profile
%Re\ationships Profile

‘Technology environment profile

¥Extst|ng security profile

?Where is the service logic Iocated in:an Advance Intelligent Network (AIN)?.

h

>
ol

Service Control Point (SCP)

C

Service Switching Point (SSP)

;lntelhgent Penpheral (IP)

(@]
T

‘;Locahon Routing Number (LRN)

.

~-{One of the ‘main objectlves of e-commerce is to attract.as'many customers as possible and reach out- to
ithem| wrespectlve of where they are ‘Extensible Markup tanguage (XML) makes this possmle by
feature

%;/Standardisation

B L Eintemationalisation

Accessnbmty

:Manageability

In the Software Capability Maturity Model; the Productivity'and Quality of a software project is:measuredin®




>
s

; Level 1

B [ Level 2

c [J Level 3 ) )
D U ;Level 4

The auditor.while: conducting the -audit of software change management shou

Id ensure that changes’,kar‘em S

Tested, accepted by the users and implemented

Accepted by the users

Accepted by the users and implemented

None of the above

h|ch one of the methods can be used to prevent spooflng‘7

Adding packet filters to routers.

-

iBlocking packets with obviously spoofed addresses.

O
C

Applying an access control list to the Ethernet from the terminal card

]
C

SO

All of the above

he presentIT governance environment tries to enhance business growth and ?

iEnables auditor and technology managers to work closely

C

Provides resources

o
C

Effective utilisation of resources

iDelivering right services

e 'Whlch of: the following.is evaluated in secunty controls review:in the impleme
i ,Matunty Levels?: .

ntation level.of the Secu rit

>
&

C

;Separatlon of duties

Security controls for systems and programmes

o
C

Job description and individual responsibilities

el

Behaviour rules

ina standard operating envirbnment, PCs are not.expected to-have

w >

Standard appllcatlons

lnstalled appllcatlons

o
C

Unauthorised applications

o)
C

Licensed applications ,

*“Which of the following is not a function of Metropolitan Networks (MANs)?

pod
Iel

Providing end-to-end security

O
[

Convergence of data/wdeo/audm

Providing connectlvny to vast areas e.g. a country, continent and the like

Routing data traffic from LANs to WANS or to other LANSs in the same metro region

FTP is more reliable than HTTP because

>
@ 4,‘,

It uses separate channels for data transmission and flow control

C

It transfers data from the web server

g
C

It transfers data from the file server

o
C

it copies files fo the user’s hard disk in the destination specified by the user

‘What are terminators-ina bus topology used for? A) B) C)D)

b~
oli

To prevent messages from colliding with each other




To transfer message from one workstation to the other

To add newer branches to the main cable

"To terminate a communication session between the two terminals

A security mechar:i/gr;{hfollows the-principlé of “Security through Obscurity.” Thisis a vulnerability that.can:
be classified-as: e o

A L] Logic Error
B [_] Weakness
C 0 {Policy Error

C

Social Engineering

}

Which one of the following activities should be performed for auditing operations management to":
substantiate the control procedures? :

i

Review of sample IT manuals

Examination of start-up procedures

Examination of schedule of processing

cooio

All of the above

hich of the following about SNA cluster controllers istrue?

They come with the D model

Tol

‘They are Link-attached cluster controllers

o
C

They are called as physical unit devices

i

'They come with model number ¢

~ [Which of the following is TRUE of ’I"nstant,Messa\ging?

>

EThey are used only for exchanging messages

-

They not safe from eavesdropping

o)
C:

EFiIes cannot be transferred with their help

o
C

They are safe from virus threats

-:802:11b is an '|EEE standard for wireless LANs. Which one of the followmg protocol supports the secure .
: wnreless commumcatxon in respect of 802.11b: - s

>

Wired Equlvalent Privacy (WEP) protocal

C

|
i
H
i

o
o

( Hyper Text Transfer Protocol (HTTP)

¢

Slmple object Access Protocol (SOAP)

C

All of the above




IThe concurrent development model is used when:

S
e

The project under development is very complex

iTwo prOJects have to be tracked srmultaneously

‘Various projects have to be tracked simuitaneously

;?Various activities within a single project have to be tracked simultaneously

-
ROoglo o
3

Which application of Biometrics employs speech recognition systems?

A Employee records
B [_] Telecommunications
C i Banking
5 [: Forensms Y
9'3(’)7] W Stress testing is mainly done to test the
A Ll Feasibility of a program
B L Database reliability.
C ’[j Websrte
W D [j o Effrcrenoy ef hardware comporreqrrta
ja Accese to the Electronic Fun_ds Transfer (EFT) terminal should be restricted:to
3048 Jauthorised persons. The auditor need not
A ’ 0 Check the security of the place in which the terminal is located
| B [J Check whether or not the terminal is kept locked when not in use
C b Check the level of management supervision over the terminal
D {j %Check if there is a proper segregation of duties
. The IT auditor considers the controls that are present for the evaluation of the internal
e o controls. Which of the following controls cuts across the hierarchical line and follow.
e _ithe data as it flows in the organisation?
: A £ Corrective controls
B L Management controls
C L Applrcatron controls
D . [j !Detecnve Comr0|5 L
’ 30,61 The size of a cell does not depend upon
A - The subscriber density
B Ll Demand in an area
c [ The landscape
D 0 The subscriber’'s conversation time
- What is the similarity between a GSM (Global System for Mobile Communicatioh) :
4 307 network and EDGE (Enhanced Data for GSM Environment)? '
A L Both use the TDMA frame structure
B [ Both deliver a data rate of 384 Kbps
Cc L Both use the same transceiver unit
D [j ” Both use phase shift modulatron |
308 MIMEessentallyactsas: ' IR
A 0 ‘A transport agent for e—marl
B @ An interface between the mall client and the web server
C [ A compressor that packages different formats into SMTP compatible type




D ] None of the above
ﬁ 30‘] Which of the followmg is NOT a security concern while using Java?
A

Intrusion of Privacy

Message digests

Denial of Service

Irritations

- The relationship with vendors is important from the view of maintenance of the -

systems and servicing. The auditor in his review of LAN ensures that software meets
the:demand of the.company-and ;

EThe vendor rellablllty is not |mportant

The Ilcense agreement exrsts

The vendor support for the installation,training need not exist

The software is purchased without approval of the senior officials

_into which of the following:

OQutput con’rrols ensure that output is accurate, complete and produced when
required. The auditor during the course of his audit of output controls does not Iook

A JAll pages of the report are numbered consecutwely
B [j ' _Comparison between the actual data totals and totals of record counts is done at regularﬂ ‘
o interval ’
C L Proper procedure for classification of output exists
. D o 'Output of test runs and procedure runs are kept separately
@ i ~ \Which of the following is not true with regard to Commercial Off-The-Shelf (COTS)
V32 1 systems:
A @ Commercial Off- The Shelf are highly secured
B L The cost of developing Commercial Oﬁ-The-Shelf is very high
C 0 There is no possibility of mismatch between Commercial Off-The-Shelf components
D = The component user has little or no control over the evolution of component
2@3]3 3The integrityof system cannot be lost d’vue to
A i L Trojan Horse
L B L] ):Packet Snlffers
c Brute force attack
D Firewalls
4| Which of the following is true with regard to a computerised environment? =
A ' L Separatlon of duties is not pOSS|ble
M B o ” A clear line of authorlty and respon51bll|ty eXISts
yyyyyyyyyyyyy C [j ””nghly skrlled persons are not required to develop modlfy and operate the system
D L2 Audit trails are not available by default on all software
€3]S ‘Which of the following is incorrect with regard to IP multicasting?
A C lt distributes large amounts of data.
B L o It reduces the chokmg of bandmdth due to hrgh data traffic. W
C C It reqwres add:tronal resources for efficient delivery of data .
D L It is a group concept.
é = The decision of audit committee regarding the trade off between the performance
a Vit non-audit role and audit role by the IS auditor will be influenced by which of the
3‘6 .[following factor?




All of the above

J’Z”ellmmatmg redundancy and lncon5|stent dependency

A @ rAvallablhty of alternatlve person to perform either role

B [ Ablhty of IS audltor to educate the IS team

C O Career development and future planning for IS auditor
o O

is the process of organising data in’ tables with the object of i -

A Kerberos

B [ Data Modeliing
C [ Normalisati’onﬂ |
D il Data mining

,}7" o To prevent database overload and server crash, WhICh of the following events reqmre

monltormg’? '

Physical disk % disk time

A
B @ Logical disk % dtsk time
c [ Logical disk % free space
D Ll All of the above
e *;',Whlch of the followmg functions does the cllent ina client/ server appllcatlon e
- provide? ,
L Providing connectivity
e Remote Procedure Call
@ | Job scheduling
@ Quality assurance
Y. Which of the following is false in relation to Structured programming? :
L It involves rewriting”the code "
L Simplifies programmlng
L * Divides code into modules for manageability

e Uses the top down approach
. To prevent operators from accessing program documentatlon productlon source - f
Yoo version is the functlon of e :
[j‘ Library controls
E Operator controls -
L Equtpment oontrols
” [j _AII the above
e _\With regard to the implementation of new IT solutlons the system development.
i ;;:*functlon is lndependent of ~
. Quality assurance function
L Maintenance
L EOWomev;ations
@ All of the above
- Which one of the following is absent in the TCP/IP reference Model? -
2 Presentation Layer
0 Host-to-network Layer
U‘ | Transport Layer




.l

=
[J§
i

A International Standards
B o British Standards
c European Standards
D L None of the above
.325 . ‘Which of the foIIowmg is not true of a job scheduler? s
i - It allocates CPU time and memory so as to increase turnaround time and in turn CPU
A C
utilisation
0 [t provides a real-time interactive programming environment to the users
[ It generates reports on job status and maintains error logs

It sends alerts to users on recewrng maﬂs pager or messenger services

A A web browser al!ows nawgatron from one web page to the other
B L It allows to save a current web page
. WL L It connects a workstation to the internet
D 0 It makes all the web pages on the WWW accessible
Ze T : e Which of the following questions statements is true with regard to using the usage of |
327 SQL based query tools in auditing? : ;
: A o ‘They can be used in all computing environments.
3 B [j They can be used orrl’;\;/hen data is stored in relational data bases.
| C @ It performs fhe functions of the a generalised audit software aiso.
D | L All of the above |
Q/_A,Qg ------------- is an audit requirement in an online audit
A0 anacy issues
B @ - Securrty issues and their Ioopholes
C @ o Issues pertaining to breach of contract and violation of intellectual property rights
D | L] All ofwthe above
&qzq Which Of the ~fol|ow{ing'i's’/areinvolved in effective risk assessment process? Sk
A L Setting an objective
B ‘[j flderrtifying areas prone to risks
,,,,,,,,,,,,,,,,,,, C — L ""{Ag;igmné“\’,a;ues e
D All the above

e

Where does the call processmg routine feature in the system architecture study for
possible . vulnerability analysis in a PBX?

L EAdmmlstratlve terminals
: B U o SSwitching algorithm
. MC E Dl comectons
D {Function allocatio

C




@33 Vo *Whlch of the foilowmg is not an aspect of data mining?

A i Data Collectron

0 Powerful multrprocessor computers

B
c 0 Data mining algorithms
D

0 Decision trees

g){q—)_ . Whlch IS the function that the audit software does not’p
A L TScan each machine separately
B ’[j ’DECIde on the samplmg myewthod to be used
L C E_] R”eport the program that it does novturecogrrlse
D L Identify software that is loaded, completely or partially
G 3'3',; Pl iWhen planning a softwareﬂaud‘lt, the management does. not“C’onsiyder:
A The timing of the audit -
‘ B L Persons who should conduct the audrt
 C U Kesping the audit objective secret
T D | L Providing access to the required facilities

" In which of the following services is Public Key Infrastructure (PKI) and Digital
_ certification not a useful feature.

§Vlrtual Prrvate Networks

Web /—\uthentrcahon

|Ie Encryptlon

;Circuit Switching

. }Slnce it is the end- -users who are going to use an application, they must be consulted
. iand theiropinions must be incorporated if found reasonable. Which of the followmg :
_;pnnmple of User-lnterface Desrgn reflects the above statements?

W@ > ()
C

User—F’erceptlons
- [j "fcomext Sensmv,ty _ N -
,.C ,,,,,,,,,,,,,,,,, [_] v ,.User resing _
D & Aesthetics

- \Which feature gives Tlme Division Multcple‘ Access the edge over other spread i
spectrum technologles’? i ‘

;Hierarchlcal cell structures

‘Extended TDMA

>El|m|nat|on of mterference

Reduced infrastructure costs

Whlch feature in UMTS (Umversal Mobile Te[ecommun,icatioxn system) security is not -
_|derived from GSM standards? ~ o

>

Subscrrber identity module

;Radlo mterface encryptron

?Securlty agamst false base statrons through mutual authentlcatlon

Subscriber identity confidentiality

- Which of the following is not true with'regard to Black Box Testing.

[a ] It may leave many program paths untested

: ] Both the tester and programmer are mdependent of each other.




[ ] Requrres knowledge of |ntema| workmg of the program

[d] Tests are desrgned to know rf the system is sensitive to Certarn mput values.

System and ObJect anrleges

?Database lntegmy mechamsms ’ o

C é[} ’Data Encryption a

D {[j Row-Level Securitywww o - -
@3z CASE Tools do not help in
A [ Understanding requirements

B [ Code generation

. - S Seourty Labe,s S —
I D ,,,,,,,,,,,,, ! : :Sys{em promtypmg e
& . r IIn the Software Capablhty Maturity Model, the Productivity and Quality of a software -
! 1. iprojectis ‘measured i M= , : e b
A [ Level 1
waMB | o Level 2
- = ! Leve] 3 - S —
,M ,,,,,,,,,, WD[J‘ | evej 4 R S . —
@35_2. ’In dlstrlbuted compqyrlg all. the jOb%ﬁ!’we processed in:

A2 Serial order
I B [J‘ ~~ Altered “

parallel order

Only the probability of the risk occurring

Only the impact of the risk

Both the probability of occurrence and the impact of the risk

iThe probability of occurrence or the impact of the risk.

The .
nnetworks.

component of LAN is used for communication between different:

gGateway

Network Interface Unit

Hub

File server

Which of the following is not the advantage of decentralised form of organ'isati‘onké‘l' L

3structure?

i,Better mformation

Low communication cost

Consistency

‘High-speed

;The overall objectlve of defmmg the technolog:cal mfrastructure |s to '

To deploy the current technologies that are available




Deploying technologies that meet the business objectives

B L

C Ll To set the technological standards

D | To define the migration procedure to be adopted when installing the new technology
5 o . " \Which of the following servers provide the business functionality required by a
B 313 company?

iFile server

;Apptication server

Database server

Communication server

2 Which of the following is not a use of network traffic measurement?

Monitoring the performance of the network

To find out the efficiency and effectiveness of an application or protoco!

etermlne if t’ne appllcationsare runnlng correctly and according to predetermined
standards

iNone of the above

In which area should the auditor gather information before commencing the audit?

A Established policies

B e Audit plans

C o IT opportunmes in the organisation
D Detective risk

. ‘The auditor can obtain-preliminary understanding of an IT activity by intervieWing the
: relevant management and staff and reviewing the related documents. Whlch of the ,

HR department representatlve and associated staff

Security management representative and associated staff

IT human resources representative

Chief Executive Officer

- A sessmn is

A hnk between two network nodes

| A
B ) Series of transmnssuons without any disconnection
C @ A spec1f|c connectron place in a system
D 9 Bi-directional dataﬂow between two network nodes

Which of the following components ‘need not to be included for testmg m the ud|t?~?'

:;[3

’;§57;‘:~;gmdellnes on performance and capacny management? [a] [b] [c] [d]
U Accurate guantitative information on performance and capacity management
B 0 IResult of performance & capacity management have been provided to all interestfk arties
andvendors
C & Areas where efficiency can be improved
D Users’ awareness about performance and capacity management

“iln'order. to. assess the weaknesses in incident management the auditor should

~ lidentify

A (. ‘Whether operational levels are Communlcated to the appropriate personnel
B L ﬁetnmdents that are not resolved as per the deﬁned process
c L Projects that are not adequately tested




‘Failure in identifying and recording the costs

71~5Whlch of the following | forms part of building intelligence in an accounts audit

isoftware?

Review the entire account process

?Anaiysmg the exposures and performing a cost benefit anaiysrs

Defining the exoeption reports that shouid be generated

All of the above

-~ lQuestion: An Automated Security system is capable of:

Selection of systems to attack

Expunging the evidence of automated crime

Protecting evrdence of automated crime

Exploiting the weaknesses in systems to attack

~ Question: Which of the foilowmg ensures maximum security of information and data
- lto the. organisation’)

One size fits all security toolbox

Security programme that brings together the hardware and software to achieve the desrred

B
B - pohCles
c U

‘Technology added in bits and pieces

implementation of technology at different busmess units individually.

~'Which of the foilowmg is-an example of LMDS (Local Multipomt Distribution "y

Services)?

Cable television networks

Mobiie networks

Wireless access networks

Customer premise configuration

> A reengineering project may fail dueto

Lack of proper observation and assumptions

Lack of training for the warkforce

inadequate documentation of reqwrements of the target system

Aii of the above

-------------- is atype of tool for realising online transactions

Physical terminal transaction systems

Software terminal transaction systems

Virtual terminais or gateways

All of the above

W;V/\!here do traffic shaping parameters feature in a voice network?

Software Stability

Redundancy

’Protocol Resilience

Distributed Intelligence




(@ 36) - fWhlch of the followmg lsjeinﬂappllcatron level firewall? - |
; A 1 I’ acket filtering routers
. U . Proxy S;/S tem,s e e e
c O Stateful inspection
D \Circuit layer gateways
@35; . The following device is used to connect one type of IEEE 802.x LAN to another
e Router
S iRepeate,;,., R . R
N ,Bndge e e
No device is necessary as they are all compatible and are hence grouped under 802 series
To enforce the email policy, the management in order-need not: =L ’
Educate employees
B , “C e Educate o pames,,,, J— — |
M ,,,,,, C ”””””” w [j o Take pr(;mpt action ln“\case‘ ofmmlsuse or complaints ~ N
& D £ Prohibit subscription to e-nel;lr;o;pers and e-groups i
@M%ﬁ \Which of these eccess ‘control mechanisms is not basedwownwmolti-level security?
N & ‘Mandatory Access Control (MAC)
_— B [j e ,,,,Dlscrehondry Au‘m’c FO“”OI (DAC),,,, , R -
C [j Role Based Access Control (RBAC) M
-B~U lnternal Access Control
e +IGiven below are major types of storage devices 1) Cache 2) Magnetic ~disk 3) Flashi4)
@ 4 o IMain Memory 5) Tape Storage 6) Optical Storage Rank themin the increasing order of
i 365 1 their readmg/wntmg capablllty .
A 123456
C [j -”615)4‘3,2‘1 . ~ -
D U v,,2 53,1)64 e e = I , - . . -
1 kRap|d Appllcatron Development is not appropriate when the development cycle oy
|nvolves

[ ] ngh technlcal rssks

.;[ ] Reusability

[ ] Short time cycle

[d] Small- |ntegrated teams

The lnternet protocol (IP) address is

Always same for any server.

) Can cnange even n‘ the DOden l\lame remains the sarme

l\/lore than 32 blts to prowde hlgh securlty

Not a part of the DNS

‘y ccable. The ring is segmented when

;The Fibre Distributed Data‘Interface (FDDI) is a dual ring LANthat uses afibre optlc :

: tOne ring fails

fOne statlon falls

lTwo rings fall




One device fails

management structure?

Which of the following is not the o'bjecktive’ of the establishment of security

[_j %Organlsatron management structure is \dent\t\ed

)] Securlty management has the required independence

0 There exists an optimal coordination and communication between the IT and the securlty
structure

9 Security management has the overall responsibility of security

Possible errors related to a security issue during application development can be -
lidentified by reviewing- e

Ok

System logs

19

%Security policies

ie

Code reviews

System conﬂguratlon f|Ies

T

Functional group

lellel

Transaction set

C

None of the above

s ’Whlch one of the followmg statement IS not true wnth regard to physmal securlty’?

A
4 i

‘Examining the age of the cablmg is not 5|gn1flcant
«[j Lack of proper cooling facrhty may caus? hardware failure
& Locked gates entrances parklng places :re properly lit
’[j Employees have to undergo training in pl‘;etcal security
1~ lIn distributed computing all the jobs ar\f‘a;rocessed in:
) Serial order
@ Altered

C

paralle! order

C

Depends upon the application to be procesk 2G

‘Which,of the followmg is-not-an advanta_gg,a of multiprogramming?

Increased throughput

C

Shorter response time

C

|

éAssrgnment of prlormes to JObS

}Decrease in pnmary storage requ reme r,ts

R e records any event rel.‘ted to a programme in‘the system-
£ Security log
8 System log

ol

Application log

None of the above

=
Which of the following is not a sonstruct in structured programming?
i Loop
0 Sequence




: c Module
S D [ Test
@377 - Which of the following opérafion appropriately describes “Transaction Processing”? |
A g Converting data from source document to a machine readable form.
B L Grouping the transactions into batch
C ) Allocating batch numbers to a group of transactions
D U Preparing a report with batch totals
2@ - | Which of the following is not the advantage of decentralised form of organlsatlonal
k- s - structure?
A Better mformatlon
B o Low communication cost
C L Consistency
D [ High-speed
%37 \.  The primary objective 'ofcorltrolling the IT funding is to
A @ ’To increase revenue from IT services
B [j ETo reduce costs of IT functlons
C 8 Ensure adequate funding for the IT functions
D [ All of the abokve | |
%@ ; u With. regard to-auditing project management to ensure that the need and resources
Laary exist for the project the auditor needs to review the
’ ; L Feasibility study report
B L The projeot rﬁanargerrrent plan
c The project quality assurance plan
D [ All of the above

Which of the foIIowmg is not an essential feature of effective computensatlon system

|n a bank?

Cpo

Effective customer service

C

A
B L ‘Effective back office integration
C [j EFocus on manual records
| D‘ ] System should identify the inter branch transactions
;é 3@7_ e Which of the following statements is not true of floppy disk drives?
' A @ Floppy disks are used for transferring data from one machine to the other
B L Floppies are used for backups and storing smaller files
C @ Floppies have higher track density as compared to hard disks
D Floppy disks are removable memory devices

N ”Whlch of the followmg is: not an operatlon mode specrfled for HDLC (ngh level Data
= |Link Control)? ,

Normal response mode

O

Unbalanced mode

~
P d

;Asynchronous response mode

i

Asynchronous balanced mode

‘~‘~;‘~“~‘3Whrch of the following steps is not involved component based software -
development'7 ~




A U System evolution
B L Component qualification
C ’;[j §ster requiremenvt";na\ysis
D L Component adaptation
2o e What does a switching mode power supply do?
A [_] Converts raw input power to stabilised dc power
B [ Converts dc to ac
C L Enhances output of a circuit
D @ Wé’\”/:’/”i‘tches to and fro between high and low power fluctuations
. - iy -iDuplicate payments is an example of ---------- type of fraud profile
A U Static
B 0 Dynamic
c O Both static and thamié
D L None of the above
0'387 ------------- is a risk associated with the accounts payable area
A ) Unauthorised payments
B 'Duplicate payments
c 3 Inefficiency in the payments systems
D L All of the above
%’ JWith rééard to monitoring‘ intranet performance it is ideal to collect data-during ---‘-----1’-‘
T 388 gy =
A 9 Peak period
B o Non peak period
C &) Both peak and non peak period
D o Either peak or non peak period
g;&%‘l ’’’’’’’’’’’’’ _Which among the following components of a telephone system uses fibre optics?
A [ Trunks
B £ Switching office
C [Jk Local loops
D U Toll office
o :‘ In remote connection security for GPRS (Global Packet Radio Service), which of the
pe following method encryption of message is done at client VPN (Virtual Private
29D Network): - i
A [: End-to-end VPN
B I Network level VPN
| C [J Dedicatéd connection from GGSN
| D @ Necne of the above




Wh:ch feature of RBAC specifies event-triggered conditions?

Rote perspectlve

;Rote activation

fRole hierarchy

Rote based management

 Which of the computer assisted audit techniques and tools help the auditor to

identify the :mpact of delays and reschedutmg audit plans

A PI;nmrtlng and schoduling e,
B \PrOJect management and audlt traetong 7 i
c Invertory of the audit universe ’
N WR|sk analy;,sd - e e e e e

Software change management -

Is all about managmg alterations, |rrespect|ve of the stage of hfecycle of a product

Actlvmes decrease after the product release

Is done onIy in the development stage

ts done only in the mamtenance stage

W‘A;Penetratlon testers in an attempt to penetrate into the system or the network

use different techniques to break in. Which of the following techniques do
they employ to obtam crltlcal mformatton for the company’s employees?

A | [Password crackmg
S M;Somal ongineering - e e
| C 5Phys:ca| secuntyr -
— Log|ca| se(;;, ;ﬁy 44444 V.
3’5’ o MWthh of the following does not fall under the category of operational
. _d - COntI'OlS’ . AU S
A : Personnel secunty
’ ﬁBW o MLoglcaI access control o - M
C Phy5|cal protectlon ; ) - -
‘ &D | V’Env.ron'nental pi otection
g?é ~ 'social Engmeermg is: o B T
A Creatmg a team for software devetopment
w'Referred to as peoole haoklng - W
) ) MA techmque to motivate teams h - )

" Which of the following is NOT a feature of Software Keystroke loggers?

gA training method software development team

i

W
wmi > o 0l o]
N

§No phys1ca| deVIce is needed to be mstatted

EThey are difficult to detect




vThey can transmtt the keystrokes externally via the network

?They cannot record BIOS passwords

" The decision of audit committee regarding the trade off between the
3 92 8 performance non-audit role and audit role by the IS auditor will be influenced
by which of the following factor?

?Avallabthty of alternative person to perfon"n elther role

éAblhty of IS auditor to educate the lS team

i

.fCareer development and future planmng for |S auditor

S

EAII of the above

fPomter

?Icon

File

lendow

‘upe . [The______ componentof LAN is used for communication between
,L’D different networks.

D0 W PDO O WY
f | =

?Gateway

Hub s

A
B e ‘iNetwork Interface Umt
D

File server

k , " The access to the restricted areas in the company is on the basis of
"Lo[ ;somethmg which the employee has, which he knows or which he possesses.
; ~Fingerprints come under which category

A Somethmg which the employee has
B éSomethmg which he knows
c - ‘Somethmg which he possesses

D None of the above

Up2 , Whlch of the follovwritf;wté ‘not a construct in structured proarié)ﬁiming?

A Loop

B Sequence
c IVIoduIe

D Test

Ty 0; " To prevent operators from accessing program documentation production
- 'source version is the function of

A ELibrary controls
B fOperator controls
, Equlpment controls




D |~ Altheabove

qoq . Akey clause in any outsourcmg contractis

A o Data protectlon

B . Expected |mprovement in performanoe

Decrdmg on the process to be outsourced

D To understand the reasons for outsourcmg o
oy The overall objective of framing long term and short term IT plansis
A To meet the business requirements o
| To increase the effectiveness of resource utrltsatron o o
c N :ro increase the revenue I

To ensure optrmal utilisation of resources

in whlch phase of the primary operating system is software tested?

Proyect

Pre alpha

Alpha

Golden master

: 7 : Whlch of the statements is true with regard to conversion plan for new system
- Yo deployment" ;

It does not include system conversion

Output of oId systems are to be compared wrth new system output

A

B Durmg mlgratron old master t" Ies need not be updated
- N

D

AII of the above

y ! Which of the followmg servers prowde the business functlonahty requlred by
o 02 a company? :

A Flle server
B Applrcatlon server

Database server

C
D 7 Commumcatron server

VD 9 Which of the following workshops is not a part of the adoption process in the
: intranet organlsaﬂonal development programme? ’

A Plannmg workshop

Admmrstrators workshop
Pubhshers workshop

Edltors worksh op

Wthh of the followmg goals focus on orgamsatlonal and individual
;development?a

A §Existential goals




Referential goals

Orgamsatlonal goals - —
lnd|V|dua| goals e = e
Every protocotc‘ommumcates with A) B) C) D) s

A protocol in the same Iayer on a remote computer

B A Iayer wrth the same funchon as of the protocol ona remote computer ‘
“Cw ~ An implementation of the same protocol in the equivalent layer on a remote
. computer k

D ’

The same protocol in the equrvalent Iayer ona remote computer

] IS” mot a function of Metropolltan Networks (MANs)7 T

Provrdmg end-to end secunty

Convergence of data/wdeo/audro

Provrdmg connectlwty to vast areas e. g a country, contment and the I|ke

Routmg data traffic from LANs to WANs orto other LANs in the same metro reglon

“'‘Question: Which of the fotlowmg deals with mamtammg the information in the |
orlgmal form?

s |

lmptementmg accountmg software‘?

A. Conrdentlamy OO
NI'::“ - Avallabrhty ” N -
< . mtegmy e e e N
D S —— A" tn;‘ébove e e e o
‘-ﬂ y _ Question: Which of the following is referred as Continuous auditing? -
A A . Audrttng a partlcu!ar subject on real t|me baS|s
B ~ Audrtmg the operatlonal effi crency - -
C — Audrtrng the mternal control eft” crency B A
R D Audrtmg a partlcular subject at the end Aof thev year - ) -

Whrch of the followmg accountmg issues may cause problems ‘while

>

Adequate controls to ensure the mtegnty of accountmg data

0o

Altenng the accountlng procedures whenever software is altered

Ignonng pohcres and procedures by employees

None of the above

Locatlon of network controllers, cables and videos are evaluated to ensure:

D|aI up secunty

Physrcal securlty
C Performance mtegnty
D Loglcal secunty




/A reengineering pro;ect may fail due to T

Lack of proper observation and assumptlons

Lack of training for the workforce

Inadequate documentation of requnrements of the target system

AII of the above

fDMZ (Demilitarised Zones)

::War driving

11/ g . Whlch of the following about SNA cluster controllers is true? |
| A | They come with the D model
B :They are Lmk-attached cluster controllers o
C ;They are called as physncal unit devuces o
D iThey come with model number ¢
4 9 ‘V":Whlch amo»ng the below is a security threat to a Wi-Fi wireless LAN?

CSMA (carrier sense multlple access)

Complementary Code keymg (CCK)

o ‘Which among the following components of a telephone system uses fibre
1320 optics? o |
A ?Trunks
B Swnchmg offlce
¢ | Egc«almloops -

- i o - e
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»The feasrbmty study is conducted after phase

Busmess requirement
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‘The conceptual model of a database is an output of which process?

‘Prior anaIyS|s

Logrcal desngn
‘Physrcal desrgn T
N‘Testlng
How is the DNS implemented o onthe clientside?

) Through Bmdmg

Through Resotver‘ programs

Through “V|rtual hostlng
By regls rm

Only the probablllty of the ns'l occurrmg

Only the lmpact of the nsk

The probablhty [¢]
Whrch of the followmg is not the reason for the use of S|ng|e Sign On (830)9 ‘

Both the probablllty of oocurrenc;e and the P

Use of dn’ferent systems and applrcatrons

Socnal englneerlng

Labour turnover

chromsatlon

R A rlsk exposure m the context of a rrsk model for operatrons mvolves S

-isa control objectlve of the IT task of mternal control assessment

Revrew of internal control
Tlmehness of control operatrons

dependent assurance
All of the above

B Integrated penpheral conf guratlon

Whlch of the followmg mformatron is stored |n the CMOS'?

‘Basic confrguratlon information

ttmg the as

AII of the
In an Automated Teller Machmes the card reader takes |nput from

OV

i When buffer overﬂows the excess mformatton gets lost
OnIy the subroutmes W|II be lost

‘ What the customer types on the keypad

The sensor

sed to measure the organi tio

security

na equirements o

Whlch of the followrng statements IS true wrth regard to buffer overflows?

Recomm'endatlons of securrty benchmark tools should be |mplemented by the organlsatron

organlsatron

lmplementatlon of secunty benchmark tool is mdependent of security polrcy of the orgamsatron

Buffer overflows are caused due to programmmg errors

AII of the above

Whrch of the followmg statement is “TRUE” with regard to securlty benchmark tools" T

defi ed benchmarks o
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Transport Layer

' ‘Rlsk mttlgation deals wrth

m i

In WAP, the actual transfer of data is done by the

Bearers

Sessron Layer

'Transactlon Layer

Viruses that can change their appearance and use encryption are known as
~Boot sector virus
Polymorphlc virus

.Stealth virus

’Multlpartlte virus
. ;Stress testlng |s mainly dr‘y”“?féytes‘rtlthe S

‘FeaS|b|l|ty ofa program

gDatabase rehabrllty
,Websrte

'EfflClency of hardware components

,Av0|d|ng rlsk

{Transferrlng r|sk
Acceptmg nsks

All of the above
;WIth respect to hard dlsk seek tlme ls descnbed as :
Time taken by the arm assembly to reach the respective track

' '}Trme taken by the arm assembly to find the respectlve sector after the heads have
_reached the track

Total time taken to access the data

‘None of the above

 Which of the followinQ opttoh;';srtrue (wrth féqard to SLIP)')
j[a] Itincludes a protocol identifier. | T
[p] It a"OWS communication with multi protocol computers -

'[c] it has no addressmg scheme for routlng purposes

f[d] It is never used in a dial up connectlon

) 'Wl’llle conductmg an audit, the audltor should

Insist that a securlty pollcy exrsts

Not rnsrst for a secunty pollcy

fInsrst that a securlty pollcy exrsts and accept the exrstlng pohcy

elnSlSt that a security policy exrsts However he may not accept the exrstmg pollcy
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~ The Internet protocol (IP) address is
TAIways same for any server.

More than 32 brts to provrde hrgh secunty

Can change even if the Domam Name remains the same

;Not a part of the DNS

“Under normal conditions, which of the following offers the fastest connection
‘to the Internet?

‘Analog connectrons
" ,LISDN
, ‘DSL e
Gable
~ The Fibre Distributed Data Interface (FDDI) is a dual ring LAN that uses a fibre
7 Loptic cable. The ring is segmented when :

One rrng fails

gOne statron falls

'Two rings farI

:One device fails
The internal view of data is also called-
PhyS|caI Ievel

‘Logrcal |evel

View Ievel

‘None of the above

Which of the following statements is true with regard to Operating Systems
:(OS)'?

[a] It may aIIow many users to operate srmultaneously

it can run on systems wrth drfferent memory and storage space after minor changes. ,

[el it takes control of the computer as soon as the power is turned on.
[d] The user can customise RTOS (Real Time Operating System) by making'

changes to the interface

The LAN polrcy describes the job of persons who work on the network. The
- duties of a network administrator are

Monltonng secunty wolatlons

‘Password admlnrstratlon

Conflgurlng and optrmlsmg storage systems

‘Monltorrng network env;ronmental condrtrons
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’Program Evaluatron and Revrew Technlque

0o

Webhnk

_ satellite communications cannot be used in which of the following cases?
'Unencrypted Confrdentlal data is to be sent
Moblle Communrcatrons

fIn case of natural calamltles

~Communlcatlon in rocky areas

~ Which of the following project scheduling techniques does not provide
_ information about predecessor and successor relationships —

‘Gantt Charts
‘Critical Path Method

Critical Chaln Path Method
~ The decision of audit committee regardivng the trade off between the

performance non-audit role and audit role by the IS auditor will be influenced

by which of the following factor?

VAvarIabmty of alternative person to perform etther role

Abrllty of IS audltor to educate the IS team

Career development and future plannrng for IS audrtor

All of the above
 Which of the following is essential in the process of system migration?
A comprehenswe strategy for reenglneenng prOJect

iMonltonng the system engrneenng contractors

Existence of conflguratron management

:AII the above
- is the most advantageous payment gateway access when orders are
jmostly received through phone or mail

‘Real tlme processrng solutlons

API

Virtual Terminal Solution

Segregatlon of duties should be maintained between which of the followmg
~ functions? e

'Secunty admlmstratron and secunty audrt

:System admrnrstratron and network admrnrstratron
‘Systems development and malntenance

fAIl of the above
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Who has the authority to delegate the operational responsibility of an
organisation’s}security?

Data owner

Senlor manager

Data custodran

Data user

~ Which of the following legal and contractual clauses is not obligatory foran

orgamsatlon’?

‘Tradmg partner agreements entered by the orgamsatlon

Insurance contracts entered into by the organlsatron

Government regulatlons appllcable to the orgamsatlon

Agreements entered into by its employees for thelr beneflt
_ The overall objective of acquiring and maintenance the technology is

Current technologles are avallab|e

'Malntaln technologles that meet the busmess objectlves
:lee the employees that are expert in the Iatest technotogles that are avallable

fDeﬁne the cost beyond WhICh the mvestment in technology cannot be made

“Which of the following details should be included in the reports on security
breaches?

.,Authorlsed access to system resources

Unauthonsed access to system

Unauthonsed attempts to change securlty deflnltlons

‘AII of the above

Which of the following resources need not be considered as a costtobe
charged to users?

Hardware

Development of apphcatlons
Communlcatlon channels

All of the above
Broadcast storms Vin‘comrnuni'catrion channels occur maintly dlte 'io' e

‘Sendrng the same broadcast packet more number of tlmes than it should be

Increase in the hop count

Improper routlng decr3|ons

‘Lesser bandWIdth of the commumcatlon channel
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On which of the following should the auditor perform substantive testing with

regard to configuration management?

Review of the confrguratron records

Revrew of incidents reported to senior management

;Revrew of the trammg manuals

All of the above

Question: Whors responsifblewfor’e)retemtechédoled maintenance?

‘Outside vendors
IT supoort oe.rsonnelr -
"Usé‘r's e
'rAII the above
ﬁ-----?-Q#—;é- is an example Of Idgi,c‘al attarckwon an e»-applrieat’ton :

',Hardware failure

Virus attack

‘;Power drsruptrons ;
,Property damage
' In order to substantiate his views on the existence and working of controls on
~_physical and environmental security which of them should the auditor review?
:Harmful rtems are placed in the IT area - |
"Access to the wire closed areais unrestrrcted
EApproprrate S|gns are prowded for emergency exrsts -
” Visitors can access aII the IT areas
- Which of the following statement is “FALSE” with regard to Incident

management?

Identification of |nC|dent
'Prrontrsatron of the mcrdents and therr documentatlon
jEscaIatron of aII the problems to senior management

zA!I of the above



To connect to an FTP site without bemg a reglstered user one needs to enter

A login name-—anonymous password ema|I address
B !ogm name—emall address password anonymnus

Iogln name=anonymous ; password anonymous

‘Expressly prohlblt everythlng unless spemf cally allowed

D cannot log on without being a registered user
Yér * A Packet Filter Firewall Ruleset ideally should:
[Forward any packet with a source address of the local network to the external
network
Allow an access from the external network to the f rewall system ltself 5
Expressly allow everythlng unless specmcally prohlblted

controts are burlt into

H
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software and operatmg system

i
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o A good email pohcy should state that:

All personal mail shouid be labelled

Operatmg system, hardware and communlcatron deVIces

Software hardware, operatlng system and commun|cat|on devrces

Commumcatlon devrces and operatlng system

‘All mails sent and received should be monitored

AII messages should be encrypted

Emalls should be used onIy for off cnal purpose

i
1
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i
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Report the program that |t does not recogmse

PO

' Whlch one of the following risks is unique to wireless commumcatlon'?“

%Spooﬂng attack

A Whlch is the function that the audit < softwarewd‘oes not perform') S -
Scan each machine separately

Decrde on the samplmg method to be used

entxfy software that is loaded, completely or partlally

" Processes in a Transaction Processing System are: 1) Data Validation 2) Data |

Preparatton_‘:fp_) p_ata ~Entry The order in which they are performed is:

2,31

123

2,1,3
312 | |

Lack of physrcal secunty

Denlal of service




Drsabhng of network

el

Whlle conducting an audlt the audltor should -

!

<
FON
Y

Insrst that a securrty pohcy ex1sts

i
i

Not msrst for a secunty pohcy

|nsrst that a secunty policy exists, and accept the exrstmg pohcy

k

lnsrst that a security policy eX|sts However he may not accept the eXIstmg polloy

A successful project management practlce involves training a pro;ect team to
achleve des:red goals Under which process does th|s fall7

N o o w>

~
RO

A - Plannmg
Orgamsmg
Controlllng

Leadmg

~ Which one of the following requirements of Virtual reality is concerned with
synchromsatlon" e

User mput

<
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V|sual perceptlon

i

o0,

Spatlotemporal reahsm

Sound perception

|

|
i
{

~ What feature of Microsoft Windows XP Professional Operating System
protects the data of a user, even if the computer is shared between users?

<
N
[T~

)
H
1

Passwords

w >

Network Access controls

i

o

Firewall

Encrypti ng File System

¢

" Which of the following is true with regard to a Hardware Inventory Policy? |

z,\)l

Automated Asset software management tools can scan all hardware devices

Hardware devices that are not scanned b by asset software management tool need to
be  tagged manuaIIy :

Hardware should be scanned durmg peak-hours when all systems are runnlng

) ln case an end user make changes in hardware cont"guratron he need not inform
the 1T department

What feature of Windows 2000 allows for delegatlon of secunty

O 0 W >N 0!

g esponsrbllmes in terms of group policies ?

Kerberos

Centrahsed Management

NTLM Authentlca’uon

'.' \4 .7 Which of the following Embedded Operating Systems has a wide setof
’ l'] : features for networkmg?

v,
‘A
B
C Encrypted Flle System (EFS)
7




