o ] oo (Whichone of the following is not an essential feature of LAN? Lo
1
i A r Range
B D Transmission Technology
; C [j Topology
D L] Routing
| Xl T Which one of the following options is not a characteristic of structured analysis?
A @ [a] it uses bottom up approach.
B [_j' [b] It uses several tools and techniques.
C U [c] It uses physical and logical models
D [j [d] It incorporates several steps simultaneously i

interviews the members of the’

A ?U {ii\/lemoers of the committee are the persons who have more number of years of experience in the company
B [j Members are appointed by the IS project sponsor |
C L] Committee is in charge of allocation of resources and prioritising the projects
B D U The organisation culture is in no way influencing the committee and its management practices
. In"most.GUI agpiication_s, when the application is’busy processing some'data,ﬁéh‘hoUr‘gIaés;s"ymbo;l is
TN 0 displayed Which principle of User-Interface is in action here? T O
A o {;Visuai Grammar
B U Shcﬁcuts .
/ C | [_] | %écus

Safety

A supercomgﬁter created by rié?working many small Egr;xputers is called .

ASCI white

Grid
c 0 LAN
i D U Network Super

e success of Control Self Assessment (CSA) depends on culture of the organisation; project leaderand -

the skills of the people-involved in.CSA. While'implementing, the pitfall to be avoided.is -

A L: gCeneralisation of the planning process
) w‘éwn ;lmﬂ‘;‘Jlemen;lqlwi;Jr’wﬂchn sma!\ prolécts‘ -
. L: — suppo,rt,,,,mw S
D 9 Broadening the focus of CSA’s effectiveness / -

- NetWOrKICapacity PBlanning comprises the following three activities: 1) Predicting future utilisation2)
Gathering data over time 3) Establishing baseline Arrange the above in the orderin'which they are
performed:

A 11,23

3,2.1

13,2

21,3

- /Armalicious user:can change an application‘to get the full database. Thisiis a ‘p,i,:tfél‘lviniwhicht’ype of -
“idatabase security measure 7 SR ‘ i : b N

%lsolation




C

Backup

Which ofyithé,fo'llowikng is ‘TRUE’ with regards to the IT audit report?

.

A The auditor should take into consideration the subsequent events

B [_] The auditor should issue the report to all interested parties

C [_] %The report need not touch upon standards and the internal control of the organisation

D i[_] The auditor shouﬂlgwstate |nh|s report that all his recommendations should be implemented

~|A macro virus infections in a computer will

Erases the hard disk

B Clears the ROM
C %U :Destroys document files
D [] Slows down processes on the server
®. .\ Which of the following is not true with regard to Black Box Testing:
A L: [a] It may leave many program paths untested.
B ; U [b] Both the tester and programmer are independent of each other.
C [J [c] Requires knowledge of internal working of the program.
D [j [d] Tests are designed to know if the system is sensitive to certain input values.
; iThe process of visualising the design of a project that is yet to take shape is called:
[j data abstraction
| B [_] iData modeling
C [_: Data transparency
D U Data designing
- Operations in a LAN environment are day to day operation, processes, activities etc. The auditor while
SR auditing the controls over operation in a LAN confirms that
A [j There is segregation of duties
B [_] Operation staff can change the controls over operation as desired by them
Cc [_] Roles are identified but the personnel performing the role define the responsibility
D O LAN response time is not to be considered for the operation
‘.‘ ; Qutput controfs ensure that output"is accurate, complete and produced whenrequired: The auditor dr‘ur‘ing' :
o : the course of his audit of output .controls does not look into which of the following: . il
14 i
A [_] Ali pages of the report are numbered consecutively
B [_: Comparison between the actual data totals and totals of record counts is done at regular interval
C G Proper procedure for classification of output exists
D U Output of test runs and procedure runs are kept separately
v \S Security asses'sn{g’r;i of capability levels does not involve:
A 19 Firewall rule set
B ] Application server Configuration
C [j ‘Manual inspection
Elfiminating the incorporation of security architecture
.. Whichgqf;thei'f;bIIc:SWi‘ng, is npt a'measurement criterion for. the Personal Software Process?
Defects
Time
Task

Lines of codes




“Biometric-authentication” is a technique for secure data transfer. This authentication is basedon:

A Design features
B b ILogical features
H
C O Physical features
D U Depends upon the application to be authenticated
w!’lﬁ JInTPC benchmarks, the.performance is measured in terms of
A [j Transactions per second
B [_] iCycles per second
’ ]
C [_: ‘Bytes per second
D [_] None of the above
;.ﬁ - {In"an audit of Electronic Data Interchange which of the following tools and techniques are useful
A G Audit monitors
B U Expert systems
C [ iComputer Assisted Audit Techniques
D i All of the above
,’-Q_h : Which of the foliowing statements is true with regard to configuration management?
A L: Configuration management involves tracking changes to the components of the system.
B b Configuration management includes only menitoring the hardware parts of the network architecture.
C U Configuration management relates to only monitoring off end-items in a network system.
D U Configuration identification means identification of different components in a network.
oy ; Which of the following is not an advantage of qualitative method?
A U ’Provides a statistical basis for the process
B - Simpler calculations
C [_] Monetary value of information need not be determined
D )] Quantitative threat frequency and impact data is not required to be find out
| _bugis used when the communication area.is not sound proof.
A [_: Ultrasound bug
B U Radio frequency bug
C E[j ‘Acoustic bug
D Optical bug

O

Wuth regard to audltmg pro;ect manageme nt to ensiire that the need and resources ex1st for the prOJect the

auditor needs to review the

i1

A ‘Feasibility study report

B [_j :The project management plan

C U The project quality assurance plan

D [: Motmemove

" \Which of the following:-need not be considered before hosting a new online privacy policy?

A Business practices
B U Nature of the site
c U

Proposed users

o

Business partner

= : Which of the following features:does the authentication mechanisms include?:

ol

iSingle use of authentication data




L

'Single authentication mechanisms for all resources

\Any number of concurrent sessions for single user

None of the above

Which of the folyl{dvs)ing:i‘sk the first and“fore‘moks't step in the security incident planning? -

H

/ldentify and investigate the source of incident occurrence

Find the incident scope

‘Determine the effect of incident on others

Reporling the occurrence of an incident to the management

_ (Which of the following is not akey SQéurity issue pertainihg‘to the network level?

User identification and authentication

7
i

h : bt ™
; B 3 gEstabhshmg conditional access to data
C U Elmplementation of audit services
D [_: Maintaining data privacy and integrity

e alternatlve to mlnlmlse the .security risk?

Vulnerability assessment is difficult as threat occurrence is unpredictable. Which of the following is aﬁ

Protection of sensitive data

B Improving the efficiency of operations
C [j Insurance options
D L: ZNone of the above
Which of the followmg will help to mitigate the risk of network components with regard to.the security of =
client/server? : : : e
A - J/An authentication mechanism attached to each device
1 f . .
B L Planning and testing contingency measures

fVerification of application data tables

None of the above

Which of the followmg features of Authenticated Virtual Local Area Network snmpllfles network

administration?
A [ Authentication server
B 9 Authentication agent
C [7] Segmentation
o L2

Network usage card




{Which of the following is true with regard to fibre optics?

A ;It consists of inner cladding and an outer core.
| B :[j It consists of an inner core and outer cladding.
| C [ Even though thinner and lighter than metal wires, they are more susceptible to interferenkce.’
D [ Iaztsas susceptible to intérference than metal wires but carry analog signals that slow down “
> - ____ areWireless LAN devices that act like the “hubs” in traditional LANs and
32 provide connectivity to:the user irrespective of his location.
A I3 Data carriers
B @ Transmltters H
: C @ Receivers
D I Access Points
3152) : SONET is a'standardkkf‘or‘ which of the following networks?
A S TW|sted -pair cable
B L ?Fxber-optlc cable
C [_] Coaxial cable
D L2 Ethernet
WCM L ina two-tier client'server architecture, the client is called-
A Fat client
B e Thm client —
C [_] Very thin client
D S None of the above
il =1 . iThelnternet protocol (IP) address is
A [ Always same for any server. .
B & Mdre than 32 bits to provide high security
C 0 Can change even if the Domain Name remains the same
D L Not a part of theDNS
o7 | tests individual programs.
A D iUnit testing
B | 0 System testing
C (s Acceptance testing :
DU %Parallel testing
» gPenetratlon testing helps in identifying the vulnerabilities in a network securlty
237 Which of the following is not a reason for conducting the test? ,
A: o Make the top management aware of the security issues
R B ) Test intrusion deteétion and response capabilities
| C ) Help in decision making process
D [ Identifying the systems to be tested
. ‘ Software Acquisition Innovation Management and Continuous Process lmprovement’j:
5;}3 : belong to which level of SA-CMM. : ;
A i Level 5
B [: Level 4
c U Level 3




D [ Level 2
| |What feature of Microsoft Windows XP Professional Operating System protects the

34 || [dataof a user, even if the computer is shared between users?

A I Passwords

B [ Network Access controls -

c [ Firewall

D Encrypting File System
gﬂlu«;j . = 'Which of‘t'he'following is true with-regard to White Box Testing?

A O [a} Output of the program code is not required before the beginning of the code.

B L [b] It is not very expensive. -

C ) zE[C] [t may involve testing every line of code.

D L [d] It shows errors caused by omission.
Q,.Ln AL o While planning for the security of the organisation

A [ Old policies should never be followed

B 8 The statements in the documentation should be abstract for quick understanding
: C 0 Information classification and access control should be of more importance than password
, ! management
D C The security policy could be treated as optional to be provided to the employees
A2 iSession-hijacking refersto = e

A L A type of attack where the web pages are defaced

B 0 A type of attack where the session ids of other users are guessed

C /[_] A type of attack leading to increased privileges for the attacker

D EU Using sessions to track the state of users

g Which of the following Embedded Operating Systems has a wide set of features for ‘

'1\3 i networking? : ~

A L Windows CE

B L Windows NT embedded

c O Embedded Linux

D [ Palm OS
o Which of the followmg statements is true with regard to Computer Aided Software

- \L\ " . Engineering (CASE) workbench? o
-~ iA single CASE tool is more effective when used individually than when comblned W|th more
A 0
than two

B L It is very difficult to add a new case workbench or replace an existing one

C o An organisation has to depend ona smgle suppher

D I Workbench can be easny managed with the aid of the Conﬂguration management system
.L\S Message Oriented Middleware supports the exchange of :

A L General purpose messages

B i Business purpose messages

C 0 Scientific purpose messages

D L None of the above
.. One of the methods that can be adopted to mitigate the risk of uncontrolled

/‘\6 E requirements from users in a product development life cycle is:to-have
A & Longer delivery cycles




B L Shorter delivery cycles
c U Project end delivery
D § None of the above
. Which of the statements is true with regard to conversion plan for new system
sy "
7 ‘deployment?
A L It does not include system conversion
B O During migration, old master files need not be updated
C @ Output of old systems are to be compared with new system output.
D I All of the above
é:.’.l.‘ g L Which of the following IS true with respect to Clark Wilson Model? :
A ’[_] Multipie role must be define in suchway that it is impossible for user to violate mtegr[ty
B L This model emphasis on the integrity attribute of the information.
e L {The user needs to develop codes to access the object
D O It is based on simple security and property principle
: With regard to auditing quality management in IT-implementation, to ensure that
Quality standards are-in-tandem with changing environment the auditor should verlfy
that ,
L ‘The SDLC process is regularly reviewed by management
£l Co-ordination exists between users and developer
0 Involvement of all categories of the users
[ All of the above
‘Which of the following is the first and foremost function of a Chief Security Officer?
L :%Identifying and evaluating the existing policies and procedures for security
@ Monitoring the level of service provided by service providers
g
L iReviewing the certification programs for organisation security standards
0 Identifying critical information assets
I Which of the following personnel will be involved in performance and capac|ty -
§ management? .
[ Network team
@ Project owner
J
o Security officer
) System owner
b
L standard defines a way of using XML to describe other XML documents
[ XML Schema Instance namespace
[j XML Schema for Data types
L Web Serwces Meta Language
XML Schema
-t~ Which of the followmg need not:-be con3|dered while selecting an accountlng software
= e package') : :
- Identifying the compaetitors’ software
B 0 Organisational needs
9
! Ability Potential of the software in meeting the organisations needs

C

’None of the above




_IDVD-R stands for Digital Versatile Disc

- ‘

A That can be recorded only once
B i That can be rewritten many times
W C g[j That provndes nteractive environment
D & None of these
55’ 1‘ . k ~_ Which of the following is,a't;omponent of an information Kiosk application?
A i Display screen
B @) Cablnet
. C [j Cemra| Processmg Umt e
D [j All of the above
.. Which of the following ratios will indicate an unusual payment to a vendor? _
A0 Highest to lowest |
B [C Highest to next highest
C 0 Comparlson between two numeric ﬁe!ds
D O | All of the abov‘;

. \Which of the following is an advantage of functlonal decomposition'method of
s automated software testing process?

59 @

0w

1

A Requires less technical knowledge
B & Use of multipie data files for particular test case
C I Scripts can be aligned with higher level test script
D 0 Scripts done in spreadsheet format can be used a number of times
With regard to monitoring intranet performance it is ideal to collect data durlng ---------
AL Peak period
B 9 Non peak period
C & Both peak and non peak period
D [j [Either peak or non peak period
i Which of the following is not correct with regard to risks of client/server?
A @ The successful implementation of the client/ server depends on its development
B L RAD does not provide for the flexibility of the system
- Workstation without implementing security products and features provides the required
c U
; security
D 0 The best security product will be one that authenticate the user and also encrypt the
sensitive data
Time Division Multiple Access (TDMA)- a technology used for wireless.
i \communication allow multiple user to share:
A s One channel
B - Two channel
c It Multiple channel
D

None of the above




Functlon Pornts

Ob]ect Points

Data carriers

Transmitters

Recervers

Access Pomts

Correctlng Colhslons

Preventrng Colhsrons

Ehmrnatmg CoHrsrons N

Detecting Collisions

Phy S|cal access control does not depend upon whrch of

fhese factors? .

Worklng envrron ment

Hmng procedure

Publrc key rnfrastructure ’;
i S i i R et o i i o i i e A ”;

Access prrvrleges

Key stroke dynamrcs

Iris/Retinal scan , |
e ; - U : |

Speech recog nition

Flnger rint scannrng

Wh| c
Tec h n lq U es ? ‘ S W/MWM_W’W,_.,.W.M,,,,,,.;,;,,,M_,M,.WM i i mmmww ,,,,,,,,,,,,,,,,,,,,,,,,, S R e

o/ olw; >

An Assembler is a tra

67

| Assembly level language

High level language

Procedure oriented language

rObject oriented language

_ Which of the,fo|bwihg ,tVF;ewsnof‘V
forward and reverse transitions in ¢

o 0 @ >

n Demand srmulatnon of functlons are performed

Pay-per-view

Quasi-VoD




Near-VoD

Broad VoD

ASCI whlte

and

LAN

Network Super

éNode locklng

!
L TP L

1User based llcensrng

Drstrrbutlon desrgn

Concurrency control '

“ compleXIEyof c:h‘,aracterlstlcs is called:

Abstractron !

A
B : Encapsulatron
C

Inhentance

it has predeﬂned tags and semantrcs

AL 1
. T Sy i
{t allows the applications to deflne its own tags and semantics |

i e mww....w,,»,,,.w,_«,wwww,,,M,Wm,, e, e S e

] Transactrons per second

_ Cycles persecond T ;
é C Bytes per second B i
- . B T - o boveﬂ i I i -

i
!
i
!
!
!




L
Prowdlng connectl\/lty

Remote Procedure Call

T

Quallty assurance

lF'nancial stability of the vendor

!
1 ' E%Scope for database archives

Prowsnon for level of data lntegrlty and system integrity

All of the above
IRAID. (Redundant Arrayf

]
i [
I R
l !
i |

ndependent Disk is a good protector against

power failure

Disk failure

Dumpster Diving

Bugging and wire tapplng

Audlt plans

A

B

C o iT opportunltles in the organlsatlon
- ) )

: Detectlve rlsk

E B t Snapshots are elther manual or scheduled
C ! Snapshots store dlgltal plctures of system data
D

Snapshots are used for tracklng down any dlsruptlon in the functlonlng of system software

: ;Who should be mterv;ewed to get the rlght mformatlon on external audit'? Lt . e

Chlef lnformatlon Offlcer

iSecunty management team l
. N § i




~Which of the following is "TRUE" with respect to audit of software licensing?

D Management need not have a license to run the software

All the employees of the company should be entitled to use the software

Procedure should exrst for identifying which software is obsolete

There should be no restrlction on using the software

ol olm >R

Integrated Audit tools can be used perform the funct;ons of

Control self assessment and direct audit report assessment

Only control self assessment

Only audit report assessment

A
8
C
D

None of the above

‘A%n'etwgrk attack does: not mvolves whlch of the followmg step'?

Network investigation

Network management

Access gaining

wil QN v I S

Escaping

TQM in software i,evelopment needs’ to ibe!more

Problem based

Process based

Both problem and process based

’A
,C c
D_.

Problem or process based

Mapping complex data structures into tabular form is difﬂcult

Complex data structures cannot be mapped to tables

o ol w, >

Storing data without mapping it into tables isa more effrcrent practlce

= Which of the following makes WEP vulr
RSA Security Algorithm

Network Interface Card (NIC)

Static keys

o O WP

Shared secret keys

ansmission o da' in

Data driven

Control driven

Network driven

O O w;>

None of the above




Data reliability

Stable Connection

i\llaXirnum protocoi mechanisms

ether the data transferred has reac

a st curity. incident occurs7 a

B
1
|

"~ fpioa

Correiate events as the fi

IErnpioyee records

i

Teiecommunications

Banking

iR S

it e AT

ForenSics

T
Deniai of ser\/ice

Spooﬂng attack

Disabiing of network

%Passwords

1

i e e R

Patch work

Tamper proofing




o AL

he on

et
tract before acceptmg a

f 3

i C ! ’;Contract negotlatlon
i i

e V. R

! gVendor evaluatron

%iCelI broadcastmg

M’%Adwce of c

Reductive measure

Detective measure

,: ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
¥Correct1ve rneasu re

;4',Wh|c 'one of
f the network

ettmg of threshold Ilmlts for variou

it o

Performance management lnvolves s

Performance management lnvolves conﬂgunng ne

The_‘ f_requ

Lower than

Higher than

Slmllar to

None of the above

W components lnto the network

T ————

S database metncs

H
B S
T

i
§
}
i
i

Mamtaln

All the above
hich of the followmg isa beneflt of data' ase’) ‘

on- mtegrated data

Data storage is dependent on the appllcatron

|
|

]

None of the above

hfi?ﬁeidféthiéiféliowihg?:f~f 2

;
:
i
1

%Hardware
Soﬁware
Electnc wiring

Human resource

MM,,WM,,W,,,W.NHW,WWW,,H,WWW,W.‘,AMWWN

i
H
i
i
i
T




ving is an effectlve C ont ol

ActIVIty logs

Prrnter related secur!ty features

Paper count

The extent to Whlch IT objectlves are met

Status of delrverables

To provrde trarnrng for its staff

To test the systems before rmplementatron

twand foremost functton ofa Chief Security Ofﬂcer’?

ldentrfyrng cntrcal rnformatron assets

ldentlfyrng and evaluatrng the exrstrng pohcres and procedures for security
| ervice provrded by service providers
Revrewrng the certrﬂcatron programs for organlsatron securrty standards

gQuantltatrve or quahtatrve approaches have been used

Mathematrcal calculations and other tools have been utrlised

[ 1 Probablirty and frequency anatysrs of nsk occurrence has been done

All of the above

obtamed by ensurmg documentatt

A preliminary understandlng of acqutslttonl malntenance of hardware and software ca" be

: A | éRequtrements assessment of new techn
MMWB 1 ”"Job specifications endorsed by the management and the personnel
| C 4Time|y e ——
D Risk analysrs e

ev Iopment and manntenance of procedures'?

System requrrements

Whnch of the followmg procedures should the operatrons manual include with regard‘toithe:

B Requrred software
! C Execution sequence of programs
: Data entry screens o
4
f
s
% D




......... B

IKELY to help the auditor in unders
contmurty of busmess?

Insurance policies

A

B Operational rlsk assessment
- .

D

| “_frajs‘:troctu‘refproteetlonffi‘n; nt

Job description

Job rotation

1
%Personnel screenlng process
|

Effectrveness ot crrtlcal operatlons

Router securlty

Hardware conﬁguratlon

Server security

ol olw| >

Disaster recovery plan

Chief Informati
Management

Managing the rnformatlon resources in line with the strategrc plan

H
:
|
:
|
7
£
i

A
B lerary and record management
C

Establlshlng the actrvrty respon3|bllltles |

D ;All the above

_Network layer

Sessron layer |

A

B | Application layer
— N

D

; %Physlcal layer

~ Who provides
Web trust audltor

Business partners

Web site owner

Customers

Switching system

Feature richness

Local administration |




Which of these components of NFS uses authentication’?

Cache file system

Virtual file system

Mount protocol

olo w|>»

Remote procedure call

incorect? An IPSec is an extension of lPand

Requires no encryption

Ensures message integrity

Implements WAN and LAN security measures

O 0O mi P

Ensures data confidentiality

Which one of the fo‘ owmg statement is true Wlth respect to VSAT'?

Usage is restricted to geographical boundaries

Very high cost due to the usage of fibre optic cables

Though quality of data is high it doesn t support high bandW|dth

IO @ P

it operates in two frequency bands namely Kuand C

when the pplication s busy processmg some data a

Visual Grammar

A
B Shortcuts
C | E Focus

B D ,,,,,,,,,,,,,,,,,, ) .,Wsafew

he Teasibility study is conducted after _______ phase

Business requirement

Need/ user request

Design specification

/Program spec;fication

. - isystem additions or modification of the old system?

At what stage the risk assessment should be included in the security program |n event of

When the new system is added or oid system is modified

At the end of the year along with all other additions or modifications during the year

Need not be done

o o oWl >

gAfter a defined period say every 3 months

administration capability’?

What feature of the Windows 2000 Operatlng System provrdes a smgie centralised sec" ity

Active Directory Integration

Fiexibility in Authentication

rConSistentIy enforcmg Authorisation

Pub!ic Key infrastructure

ur_ﬂ,{ b

4 *Which of the foliowmg are consrdered ‘while determining the sensitivity of mformation - ';{,

1Avallability and integrity

|ntegrity and Confidentiality

Ol mi >

Avallability and Confidentiality




Availability, Integrity and Confidentiality

A prlmary object ve

To prowde a sense of secunty

To make systems rellable by prowdlng back ups

To minimise dec

isions to be made dunng hmes of dlsaster

4

::iSOftware licenses fall under which

|
‘Hardware assets

Network assets

lntanglble assets

Contract negotlatlon

Vendor evaluatlon

LA % ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |
E B ‘1 iE ror check controls E
( WC T . iR‘Sk assessmem —— I 1
i . %;;;; ; rows‘;; ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, D B _,MW,.WW%
’i : kWhlch of the followmg is NOT a secunty optlon of lnternet l““”l‘ﬁff?fl. server a. 07 :
: : A i All scnpts and programs must be thoroughly tested for wrong mput glven WIth mahcnous lntent {E
% . % : Enab‘e e ;CKEtS Layer e %
e | tt];;"ﬁ%?}i;”"”s”';;t;?; (NTFS) instead of using File AoostonTable FAT e system) |
To I ;é‘“;;;';“.I(;;;’;”';r;;‘“;;;“"g;;;‘g;;;;a“”;;:;“; ey segreged
i ; heésystem 'ad,mlnt‘“"imf'rator has {S”W“ork closely with the information security. offlcer to
i A ‘ Ensure the security of system usage o
ii B Draft the incident reporting programme ,
e | Maintain contro 59;“{;};5”{}};{}I;’Q;Eeen configured T ) B
e i

l
i
T
i

’Namtn

Penods for Wthh documents relatlng to

g conventlons used in the apphcatlon and th

Low communlcatlon cost

e system

w |

EConsistency

the changes have been malntalned
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To increase revenue from |T services:

i
e
?

IT

MNWW,MM...,MM,/w_.,,_ﬂmmm,_.,.mmwh,,mmmmw,v.wmWW.MMM_MM,,Mv,,.

c | Health and safety measures

D 2 None of the

The auditor should test computation of variance

:
i i s

The auditor should iden

To substantiate his.

ntify risks that have not been adequately addressed

eview the risk assessment approach adopted by the management

‘Benchmark risk assessment framework with industry standards

5 hange management

;

§Security management

gHR management

B

|

i

i

. . - . . §

H

|

All the abov

A
B
C
D

Review of incidents reported to senior management

i i
RS T, i B,
¢

; i
C iRevi

All of the above

tegrated Audit too

Control self assessment and di

|Only control self assessment

e

|
E
i
IOnly audit report assessment f

INone of the above

~ lQuestic n: Which of the following is not a part of risk ‘r‘ﬁé“rjagem'eh; process in ensuring t
ecurity? sl e e DRI

it Eamneattd s , . e
: A i Identifying acceptable risk




%Protectlng the evidence of vuinerability

c [Mitigating risk

Transferring the risk that cannot be mitigated

~Which of the following is the reason for under-utilising software packages?

Centralised filing system

Centralisation of audit personnel location

Decentralised filing system

O OO, w P>

Availability of benchmarks

=== 5 the first common function in the content management process

Approval

Design

Testing

O 0O o P

Any of the above

= Which of the following options aptly defines the term "Withdrawal" in digital cash?

Encashlng dlgltal cash from a bank account

Transferring money (real / paper cash) from the customer s account to his dlgltal wallet

Transferring digital cash from one digital wallet to another

oo o >

Using the digital money from user’s digital wallet in online transactions

~ Which of the following statements is not true of a star topology?

A star topology is implemented in two variations viz. star bus and star tree

In a star topology, data is always transmitted via the central hub

Star topology allows direct data transmission among the network devices

Star topologies are extendlble to cover larger geographlcal domains

Which of the followmg is not a feature offered by a web browser? A.B.C.D.

A web browser allows navigation from one web page to the other

B It allows to save a current web page

C . It connects a workstatlon to the |nternet

It makes all the web pages on the WWwW acce55|ble

The Slmple Objec
;formatlon s

SOAP envelope

Protocol (SOAP) Iayer that is responsnble for supplylng co‘

SOAP transport blndlng framework

SOAP encoding rules

A
B
c
D

SOAP RPC representation




 address table when they are first instailed

Simple bridges

Multiport bridges

0 @ >

Transparent bridges

None of the above

‘is not a component of the network securlty pollcy

Encryptlon pollcy

HR policy

TOtD:DkJ\D

Authentication policy

Access control policy

A flrewall ruleset should not block :

Inbound traffic without Internet Control Message Protocol

Inbound traffic from a non-authenticated source

Inbound traf'fic Without the source address of the Iocal host

k
SO m!>» N 3

Inbound traffic from an authentlcated source havmg Simple Network Management Protocol (SNMP)

o -iThe PKI Archltecture model in whlch latent trust is establlshed ona peer-to-peer basrs i

- ithe.

Cross Certlt"catlon Model

Hlerarchlcal Model

Hybrid Model

Single Root Model.

User acceptance testing (UAT)

,ls done durlng conceptuallsatlon of the product to analyse end- userlrkeness towards product

l]S the flnal phase of valldatlon and ensures that the system meets the requlrements of the user

,..g.m e e e -

SESRER A

5ls done after de3|gmng, but before in-house testing

lnvolves testlng a prototype

. ‘éWhat is the methodology used in the. Novell Netware Opera‘ti'ng{'System‘ to implement the concept
. ,[iofAccess -ontrol Lists? ' ~ B .

F|le nghts

Trusteeshlp

lAuthentlcatlon

Property Rrghts

—n System Development Llfe Cycle (SDLC) the functlonal specn‘”catron are translated ‘

logical and. physrcal desxgn durmg stage.

;Functlonal specrflcatlon

Program specmcatlon

Detailed desngn specnfrcatlon

Bu siness reqwrement specification

iy

Ina network using Novell Netware, a user has full rrghts toa dlrectory The user, however must
~not access one flle in that directory. What feature of Netware can be used to achieve this’

lnhentanoe

lnhented Restrlctlon Fllter




C Attributes

Security Equal To

~ What feature of Wmdows 2000 allows for delegation of security responsibilities in terms of group
ipolicies ? - i o o A e S nn ‘

Kerberos

Centralised Management

Encrypted File System (EFS)

NTLM Authentication

‘ “_Operatlons ina LAN envrronment are. day to day operatlon processes actlvrtles,etc T
_|while auditing the controls over operatron inalLANconfirmsthat. =~ e

There is segregatlon of duties

Operatlon staff can change the controls over operatnon as des:red by them

Roles are tdentlﬂed but the personnel pen‘ormmg the role deﬂne the responsibility

LAN response tlme is not to be consrdered for the operatlon
iSO stands for- '

tnternatlonai Statement of Organlsatlon

Internatlonai Organisation for Standardisation

International Standards Organisation

International Organisation for Stability

]“fWhlch of the followmg AIN (Advanced Intelllgent,iN'etWOrk) components func,tio'ns as an intellige

Intelhgent peripheral

éService Control Point

A
B
| C IE Servrce watchmg Pomt |

Slgnalllng Transfer Pomt

With regards to systems development, hardware and software studies : are performed in e

»System analyszs phase

A

B System design phase
.

D

System implementation phase

None of the above

_["Proxy servers” acts as a mediator between:
Two Local Area Networks (LANs)

fTwo networks using different protocols

A

B o ;Local network and Internet
.
D

Router and Internet

i‘An efﬁcrent asset management system contributes to the smooth functlonmg of an" rg
'Whrch of the following is false with' respect to an asset management practice.

M helps in providing quick support to the end-user.

it helps is tracklng the movement of equipment within the organlsatlon

It should be taken up at fixed time periods.

§ It hetps in swrtchmg from one platform to another.

audltor 's objectlve is to ensure that the system cqu" itiol
ts he functlonal needs of the user

While auditing system‘acqu'srtlon,‘ h
is based on complete anc




_jreviews which one of the following?

The security policy of the organisation

The requirements and specifications statement of the project

The acquisition-plan document

A
B
C

All of the above.

Securlty pohcy should not be lntegrated with general policy

Staff should be trained in validation and incident response procedures

Backup should be done only of data and not codes

’A
C
D

Auditing is required only of operatmg system

Whlch of the foIIowmg is notan EDlrisk? =

Segregation of duties is not possible

Audit trail may not be available for transactions which are in electronic format

Data that is transmitted is always error free

A
B
C
D

Dependency of tradlng partners on each other increases

avoid transposition e

Whlch of the owmg checks is se up inan

A Range checks
B "L‘irnit checks |
C \Check digit

D : | S|ze checks

Which of e following is ot a borioit of Obloct Oriented Analysis?

It is easy to change the software

They are easier to program

Programs can be reused

User requrrements are communicated to the software engineers

1 Ifnormal andf,tnycremenktaklfbackupgastrategle:s are used in tandem, then data can be restored using

The most recent full backup file

The most recent full backup file and the last incremental backup

The most recent full backup file and all subsequent incremental backups

(SRR O Ny >

All incremental backups.

~documents toavoid. . e o LT L

In a file management system, proper controls are established over check in and checkout o

Usage of file by drfferent users at a tlme

Duphcatlon of files

Problems ina search engine

Wrong uploadlng and downloading of files

Which of the following middleware can respond to changes in business environment?

Database oriented middieware

Applrcatlon server mlddleware

Message oriented middleware

Web middieware




. Which of the statements is true with regard to conversion plan for new system deployment? '~

it does not include system conversion

During migration, old master files need not be updated

Output of old systems are to be compared with new system output.

U 0o w >

AII of the above

ot the advantage of library automation?

Scale economies

Minimum ownership costs

Minimal human intervention

g O o >

Complex backup procedures

Effectxveness of separatlon of duties, securlty roles and individual respon5|b1||tres

Security controls for systems and programmes

Modification of system documentation in case of any alteration to security controls

A
B
C
D

Third party review of the routine self-assessments

Which of the followmg document
he;;conf‘guratlon management”

Configuration inventory

Offsite storage inventory

Policies and procedures for acquisition, maintenance and disposal of equipments

o ol lwl >

;Development of appllcatlons

Whlch of the followmg statements is not true of a star topology? |

A star topology is implemented in two variations viz. star bus and star tree

In a star topology, data is always transmitted via the central hub

Star topology allows direct data transmission among the network devices

glo w| >

Star topologies are extendible to cover Iarger geographlcal domains

Which of the followmg is not related to appllcatlon securlty'?

>

Data lntegrlty of appllcatlon data

Data origin authentication of apphcatlon data

Replay detection of application data

User identity confidentiality
JRD What does COLD stand for in data mining?

Crystal Output of Large Data

Computer Output of Large Data

Computer Output to Laser Disc

Crystal Output to Laser Disc

U olwm|»p 0 O0lw




Standard deviation

Confidence level

‘Precision

‘Range

‘Which one of the following risks is unique to wireless communication?

Lack of physical security

Denial of service

{Disabling of network

“in most GUI applications, when the appiication is busy processing some data, an hourglass symbol is disptayed. Which
principle of User-Interface is in action here?

Visual Grammar

B L: Shortcuts
; C [_3 Focus
; D XEL: iSafety

‘Which activity is taken up during post-test phase of penetration testing?

ECIean‘mg up

Vulnerability detection

C

Preparation of legal documents

Penetration attempt

‘Which of these benefits is unique to COMAone?

EZ/Capacity gain

Improved call quality

%Enhanced privacy

'Soft handoffs

/Which one of the following standards is relevantfor-a company dealing with inspection and final testing?-

150 9000
! 150 9”’061’ ) . - e e . o
¢ L soso ‘ #
D U 150 90'03 R — e i i 1 e

The relationship with vendors-is important from the view of maintenance of the systems and servicing: The auditor.in his
‘review of 'AN ensures that software meets the demand of the company and

> 06
e

:‘w\[":j

‘The vendor reliability is not important

-

The licensc agreement exists

{The vendor support for the installation training need not exist

ol

,The software is purchased without approval of the senior officials

‘

Dynamic Synchronous Transfer Mode(DTM) supports implementation of Virtual Private Networks(VPNs) because of

C

PDH (Plesiochronous Data Hierarchy)

[

1P (Internet Protocol) over DTM

®

>0°
ol

ie

E?SDH (Synchronous Digital Hierarchy) tunnelling

{DTM Local Area Network (LAN) Emulation (DLE)

of i

{Query processor and storage manager




: B U Storage manager and disk storage

C U Disk storage and query processor

—— ’ e i ) =

D [__,* Query processor, storage manager and disk storage
0 L The component of Management Information System (MIS) that assist in planning and decision making in.a organi
i }C)O islare: - : : : , Chite e

A U Hardware

B | U 1Software

C U IDatabase

All of the above

“Biometric authentication™ is a technique for secure data transfer. This authentication Is based on:" -

Design features

Logical features

Physical features

iDepends upon the application to be authenticated

Whiéh»(}f these devices can be used 10 evade the firewall2 =

Routers

Modems

Switches

cPU

LDAP (Lightweight Direbtqry kAc(f:,ess betocpls)’has an:edge over X.500 in Directory Enabled Networks‘(D’ENk),, because il
supports; .o T i ‘ F T R . ;

Static routing

%Dynamic routing

None

Forkai'threyajt to cause damage? Lns . should be present:

A Vulnerability
B U Incident
el I A
! C L ’Dubaater
| o] L: iNone of the above

: ‘Vy\‘lhich::of the following is TRUE in:relation to the input:controls OfEDE?

The data that is entered into the system should have sequence numbers

Data that is entered into the system need not be translated to EDI standard

Parity and redundancy checks should be used

%Any changes to EDI should be tested before implementation

The:auditor should report the existence of an irregular and illegal act to which of the following? -

i i s

Only management

B U Management and third parties
C U Management and third parties under certain exceptional conditions
D U To anyone who is interested

Which.type of security measure is not possible in Message Oriented Middleware?

Authentication

Encapsulation




C [_] Authorisation
D U Abstraction

s

Auditor should ensure that proper procedure is foliowed for purchase of tools

The tools are given to all the employees of the company

e

[3

IT auditor should not form part of the response team

i The employees should be trained in all tools that are available in market to deal with incidents

C

_ Which of the following is an:example of logical access control?

Location access control

C

C

Security guards

o4 [j Entry logs
D [_1 Encryption

_'Which of the following functions does the client in a client/ server application provide?: -

' Providing connectivity

Remote Procedure Call

C

C

Job scheduling

o G

Quality assurance

the context-of performance monitoring is

A U One of the many tools available for performance monitoring
B [_] Refers to the recording of pre-decided activities of a system at pre-set intervals
C [_] Refers to the activity of monitoring the perfoermance of a server

C

All of the above

lvzo:} : Which of the following is essential in'the process of system migration?

C

A comprehensive strategy for reengineering project

C

iMonitoring the system engineering contractors

iExistence of configuration management

U All the above
[203'” }}}}}}} Which of the following criteria is essential to evaluate information processing service providers?
L: Input-output controls.
B [_:‘ Job scheduling
C U Storage media.
D [_j Contract agreement
3 ZOL‘ : Electronic Document Imaging Systems-are used to? N

Store and scan huge number of physical documents RN

C

C

Decide on destroying used documents

Train staff in the information department

i

C

Ensure security control over documents

¢ benef'ts the audltor should venfy if

Postimplementation process is part of tha project management

B [_: i quality assurance plan is developed for each project

b . )
C ; ‘ There is involvement of ali categories of users

D D All of the above




A U Job description

B U Job rotation

C U ‘Personnel screening process

D [__: Effectiveness of critical operations

A [_] Graphical device interface
B L: Graphics engine
c [_] Device driver interface

None of the above

Which of the following options aptly defines the term “Withdrawél"' in'digital cash? .

Encashing digital cash from a bank account

ol

B Transferring money (real / paper cash) from the customer's account to his digital wallet
C [j Transferring digital cash from one digital wallet to another
D [_: Using the digital money from users digital wallet in online transactions
?ﬁ Qoq Which of the following statement is true with regards to batch files?
A [_:’ Al commands in a batch file are run at a time
B D Applications like excel cannot be contained in a batch file
c [_] Batch files can contain special characters

Batch file can only be a ASCII file

---------- is a component of identity management infrastructire

Identity directory

B [_] Identity authentication
C [_] Authorisation
D [_:‘ All of the above




All of the above

While appomtmg an audltor 1o‘¢9nduét the 1S audit the company need not look into. “ofthe .
“auditor?: v ey Rl i ST W b

§Legal Capability

B [: Expenence

Proficiency in different computer !anguages

Secrecy bond, if penetration test is to be-done

“Hcustom Software Agreement should include a pre-acceptance performance standard to measure the =
software’s abilities in the contract. Which of the foIIowmg testis:performed to assesses the performance,of
the software? -~ : . :

-Unit Testing

B L: %Regression Testing
c L Load Testing
D C Acceptance testing

‘[Companies use Enterprise Resource Planning (ERP) packages to:

Plan future requirements

;lntegrate the work of various departments

Find errors in a database

JWhere are larger cell-structures commonly used?

Densely populated areas

B A [_: Mountainous areas
: . S T —————
! C r %Rural areas

D [j *nghtly populated urban areas

What i< the similarity between a GSM (Global System for Mobile Communication) network and EDGE .
-{(Enhanced Data for GSM Environment)? et S

Both use the TDMA frame structure

b

C

Both deliver a data rate of 384 Kbps

C

Both use the same transceiver unit

‘%Both use phase shift modulation

MIME essentlaily acts as:

A transport agent for e-mail

B [_:‘ An mterface between the mail client and the web server

o} U A compressor that packages different formats into SMTP Compatlble type

U None of the above

D
ngm,_mg;
. A

B [ . {b] Both the tester and programmer are independent of each other.

C U Icl ReqUIres knowledge of internal working of the program.

lj U [d] Tests are desrgned to know if the system is sensitive to certain input values.




‘Which is the most important step that can save a company from social engineering attacks?

@

Creation of helpdesk rules

1@

Making people accountable for jobs

[

including social engineering in the social policy

e

Using Id cards

~ Which component of the LbCaI:Mu;Itipi")i‘nt:Distribution Service (LMDS) is-vendor specific? -

C

Central Office (CO) equipment

C

Customer Premises Equipment (CPE)

Ie

Network Operations Centre (NOC)

C

Fibre -based infrastructure

- {The component of Management lnformatlon System (MIS) that aSSISt in plannmg and decision maklng ina
. organlsatlon islare: =" : - S : : -

- ‘

L

Hardware
-
L Software
A
2 Database

1@

All of the above

internet Message Access Protocol or IMAP allows _ 'mode of email access,
[_: iOnline
@ Offline

C

Disconnected

1%

None of the above

= Whikcr’fxlo‘f,,the;fkoj'lovvi,rjglis;n'dt‘a key feature of distributed firewalls. i

C

iDependence on network topology

C

Using IPSec

C

Using Policy language

C

Efficiency in detecting internal attacks

iThe auditor:should report.-the existence of an-irregular and illegal act to which of thefollowing?:

ol

Only management

:'[}

Management and third parties

C

Management and third parties under certain exceptional conditions

:

To anyone who is interested

Which of the following should form a part of the approach to framing the intranet security policy?

C

Identifying the resources to be protected

C

Designing the techniques for implementing the security

C

Performing penetration testing

[: 4

Communication of the policy to all the employees

------------- is a component of a good problem management system?

C

Time bound schedules for problem resolution

C

Good co-ordination between the various roles involved in the function

e

Analysis of the trends of the problems diagnosed

C

All of the above

"lin'which phase of the primary operating system is software tested?

ol

Project




Pre-aipha

Alpha

;Golden master

bug is: used when the communlcatlon area is not sound proof. -

Ultrasound bug

Radio frequency bug

Acoustic bug

1 Optical bug

Question: A cookie gets data from.

Whatever the user enters from the console on a web page

What the web server sends to the web browser

User application programs

The operating system and the web browser used at the client end

s malicious software -

When auditing security management procedures, Srmmtmmenhee should be a method of protectlon agamst

ﬁChecking all software for viruses before usage

Well defined polices for downloading free software

Highly critical application software protected by digital signatures.

C:

All of the above

>

O

')
C

:

T~

< The ISO 17799 that is based on BS 7799, a British Legisiation is used as

p=3
ol

International Standards

C

iBritish Standards

o
r

:European Standards

o
C

None of the above

~"IWhich of the following is not a function of Metropolitan Networks (MANS)?

Providing end-to-end security

C

Convergence of data/video/audio

Providing connectivity to vast areas e.g. a-country, continent and the like

1Routing data traffic from LANs to WANS or to other LANs in the same metro region

Which of the following'is not a component of a digital wallet?

Digital cash

Communication manager

User profile manager

Wallet controller

. Wthh of the followmg statements is “TRUE % \Mth regard to the audlt gundellnes on the Function
unctlon rewe 2

The involvement of management is not mandatory in the monitoring process

External auditors are not part of the maonitoring process




i The monitoring process includes analysis of user satisfaction

:All of the above

i

.\Which of the following is an.example of multinational transborder data flow?

Transmitting organisational regulations by the head office to its subsidiary offices

B t {Email systems
C [_: iScientific exchanges
D E Consolidation dataflow

A network attack ddes notinvolves which of the following step?

A L: Network investigation
B [_] Network management
C U Access gaining
! D [_] Escaping
‘
@ :2»38 Which of the foliowing statement is “FALSE™ with regard to Incident management?
: A [_: Identification of incident
B U Prioritisation of the incidents and their documentation
c I3

Escalation of all the problems to senior management

$All of the above

~ [Which of the following m

kes WEP vulnerable?

ol

C

»A RSA Security Algorithm

| B [:, Network Interface ’Car’d (NIC)
. [_: A SR
D

iShared secret keys

The internal logic of the program is tested by which one of the following test: -

A £ Black box

B @ white box

C [ Unit tést w -
D 0 Integration test




ln 802:5 Token Rin

!At the receiving station

Atthe sendmg station !

With a spemal station called Monitor station

‘;;Both the sendmg and receiving statlons have a copy of the token

|s nota component of the network secunty polncy

Encryption policy

‘HR policy

;Authentucatlon policy

Access control policy

;T;he:lP‘addreys,s 1‘35‘.0;’0.2,'_(in decimal octet notation) belongs to which 1P addressing class?.

Class A

Class B

Inbound traffic without Internet Control Message Protocol

1nbound trafflc from a non- authentxcated source

Inbound traffic without the source address of the local host

inbound traffic from an authenticated source having Slmole Network Management Protocol (SNMP).

“iBCP (Busmess ontmulty Plan) should focus on

Departments that are greatly affected by a disaster

: B L Departments that are least affected

B [_:, Not |nS|st fora securlty policy
i C [_] insist that a security policy exists, and accept the existing policy
| D [_] Insist that a security policy exists. However he may not accept the existing policy
L i ‘ = poy e
‘a ‘ WhICh of the followmg types of V|deo on Demand sirnulation of functlons are performed to reallse forward
Q’-—) 1 and reverse transitions. in discrete ti

b

C

3

e}
C

i

Broad VoD

%‘ ‘2[.]8 . : ’The process. of vnsua |smg the demgn of a prOJect that IS yet to take sh

i <A @ %data abstraction ,
- s ,,,,,,,,,,,,,,,,,, . i . i ;
: B iData modeling

C O

;*Data transparency

Data designing

G A
w}
[“

g 9 L}q L The auditor should: ensure that the policy has been formulated and commumcated by

>
C

Asset profile




