INFORMATION SYSTEMS CONTROL AND AUDIT
· Important Questions for NOV 2012 
According to new notification given by the institute

· Question no 1 is compulsory which is a case , the case will provide a scenario/ Plot which may be generic also  of a company which may cover from various chapters (this will be for 20 marks)

· from questions  2 to 7 any 5 can be answered  (5*16=80) 

· In question no 7 internal choice i.e answer any 4 from 5
Note : study the practice manual compulsory /  my material  +   go through RTP  a day before exams

Chapter 1

1. a. What are the various types of system, based on classification ? Explain decomposing of system with suitable diagram and example?

b. What are the features and components of TPS? 

c.What are the characteristics & prerequisites of MIS  ?
d. Explain the impact of computers on information systems ? 

e.  In what way does EIS differ from traditional information systems ? ? What is the purpose of EIS? 
f. What are the components of an Expert systems ?

Chapter 2

2.a.What is a feasibility study , areas covered under feasibility and what will be the outcome of it? 
b. Explain the  RAD components, Top down & Bottom up ,  Agile methodology ?
c. Specify the sequence in vendor selection , list out the criteria for vendor selection ?

d. Explain the system development methodology ? Why Organizations fail to achieve system development objectives ?
e. Explain with example of system development tool using DFD ?

f. Describe the  Static testing with White box and Black box testing ?

G.** Explain the steps in involved in vendor selection ?

h. Discuss the activities involved in conversion ? 
i.  Explain the Post implementation evaluation and what are the areas covered under this ?

Chapter 3
3.a. Discuss the effect of computers on internal audit ? Determine the cost effectiveness of  controls ? (clue : five controls) 
b. What are the type of coding errors ? What  are the four categories of control?

c.  Discuss information classification accordingly  with examples ?
d. Computer crime Exposures results in Financial , Credibility loss explain ? 

e Discuss the role of IS auditor in evaluating  i) Physical access control ii) Environmental controls
f. what are the types of technical exposure ? (the Table)

g.  Explain the sequence of Access control mechanism when an user requests for resources?

H **  explain the auditor role with respect to quality control of systems ?

Chapter 4
4.a.Explain the methods of testing ? what are the three phases  covered under this ?

b. Explain the audit procedure to be performed to obtain sufficient & appropriate evidence to support audit testing conclusion ? 

c. What are various Concurrent audit techniques consider in detail?

d. Discuss the contents & of Audit reporting and findings ?
e** Explain the approach ISA has to adopt while reviewing the Hardware covering testing, acquisition , changes etc.,
f.  Explain the approach of ISA has to adopt while reviewing Operating system ?

Chapter 5
5. a.  what is  Risk, Threat, Attack, Vulnerability , Exposure, likelihood     & residual risk ?
b.A company wishes to analyse the risk for which what are the questions to be asked ? 
c. Write a short notes on risk ranking ? What are  various common risk mitigation techniques ?
d.There always risk exist for computerized environment? explain the types of  cyber crimes?
e.  identify the potential threat which could affect CIA? 
Chapter 6
6.a.  Explain the objectives of BCP ? Why is a business continuity plan important in an organization?

b.. Discuss the methodology of developing BCP? 

c.  As an ISA what will you suggest to the organization for considering the type of media for backup with its tips ?
d.  Explain the DRP plan document ? specify the difference between First party Insurance and third party insuracnce?
e. Explain the audit tools and techniques used for disaster recovery plan ?

Chapter 7
7.a. While migrating a Real time ERP what business risk will a organization has to face explain them?

b. Define ERP?  Explain the characteristics & Features of an effective ERP? 

c  What are post implementation blues? 

d.  What is BPR ? What is  a Business modeling & engineering  ?  

e. Parle is developing several types of biscuits , having its branches all over the country . The management wishes to consolidate the information through centralizing, for the information flowing  from its branches in uniform manner  across various levels of organization. A analyst was employed to study the prevailing situation and the management concerns. He recommended the Company to go for ERP ? What will be the benefits & limitations if ERP is implemented ?
Chapter 8
8a. Briefly explain the asset classification and control under ISMS? 

b. Explain the COBIT with its working definitions ? Write short notes on COSO , COCO ?
c. After SAS 70 audit is completed and a report is to be generated what  will the report contain i.e Type I and Type II reports ?

d.ABC company receives orders from customers either by telephone, fax or through EDI . A clerk then transcribes the order into one of the company’s order form to be keyed into the order system. You being an ISA auditor recommend the various internal control procedures to be adopted to prevent inaccurate or unauthorized source data entry? 
e  What is meant by Sys trust and Webtrust ? Discuss in brief ?
Chapter 9
9.a . What  is security objective? How should  a organization evaluate the data and information specify the ground rules to be addressed ?
b. What are Types of Information Security Policies and their Hierarchy ?
c What role is Information Systems Audit policy will serve explain the purpose and scope of the IS Audit?
d. What kind of working papers and documentation you will prepare for audit working and documentation

Chapter 10
 IT ACT 2008 (imp sections ) Objectives , sec 3,7,18,19,30,34,43,46,(65 to 78), 85,87..
Explain the major differences between  2000 and 2008 act.

Note: Refer vol II of inst material for case studies
Write short notes on the following :

1) Sub system and Supra system 2. Limitation of ERP 3. Benchmarking  4. Fact finding techniques  5.Regression testion 6. COBIT 7. Recovery  testing. 8. Types of insurance coverage 9. Service level agreement 10. Qualitative technique in risk evaluation 11. Holistic protection approach 12.
Access control
Note : the above questions will be able to cover  90 % of the syallabus and can help in u writing for 100 marks . don’t ignore practice manual and last  day (morning) refer MAY 12 RTP.
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