
FRAME WORK FOR AUDIT OF COMPUTER SECURITY (May-04)

	TYPES OF ERRORS AND FRAUD ::  Theft, accidental or intentional damage to hardware, files and other resources, unauthorized modification , disclosure, access ,etc interruption of crucial business activities etc

	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1
	Information security protection plan
	
	

	2
	Restrictions on physical access to computer equipment
	Review written documentation about physical access policies and procedures
	Observe site access procedures

	3
	Logical access controls based on password protection and other authentication procedures
	Review logical access policies and procedures
	Review records and password assignment and modification

	4
	Data storage and transmission controls such as encryption
	Examine data storage and transmission policies and procedures
	Verify the Extent  and Effective  use of data encryption and use of data transmission controls.

	5
	Virus protection procedures
	
	Verify effective use of Virus protection procedures.

	6
	File backup and recovery procedures
	Review file backup and recovery policies and procedures
	Observe the preparation and off-site storage of backup files

	7
	Fault-tolerant systems design
	Review procedures employed to minimize system downtime
	

	8
	Disaster recovery plan
	Examine disaster recovery plan
	Examine the results of test simultations of DRP.

	9
	Preventive maintenance
	
	Verify the use of preventive maintenance and UPS 

	10
	Firewalls
	
	Verify the effective use of firewalls

	11
	Information system insurance
	Examine casually insurance policies.
	Verify amounts and limitations on insurance coverage

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Inspect computer sites
	

	
	
	Interview IS personnel about security procedures
	Investigate how unauthorized access attempts were dealt with

	
	
	Examine system access logs
	

	COMPENSATING  CONTROLS :Strong user control, Sound personal policies and Segregation of incompatible duties


FRAME WORK FOR AUDIT OF  PROGRAM DEVELOPMENT 

	TYPES OF ERRORS AND FRAUD ::   Inadvertent  programming errors  and  Unauthorized program code

	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1
	Management authorization for program development and approval of programming specifications
	Review systems authorization and approval procedures
	Verify management and user signoff at milestone points in the development process

	2
	User approval of programming specifications
	Review systems development policies and procedures
	Interview users about their involvement in systems design and implementation

	3
	Thorough testing of new programs
	Review program testing and test approval procedures
	Review test specifications test data and results of systems tests

	4
	User acceptance testing
	
	

	5
	Complete systems documentation including approvals
	Review final application system documentation
	

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Discuss systems development procedures with management system users, and IS personnel
	Review minutes of development team meetings for evidence of involvement

	
	
	Review program documentation standards
	

	
	
	Review programming evaluation standard
	

	
	
	Independent and concurrent review of the systems development process
	

	COMPENSATING  CONTROLS :  Strong processing controls and Independent processing of test data by Auditor


FRAME WORK FOR AUDIT OF  PROGRAM MODIFICATION

	TYPES OF ERRORS AND FRAUD ::   Inadvertent  programming errors  and  Unauthorized program code

	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1
	Listing of program components that is to be modified
	Review programs modification policies standards and procedures
	Verify that program components to be modified are identified and listed

	2
	Management authorization and approval of program modifications
	Review program modification testing and test approval procedures
	Verify user and IS management approval for program changes

	3
	User approval of program change specifications
	
	

	4
	Thorough testing of program changes, including user acceptance test
	Review test specifications test data and results of systems test
	Verify that program change test procedures comply with standards

	5
	Complete program change documentation including approvals
	Review final documentation for some typical program modifications
	Verify that program change documentation complies with standards

	6
	Separate development test, and production versions of program
	
	Observe program change implementation and verify that

-Separate development test and production versions are maintained

	7
	Changes implemented by personnel independent of users and programmers
	
	. -Changes are not implemented by either user or programming personnel

	8
	Logical access controls
	Review logical access control policies and procedures
	Verify that logical access controls are in effect for program changes

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Discuss program modification policies and procedures with management system users and IS personnel
	To test for unauthorized or erroneous program changes use

-Sources code comparison program

-Reprocessing

-Parallel simulation

	
	
	Review documentation standards for program modification
	

	COMPENSATING  CONTROLS :  Strong processing controls and Independent processing of test data by Auditor


FRAME WORK FOR AUDIT OF COMPUTER PROCESSING CONTROL [M-05]

	TYPES OF ERRORS AND FRAUD :: Failure to Detect / Correct incomplete or unauthorized data, Introduction of errors while updating, Improper distribution or disclosure of output, Intentional or Unintentional report inaccuracies



	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1
	Computer data editing routines
	Review systems documentation for data editing and other processing controls
	Evaluates adequacy and completeness of data editing controls

	2
	Proper use of internal and external file labels
	
	

	3
	Reconciliation of batch totals
	
	Reconcile a sample of batch totals and follow up on discrepancies

	4
	Effective error correction procedures
	Review copies of error listings batch total reports, and file change lists
	Trace disposition of sample of errors flagged by data edit routines to ensure proper handling

	5
	Understandable operating documentation and run manuals
	Review operating documentation for completeness and clarity
	

	6
	Competent supervision of computer operations
	
	Verify adherence to processing control procedures by observing computer operations and the data control function



	7
	Effective handling of data input and output by data control personnel.
	
	Verify that selected application system output is properly distributed

	8
	File change listings and summaries prepared for user department review
	
	Check accuracy and completeness of processing controls using test data

	9
	Maintenance of proper environmental conditions in computer facility.
	Review administrative documentation for processing control standards
	Evaluate adequacy of processing control standards and procedures

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Discuss processing and output controls with operators and IS supervisory personnel
	Verify processing accuracy for a sample of sensitive transactions

	
	
	Observe computer operations and data control functions
	Verify processing accuracy for selected computer-generated transactions

	
	
	
	Search for erroneous or unauthorized code via analysis of program logic

	
	
	
	

	
	
	
	Monitor on-line processing systems using concurrent audit techniques

	
	
	
	Re-create selected reports to test for accuracy and completeness

	COMPENSATING  CONTROLS : Strong user controls , Effective source data controls


FRAME WORK FOR AUDIT OF SOURCE DATA  CONTROLS 

	TYPES OF ERRORS AND FRAUD ::  Inaccurate source data , Unauthorized source data



	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1
	Effective handling of source data input by data control personnel
	
	

	2
	User authorization of source data input
	Review methods of authorization and examine authorization signatures
	Examine samples of accounting source data for proper authorization

	3
	Preparation and reconciliation of batch control totals
	
	Reconcile a sample of batch totals and follow up on discrepancies

	4
	Logging of the receipt, movement, and disposition of source data input.
	Review accounting systems documentation to identify source data content and processing steps and specific source data controls used
	Verify proper maintenance and use of data control log

	5
	Check digit verification
	
	

	6
	Key verification
	
	Trace disposition of a sample of errors flagged by data edit routines

	7
	Use of turnaround documents
	
	

	8
	Computer data editing routines
	Document accounting source data controls using input control matrix
	

	9
	File change listings and summaries prepared for user department review
	
	

	10
	Effective procedures for correcting and resubmitting erroneous data
	
	Evaluate how items recorded in the error log are dealt with

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Discuss source data control procedures with data control personnel IS management and system users
	Observe and evaluate data control department operations and specific data control procedures

	
	
	Review documentation about responsibilities of data control function
	

	
	
	Review administrative documentation for source data control standards
	

	
	
	
	

	COMPENSATING  CONTROLS : Strong user controls , Strong processing controls


FRAME WORK FOR AUDIT OF  DATA FILE CONTROLS 

	TYPES OF ERRORS AND FRAUD ::  Destruction of stored data due to inadvertent errors, H/W, S/W Malfunctioning and intentional acts of sabotage , Unauthorized modification or Disclosure of stored data

	
	CONTROL PROCEDURES
	AUDIT PROCEDURE: SYSTEM REVIEW
	AUDIT PROCEDURE: TEST OF CONTROL

	1


	Secure file library and restrictions on physical access to data files
	Review documentation for functions of file library operation
	Observe and evaluate file library operations

	2
	Logical access controls using passwords and access control matrix
	Review logical access policies and procedures
	Review records of password assignment and modification

	3
	Proper use of file labels and write-protection mechanisms
	Review operating documentation to determine prescribed standards for 

-Use of file labels and write-protection
	

	4
	Concurrent update controls
	Review systems documentation to examine prescribed procedure for

- -Control of file conversions-
	

	5
	Use of data encryption for highly confidential data
	Use of concurrent update controls

Use of data encryption
	Verify the use of concurrent update controls and data encryption

	6
	Use of virus protection software
	Use of virus protection software
	Verify effective use of virus protection procedures

	7
	Maintenance of backup copies of all data files in all off-site location
	
	Observe the preparation and off-site storage of backup files

	8
	Use of check point and rollback to facilitate system recovery
	Examine disaster recovery plan

-System recovery including checkpoint and rollback procedures
	Verify completeness, concurrency and testing of disaster recovery plan

	
	
	ADDITIONAL   AREAS OF REVIEW
	ADDITIONAL   TEST OF CONTROLS

	
	
	Discuss data file control procedures with IS managers and operators
	Observe and evaluate file-handling procedures by operations personnel

	
	
	Reconciling master file totals with independent control totals

	Reconcile master file totals with separately maintained control totals

	COMPENSATING  CONTROLS :  Strong user controls, Effective computer security controls, Strong processing controls
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