FINAL-ISCA

Lesson 1

1. Expert systems
2. Office automation systems

3. DSS

4. Decomposition with Ex
Lesson 2

1. System maintenance
2. Water fall & Prototype approach

3. Conversion activities

4. Characteristics of a good coded program

5. Operations manual

6. Stages of SDLC

7. Integration testing
Lesson 3

1. Data integrity policies
2. User controls

3. PKI

4. Control categories

5. Audit categories

6. Data integrity

7. Role of Auditor in Environment controls
Lesson 4

1. Equivalence partitioning
2. Boundary value analysis

3. manual support testing

4. performance testing

5. Volume testing

6. Types of test plans
Lesson 5

1. Risk management process
2. Risk analysis

3. Risk mitigation methods

4. Risk evaluation review areas by IS auditor
Lesson 6

1. Importance of BCP
2. BCP development methodology

3. Contents of DRP

4. DRP audit tools

5. Insurance
Lesson 7

1. Characteristics & Features of ERP
2. ERP and E-commerce

3. Material management

4. Risks & Governance issues
5. Investment management
6. Evaluation of ERP
Lesson 8

1. ITIL
2. SAS70
3. Systrust & Webtrust
4. COBIT working definitions
Lesson 9

1. Restorative information protection
2. Permanent and current audit file contents

3. Components of IS audit report
Lesson 10

1. Objectives of enhancement
2. Delivery of service by service provider (Section 6A)
3. National nodal agency

4. Regulations of certifying authorities

5. Offences
Note: Thoroughly understand the introductory paragraph for each topic before preparing the topic.
