FINAL-ISCA

Lesson 1

1. Constraints in operating MIS
2. EIS difference with traditional systems

3. DSS components

4. Attributes of information

5. Decomposition

Lesson 2

1. System development tools with examples
2. Project development methodology

3. output design

4. Fact finding techniques

5. conducting investigation

6. Advantages of pre-written software

7. Factors to evaluate a vendor proposal

8. system evaluation

9. system development approaches

10. Conversion activities

Lesson 3

1. Effect of computers on internal audit
2. compensatory controls

3. acceptance testing

4. Data integrity controls

5. Cost effectiveness of controls – problem

6. logical access controls

Lesson 4

1. Non-functional tests
2. concurrent audit tests

3. testing fundamentals

4. plan contents

5. regressing testing

6. Hardware testing

7. Static and dynamic testing

8. boundary value analysis

9. Errors identified by black-box testing

Lesson 5

1. Systematic & Unsystematic risk
2. risk management process

3. Areas to be reviewed by IS auditor while determining risk

4. Risk measurement

5. Residual risk

Lesson 6

1. Business Impact analysis
2. Testing methodology & checklist of DRP

3. Types of plans

4. single point of failure

5. Alternative processing facilities

6. Insurance

Lesson 7

1. Characteristics of ERP
2. Why companies undertake ERP

3. Business modeling & BE

4. Key decisions in ERP implementation

5. Evaluation of ERP

6. Risks & Governance issues

Lesson 8

1. BS7799
2. ITIL frame work

3. SAS 70
Lesson 9

1. Establishing better information protection
2. protecting computer held information

3. security organization structure

4. audit policy

Lesson 10

1. IT act scope & objectives
2. power of central government to make rules

3. Regulation of Certification authority

Note: Thoroughly understand the introductory paragraph for each topic before preparing the topic.
