PAPER 6 : MANAGEMENT INFORMATION AND CONTROL SYSTEMS

Question Na.is compulsory.
Answer anfpur questions from remaisingjuestions

Question 1

(a) Discuss various issues that are of primary concern for an auditor involved in Information
System édit.

(b) Describe the composition and powers of Cyber Regulatory Appellate Tribunal.

(c) Recently you have received a report from your bank client that money from one account
has been unauthorisedly transferred to another account by stealingrthatlogin inf
of a client through Internet. How will you stop the recurrence of such events?

(8 + 4 + 8 = Adarks)
Answer

(a) Auditors involved in reviewing an information system should focus their concerns on the
system'’s control aspects. They must thekatal system environmemit just the
computerized segment. This requires their involvement from the time that a transaction is
initiated until it is posted to the organization’s general ledger. Specifically, auditors must
ensure that provisionsraagle for:

0 An adequate audit trail so that transactions can be traced forward and backward
through the system.

O Controls over the accounting for all data entered into the system and controls to
ensure the integrity of those transactions throughout thézednsegiment of
the system.

0 Handling exceptions and rejections from the computer system.
0 Testing to determine whether the system performs as stated.

O Control over changes to the computer system to determine whether the proper
authorization has been given.

O Authorization procedures for system overrides.

O Determining whether organization and government policies and procedures are
adhered to in system implementation.

0 Training users in the operation of the system.

0 Developing detailed evaluation criteria, Easthmissible to determine whether
the implemented system has met predetermined specifications.

0 Adequate controls between interconnected computer systems are put in place.
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(b)

(c)
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0 Adequate security procedures to protect the user’'s data. Backup and recovery
proedures for the operation of the system.

O Technologies provided by different vendors are compatible and controlled.

0 Data bases are adequately designed and controlled to ensure that common
definitions of data are used throughout the organization, thatyreéslunda
eliminated or controlled, and that data existing in multiple data bases is updated
concurrently.

The Cyber Regulatidqppellate Tribunal shall consist of one person only (called, the
presiding officer of the Tribunal) who shall be appoioti#édaliypn of the Central
Government. The person must be qualified to be a judge of a High court or is or has been
a member of the Indian Legal Service in the post in Grade | of that service for at least
three years.

Section 58 provides for the proceddrpower of the Cyber Appellate Tribunal. The
Tribunal shall also have the powers of the civil court under the code of Civil Procedure
1908.

Some of the powers specified are in respect of the following matters:

(a) Summoning and enforcing the attenofiacy person and examining him on
oath.

(b) Requiring production of documents and other electronic records.

(c) Receiving evidence of affidavits

(d) Reviewing its decisions

(e) Issuing commissions for examination of witness etc.

Mostof the attacksnonline banking used today are based on deceiving the user to
steal login data and valid PINs. Two well known examples for those attacks are phishing

andpharmingCrosssite sripting and key logdeohn horses can also be used to
stedl login inforrtian.

Phishing is the criminally fraudybeotessof attempting tacquire sensitive
information such as user names, passwwdrdredit card details by masquerading as
trust worthy entity inedgctronic communication

Phaming is hackers attackrano redirect websites traffic to another, bogus website.
Phaming can be atucteceither by changitigghosts file on a victims computer or by
exploitation ofvallnerabiliiy DNS server software.

Under such circumstances, all the customersinfasiibd about possible traps that
they may fall into if they reveal their login and passwords. Continuous update and
awareness should be created by the bank about various methods that are followed by
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fraudsters. The company should have constant weigih @ret such happenings
and inform the customers immediately. To be more secure

(1) The Company should have a policy which states very clearly that no login
information will be sought by the bank either in email, or over phone. This should be
communated to all customers.

(2) There should be more than just tardicates of login and password to make the
transaction more secure. It can ask for additional details which are known only to
the customer.

(3) The company should educate the customérthahise of strong passwords and
the benefits of changing the passwords.

Question 2

(a) What is Payroll accounting? Describe in brief the inputs and master file, output and
system flow diagram required for it.

(b) State main objectives of system gdearibtools. Briefly describe the major categories
of documentation tools that are used for system development with any one simple
illustrative example for each. (10 + 10 = 2@arks)

Answer

(a) A payroll system is intendedagicallyproduce pay sligsid pay cheques for the
employees every month. Preparing a payroll requires collecting employee work hours
through their attendance cards, converting hours to gross earnings and computing
deductions and net pay. Other activities to be perforprediassbfypayrolhclude
accumulating summary data for general ledger reports, printing quarterig and year
reporting statements and making labour distribution job costing or job performance
measurements and reporting timeadditiorotaccounting agties, a payroll system
also maintains record of sick leave, earned accruals and usage, and other details of the
employees.

Inputs and Master File:

Master fileThe payroll computer application uses a combination of curretot and year
date master compufée having records for the current period as well as for yearly
reporting. The master file contains permanent as well as current data.

Information such as employee’s rate of pay, accumulated earned leave, change in status
code etc. are used as inputsattsform gross salary into net pay. The payroll master
file may consist of following field:



FINAL EXAMINATION : NOVEMBER, 2008

Personnel Data:

Record| Employe¢ Employeq Address| Phone | Sex| Date | Date starte
code | number| name number of | employmen
birth

Payroll computation Data:

Job | Departmen| Type of| Basic Exempt status (exemy] Overtimeg
number| number cost pay employeedo not get rate
code extra pay for overtime
Leave Data:

Earned leav| Sick leave| Accumulate| Accumulate| Earned lea Sick

accumulatio| accumulatio Earned Sick leave| used in this leave
rate rate leave year used in

this yea

Payment data foe gayroll:
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Transaction File:

Employee| Regular Overtime Earned | Sick leave| Special
number hours hours leave deductions

The permanent portion of the master file must be updated before current transactions are
entered into the system. The accounting department also obtains data in new employees
and recent changes to existing employapdgdton of payroll readtle. Inputs to

the system consist of keyed data for time cards, batch control information and the
employee master file updated by the preliminary master file update.
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Outputs:The payroll accounting system produces following Outputs:

O Cheques, pay slipcemployees

O Labour analysislob No. wise and trade wise
O Payroll Budget RepoAmount v/s Description head (i.e. salary, income tax etc.)
O Payroll Journal summagyarterly, annual basis.

The system flow chart is given below:

System flow diagram
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(b) System development tools are used to help end users and systems analysts to improve
current information systems and to develop new ones. Their main purposes are

0 To conceptualize, clarify, document and communicate the aatgtiescesnd
involved in the organisation and its information system

0 To analyze present business operations, management decision making and
information processing activities of the organisation.

0 To propose and design new or improved information sgsteendbusiness
problems or pursue business opportunities that have been identified.

The major tools used for system development can be divided under four categories based
on the systems features documentation as discussed below:

1. System Components andowk: These tools help the system analysts to
document the data flow among the major resources and activities of an information
system. They show the flow of data as they are processed by the hardware devices
and manual activities. A Data Flow Diagranug&s-B)few simple symbols to
illustrate the flow of data among entities (such as people or organisations etc.),
processing activities and data storage elements. A system component matrix
provides a matrix framework to document the resources usedtiethe acti
performed and the information produced by the informatinDdyBtésrdrawn
below:
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2. User InterfaceA friendly interface between end users and the computer system is
a major consideration. Layout forms and screens are used to constaist the f
and contents of input/output media and methods. Data flow diagrams analyze the
flow of dialogue through an Information system. They document the flows among
different display screens generated by alternative end user responses to menus and
prompts.



