Money Laundering – A Global Issue
Countries around the globe are now beginning to realize the catastrophic impact of money-laundering if it goes-on unchecked. This new trend in the organized crime world threatens to erode the integrity of every nation’s financial system, the safety and security of people, state and other democratic institutions. Fighting it not only reduces financial crimes but it will deprive these elusive, well-financed and technologically adept criminals and terrorists of the means to commit other serious crimes
Money Laundering refers to the conversion or "Laundering" of money which is illegally obtained, so as to make it appear to originate from a legitimate source. Money Laundering is being employed by launderers worldwide to conceal criminal activity associated with it such as drug / arms trafficking, terrorism and extortion. Banks and financial institutions are vulnerable from the money laundering point of view since criminal proceeds can enter banks in the form of large cash deposits. Money laundering is a process to make illegitimate money appear legitimate. It involves cleansing of dirty money engaging in a series of financial transactions. It is called ‘dirty money’ because it originates from criminal activities like drug trafficking, embezzlement, tax evasion, corruption, illegal gambling, smuggling, arson racketeering, illegal prostitution, fraud or any other illegal activity, with the objective of hiding their true source and making them legally usable.

The prevention of Money Laundering Act 2002, passed in Indian Parliament in Dec 2002 defines the offence of Money Laundering as.

· Engaging directly or indirectly in a transaction that involves property that is proceeds of crime (or) derived from proceeds of crime (or)

· Knowingly receiving, possessing, concealing, disguising, transpiring, converting, disposing off within the territories of India, removing from or bringing into the territory of India the property that is proceeds of crime. 

According to law enforcement agencies money have two distinct forms, legal and illegal.  Illegal money in turn, may have two categories, illicit sources of money and tax evaded money.

Money that may be legitimate in origin but subsequently its owner engage in tax evasion and capital flight is called illegally tax evaded money.

On the other hand, money of explicitly criminal origin, looking for sanctuary in the regular banking system as a first step to legitimize itself at least in appearance is called “Illicit source of money”.

Illegal source of money is generated through illegal activities or more specifically it is the money that is the proceeds of crime like smuggling, drug trafficking, arms running, frauds, kidnapping, extortion, contract killing etc. Organized crime groups generate huge sums of money by engaging in the above mentioned activities, across the Globe. Thus money laundering has become a global menace, threatening the stability of various regions.

Money Laundering is not just the attempt to disguise money derived from illegal activities. Rather, money laundering is involvement in any transaction or series of transactions that seeks to conceal or disguise the nature or source of proceeds derived from illegal activities, including drug trafficking, terrorism, organized crime, fraud and many other crimes.

Origin:
The term money laundering is generally believed to have originated from Mafia ownership of Laundromats in the United States. Gangsters in the USA were earning huge sums in cash from extortion, prostitution, gambling and bootleg liquor. They needed to show a legitimate source for these monies. One of the ways in which they were able to do this was by purchasing outwardly legitimate businesses and to mix their illicit earnings with the legitimate earnings they received from these businesses. Laundromats were chosen by these gangsters because they were cash businesses.

Sec.3 of Prevention of Money Laundering Act, 2002 defines money launderer as:

“Whosoever directly or indirectly attempts to indulge or knowingly assists or knowingly is a party or is actually involved in any process or activity connected with the proceeds of crime and projecting it as untainted property shall be guilty of the offence of money-laundering”   

The amount involved in money laundering is truly mind boggling. It is estimated, at global level, to be around US $ 500-650 billion per annum. Its awesome power to dismantle organized society can be imagined. Unfortunately, it has been experienced all over the world, at different sites, in various dimensions and in a multitude of forms and uses. Money is laundered to conceal criminal activity associated with it, including the crimes it generates, such as drug trafficking, or illegal tax avoidance. Money laundering is driven by criminal activities. It conceals the true source of funds, so that they can be used freely.
ML impact on banks:
Established in the 1970s, the Bank of Credit and Commerce International (BCCI) emerged in the 1980s as one of the world's largest privately owned financial institutions, with operations in over 70 countries. During the years of its operations, BCCI employees were found to have engaged in a number of illicit activities, including money laundering. BCCI was financially distressed in the 1970s because of troubled shipping loans, but, through an intricate shell game, it shuttled assets and liabilities among its subsidiaries, giving the appearance of being a well-capitalized institution. Investigations resulted in the July 1991 seizure of BCCI's operations by regulators in seven countries, including the United States. BCCI points out a number of important issues for bankers: bankers should be careful about knowing correspondent banks; carefully screen potential major shareholders; pay attention to the quality and extent of supervision foreign banks receive in their home countries; and be aware that asset forfeiture laws put bankers at risk of having accounts frozen or seized.

Obviously, persons behind these transactions were to be very clever. The networking of various organizations and individuals, evidently a complex organization is required for laundering money, which is being organized with remarkable ingenuity.

Money laundering is a diverse and often complex process. The degree of sophistication and complexity in money-laundering scheme is virtually infinite and is limited only by the creative imagination and expertise of criminals. A financial institution may be used at any point in the money laundering process. 

 It basically involves three independent steps that often occur simultaneously:

· Placement -- Physically placing bulk cash proceeds. 

· Layering -- Separating the proceeds from criminal activity from their origins through layers of complex financial transactions. 

· Integration -- Providing an apparently legitimate explanation for the illicit proceeds.
Placement :
Generally, the first stage; cash generated in small unrecognizable quantities through illegal or ML activities, is placed into the financial system. Having got into a legitimate stream, they are then removed in bigger amounts or smuggled out of the country.

Layering:
While transferring funds, instead of ‘straight’ transfers from one point to another, a complex series of transfers are made i.e., “layering” of transactions, one upon another, ultimately concealing or totally obliterating the source of funds, the nature of funds and/or their ownership.

The web of financial transactions is meticulously planned to conceal any voucher or audit trail. Typically, layers are created by moving monies in and out of offshore bank accounts, using shell companies. The speed of electronic fund transfers help. As a part of normal banking, millions of dollars get transferred from and to various destinations, globally. In this vast ocean of transactions, a number of illegitimate transfers could go through, unspotted. Such transfers are made complex by change over to different currencies, putting through complex deals in stock, commodities, futures, investments in real estate, gold etc. These make retracing the original amounts and source an impossible task. Thus, when banks increase technological advancements for high speed electronic fund transfers, their risks also increase. They, therefore, need to have sharp systems, procedures and eyes.

Structuring:

Keeping the amounts lower than that fixed for reporting (threshold amount); and building up similar transactions till the amount planned to be laundered is reached fully is called structuring. Thus, what may have got reported as a suspicious transaction, lies embedded without surfacing for enquires.

Integration:

The stage where tainted money eventually merges, quietly, into the legitimate economic and financial systems as “clean” money, i.e., that which has now assumed a legitimate look.

Common sources of money laundering 
· Drug trafficking

· Tax evasion

· Organized crime e.g. extortion, prostitution, loan sharking, kidnapping, contract killing, gambling, protection money, adulteration, bank frauds, corruption, etc.

· Slush funds maintained by big corporations e.g. bribery, payment to political parties, politicians, etc.

· Terrorism

· International trafficking in arms

· International trafficking in human beings

· Smuggling

The Joint Money Laundering Steering Group ,London has listed a few techniques commonly used by money launderers all over the world which are reproduced below:
  Deposit structuring/smurfing: 

This technique entails making numerous deposits of small amounts below a reporting threshold, either by a large number of apparently unconnected depositors, or to a large number of accounts. The money is then generally transferred to another account,  sometimes several collection accounts are used, and all of them route their funds to another account - and so the money keeps moving. Countries to which these funds are transferred often find the funds being promptly removed as cash from the recipient accounts. 

  Cash deposits followed by telegraphic transfers 

Large cash deposits may be made by drug traffickers or others who have smuggled criminal property out of the country where the crime originated. Often the cash deposit is quickly followed by a telegraphic transfer to another jurisdiction (which may or may not be the original country where the crime was committed), thus lowering the risk of seizure. 

  Connected accounts 

Identification requirements tend to deter - or at least make it difficult - criminals from opening accounts in false names. However, accounts may still be held in the names of relatives, associates or other persons operating on behalf of the criminal. Other methods used to hide the beneficial owner of property include the use of shell companies, almost always incorporated in another jurisdiction, and professionals such as lawyers or offshore incorporation agents. These techniques are often combined with several layers of transactions and the use of multiple accounts - thus making attempts to follow the audit trail of the funds more difficult.

  Collection accounts 

Collection accounts are widely used by many different ethnic groups. Immigrants pay a lot of small amounts into a single account, and the accumulated funds are then sent abroad in a single transaction. Often, the foreign account receives payments from a number of apparently unconnected accounts in the source country. Whilst this payment method is often used for legitimate purposes by foreign immigrants and labourers who send money to their home country, it can be, and is, used by criminal groups to launder their illegitimate funds. 

  Payable-through accounts 

Payable-through accounts are demand deposit accounts maintained at financial institutions by foreign banks or corporations. The foreign bank funnels the deposits and cheques of its customers (usually individuals or businesses located outside the country) into a single account that the foreign bank holds at the local bank. The foreign customers have signing authority over the account as sub-account holders, and can thereby conduct normal international banking activities. Many banks offering these types of accounts have been unable to verify or provide any information on many of the customers using these accounts. Payable-through accounts therefore pose a challenge to "know your customer" policies and requirements, and suspicious activity reporting guidelines. 

  Bank drafts and similar instruments 

Bank drafts, money orders and cashiers' cheques, purchased for cash, are useful for laundering purposes because they provide an instrument drawn on a respectable bank or other credit institution, and so break the money trail. Breaking this trail is of critical importance to the money launderer, as it makes it impossible - or at least very difficult - for an investigator to establish where laundered funds have ended up. This reduces the ability of the law enforcement authorities to seek a judicial order to appropriate such funds. 

  Back to back loans 

Back to back loan arrangements can be used for cash smuggling. A money launderer transfers his criminal proceeds to another country as security or guarantee for a bank loan, which is then sent back to the original country. This method not only gives laundered money the appearance of a genuine loan, but often provides tax advantages. 

  Bureaux de change 

Bureaux de change (or equivalent) services - such as telegraphic transfer facilities, and exchange services, which can be used to buy or sell foreign currencies, to consolidate small denomination bank notes into larger ones, or to exchange financial instruments such as travellers' cheques, Euro cheques, money orders and personal cheques - can be attractive to money launderers. Criminals will be attracted to bureaux de change in jurisdictions where they are not as heavily regulated as traditional financial institutions, or where they are not regulated at all. Even when regulated, the degree of regulation is often less stringent than that of traditional financial institutions, and can allow staff training within bureaux de change, and their internal control systems to guard against money laundering, to be less strong than in other financial institutions. This weakness is compounded by the fact that most of the customers of bureaux de change are occasional, making it more difficult for them to "know their customer", and thus making them more vulnerable to money launderers. 

  Remittance services 

Remittance systems operate in a variety of ways. Often, the remittance business receives cash, which it transfers through the banking system to another account held by an associated company in the foreign jurisdiction. There, the money can be made available to the ultimate recipient. Another technique commonly used by money remitters and currency exchanges is for the criminal organisation to receive the funds at the destination country in the local currency, which is then sold to foreign businessmen who need currency to fund legitimate purchases of goods for export. This attractiveness of this avenue in particular countries is often encouraged by the existence of strict exchange controls. [This correspondent type operation resembles certain aspects of alternative remittance systems Remittance services are a feature of many ethnic groups; they often charge a lower commission rate than banks for transferring money to another country, and have a long history of being used to transfer money between countries. These services have also been used for money laundering, since they are often subject to few, if any regulatory requirements compared to institutions, such as banks, which offer an equivalent service. 

  Credit and debit cards 

Structured cash payments for outstanding credit card balances are the most common use of credit cards for money laundering, often with relatively large sums as payments and in some instances, by cash payments from third parties. Another method is to use cash advances from credit card accounts to purchase cashiers cheques or to wire funds to foreign destinations. On some occasions, cash advances are deposited into savings or current accounts. A large number of identified scenarios involve the use of lost or stolen cards by third parties. 

2. Alternative remittance systems/Value transfer systems
These systems commonly involve the transfer of value between countries, but outside the legitimate banking system. The "broker", who may be a financial institution such as a remittance company, or may be an ordinary shop selling goods, has an arrangement with a correspondent business in another country. The two businesses have customers that want funds in the other country, and after taking their commission, the two brokers will match the amounts wanted by their respective customers. The details (which are usually minimal) of the customers who will receive the funds are faxed between the brokers (or may simply be the subject of a telephone call), and the customers obtain their funds from the broker at the end of the transaction.

The businesses will then balance their books, generally by transferring an amount between them over a given time period, for example, once a month (although this could be over a much longer period). Settlement of the net amount owing by one business to the other may not, however, always take place between the two businesses direct; amounts owing between them may be settled by one of the businesses settling an amount owing by the other businesses to a third party, or by the amount being placed or deposited elsewhere for the benefit of the second business. 

Often there is no, or little, physical movement of currency across border and a lack of formality with regard to verification and record-keeping. Normally, money transfer takes place by coded information being passed through chitties, couriers, letters or faxes, followed by telephone confirmation. Almost any document which carries an identifiable number can be used for this purpose. Because there is no recognisable audit trail, the launderer's chance of remaining undetected, or avoiding confiscation, is significantly increased.

4 Laundering, the insurance broker may often prove to be one of the weaker links in an anti-money laundering strategy. 

General insurance policies can also be an attractive laundering technique: putting an expensive asset on cover, paying a large premium by bank transfer, followed by early cancellation of cover requesting the refund remittance to be made to another bank in another country. 

5. Emerging technologies 

The number of financial institutions providing banking services on the internet is growing considerably, with an increasing range of services becoming available (including savings and deposit accounts, full cheque accounts, electronic fund transfers). Banking services are now being joined by internet-based stockbroking.

Delivery of financial services over the internet is, in essence, an extension of banking the challenge to the service provider, and the attraction to the launderer, is the absence of face-to-face contact. The opportunities for identity theft are greater, and so the level of identification evidence that firms seek should generally be greater than in an equivalent face-to-face situation.

Emerging technologies also provide an opportunity for more credit and financial institutions to offer electronic money. This may be by way of a card-based electronic purse. Whilst the size/value of such purses is restricted by regulatory requirement, the opportunity to purchase such electronic money for cash and then to use it to purchase assets, albeit modest, or obtain a refund by cheque, does provide an opportunity for structured placement. 

It is not uncommon for criminals to operate cash-intensive business in order to "justify" large cash deposits (which may be reported). In order to reduce the volume of data and cost to financial institutions of filing the reports, customer businesses which are known to involve cash deposits will be flagged, or profiled, to indicate the expected, or usual, level of cash deposits. For example, a large fast food restaurant can easily do $10,000 a day. Assuming the business is legitimate, nothing is gained by reporting its cash transactions (in this case, deposits). A criminal could open an apparently legitimate business that does more than $10,000 a day and get this profile flagged by the financial services firm; then any "extra cash" (from illicit activities) is then also "exempt" from reporting. Note that it would not always be necessary for the criminal to open and operate a new business; it would be possible to work out an arrangement with a business already known to have a profile with a bank.

  International trade/trade finance 

International trade in goods and services can be used either as a cover for money laundering or as the laundering mechanism itself. Any commodity can be used as payment, so long as all parties to the transaction agree; instead of one party saying 'you owe me ‘X’currency 100,000', he might say 'you owe me 2000 DVD players, to be delivered to my depot at X'. Import/export activities and transactions are commonly undertaken; a trader may pay a large sum of money (from the proceeds of illegal activity) for goods which are worthless and are subsequently thrown away or sold on cheaply (often as part of an invoice manipulation scheme to move money). Alternatively, illegal proceeds can be used to buy high value assets such as luxury cars, aero planes or boats, which are then exported to third countries. Trade/invoice manipulation is one way in which agents and others engaged in alternative remittance systems, to settle the balance between them it is often easier for them to engage in trade deals, as opposed to money transfers.

The launderer's priority is to make the transactions look normal. To achieve this, the launderer will utilise all the normal trade finance services offered by the banks to legitimate import/export businesses.

  Shell companies 

A shell company is just that - a shell and no real business is conducted. There are, for example, shell banks corporate entities that look like banks, but are not really banks. The purpose is to deceive others into thinking the company is a bank. A shell bank (or other company) can be a convenient vehicle to launder money. It conceals the identity of the beneficial owner of the funds, and the company records are often more difficult for law enforcement to access because they are offshore, held by professionals who claim secrecy, or the professionals who run the company may act on remote and anonymous instructions. Such companies would be used at the placement stage, to receive deposits of cash which are then often sent to another country, or at the integration stage, for example to purchase real estate. 

7. The gold and diamond markets
There are significant differences between the gold and silver markets. Gold is worth so much more per unit of weight, and there is a constant market for it. The purity of gold is easy to determine, and assay marks are well understood and available to see. Diamonds, on the other hand, are more complex; individual diamonds can be worth very much more than an equivalent weight of gold, but individually, diamonds are unique - there has to be the 'right' buyer for a particular diamond. In addition, a diamond worth, say, $100,000, cannot simply be cut in half, to make two worth $50,000 each. The valuation of diamonds is a much more complex process than gold; it involves specialist training, without any guarantee that a sale can be arranged. 

  The gold market 

In some societies, gold carries an important cultural or religious significance that increases the demand for the metal in certain regions of the world. For example, South Asia produces virtually no gold itself, but consumes more of it than any other region. The advantages that gold provides are also attractive to the money launderer, in particular its high intrinsic value, convertibility, and potential anonymity in transfers. Most laundering schemes involving gold are linked to drugs trafficking, corruption, organised criminal activities and illegal trade in merchandise and goods. The gold itself may be the proceeds of crime that needs to be laundered if, for example, it has been stolen or smuggled by creating a system of false invoicing.

Another more complex technique uses gold or precious metal purchases and sales as a cover for the laundering operation. 

 The diamond market 

The illegal trade in diamonds is important in certain areas of the world, and some terrorist groups are believed to be using diamonds from these regions to finance their activities. The ease with which diamonds can be hidden and transported, and the very high value per gram for some stones, makes diamonds attractive for the exploitation and profit of criminals. As with gold, the simplest typology involving diamonds consists of direct purchase of the diamonds with criminal proceeds. Other common typologies using diamond trading activity include retail foreign exchange transactions, purchasing of gaming chips at casinos, forged or fraudulent invoicing, and the co-mingling of legitimate and illicit proceeds in the accounts of diamond trading companies.

10. PEPs/Corruption 

The Financial Action Task Force defines PEPs as "natural persons who are or have been entrusted with prominent public functions in a foreign country, for example Heads of State or of government, senior politicians, senior government, judicial or military officials, senior executives of state-owned corporations, important political party officials. Business relationships with family members or close associates of PEPs involve reputational risks similar to those with PEPs themselves. The definition is not intended to cover middle-ranking or more junior individuals in the foregoing categories."

Examples of senior government officials involved in corruption and other types of proceeds generating crime are no longer rare occurrences. In the past few years, several high visibility corruption cases involving corrupt politicians and others laundering significant criminal proceeds through various FATF jurisdictions have been detected and investigated. 

  Misuse of Non Profit Organisations (NPOs) and Charities 

NPOs can be established in a wide variety of legal forms and are subject to varying degrees of control and monitoring by the jurisdictions in which they are located. Given their diversity, FATF has adopted a definition of NPOs which is based on their function rather than on their legal form The misuse of NPOs by terrorist groups can take many forms. One possibility is the establishment of an NPO with a stated charitable purpose, but which actually exists only to channel funds to a terrorist organisation. Another possibility is that an NPO with a humanitarian or charitable purpose is infiltrated by the terrorists and their supporters, often without the knowledge of the donors, or the members of staff, or management. Still another possibility is for the organisation to serve as the intermediary or cover for the movement of funds, usually on an international basis. In some cases, the NPO support function could extend to the movement and logistical support of the terrorists themselves to raise money.

Bank accounts have been used in the following manner to launder terrorist funds.

  Legitimate accounts 

Individuals may run a number of accounts with several banks. It is not unusual for the accounts with one bank to be used for domestic purposes, while accounts based at another are for 'business purposes'. Into the former, a salary or benefits may be paid, while the latter account will be used for money transfers and cheque payments.

  Dormant accounts 

On occasions, dormant accounts have been used by terrorists to create a purported customer relationship, upon which additional frauds may be perpetrated. Facilities can be accessed, including bank loans, the repayment instalments of which will invariably not be met. 

Dormant accounts have also been used to receive monies from support members abroad. In one example, a terrorist used a number of banks, holding an account in each of them. Two of the accounts contained a minimal sum, believed to be for two purposes: first, to keep the account open, and secondly, to ensure that undue attention was not drawn to it. At a strategic time, a transfer was received into the account, to enable the purchase of terrorist material. The sum was eroded by the daily removal of the maximum cash amount from automatic teller machines. This continued until the entire transfer sum had been removed, which took almost two months.

  Telegraphic transfers 

These can be effected through banks or wire transfer companies. The experience of law enforcement suggests that banks or wire transfer companies based in retail outlets containing video cameras are used to a much lesser extent than those where the wire transfer service is franchised to a small, more localised unit. However, the extent to which these facilities are used is also determined by the ease of both sending and receiving the money. In cases where companies do not request documentation, and require only the use of a pre-agreed question and answer prior to release of the transferred sum, these facilities are particularly attractive to money launderers. 

Effects of Money Laundering for a Financial Institution

The nexus between narcotics, illegal arms, terrorism, corruption and political destabilization are evident throughout the globe.   Control of political and financial system by organized crime will corrupt and weaken a country’s social fabric, ethical standards and democratic institution. Financial Institution involved in money laundering suffers from reputation damage due to loss of financial integrity. Their compliance cost increases as they come under increased scrutiny of regulatory bodies. They may suffer from financial and criminal sanctions when fines and penalties including suspension/withdrawal of licenses and prison terms are imposed on them.

Money laundering activities cover not only the criminals who try to launder their ill-gotten gains, but also the banks / financial institutions and their employees who participate in those transactions, if the employees know that the property is criminally derived. “Knowledge” includes the concepts of “Willful blindness” and “conscious avoidance of knowledge”. Thus, employees of a bank / financial institution whose suspicions are aroused, but who then deliberately fail to make further inquiries, wishing to remain ignorant should be considered to have the requisite “knowledge”.

The bankers and other financial intermediaries should be vigilant against suspicious activities and an illustrative list is furnished below:  
· A customer maintains multiple accounts, transfer money among the accounts and uses one account as a master account from which wire/funds transfer originates or into which wire transfer /funds transfer are received (a customer deposits funds in several accounts, usually in amounts below a specified threshold and the funds are then consolidated into one master account and wired outside the country).

· A customer regularly depositing or withdrawing large amounts by a wire transfer to, or through countries that are known sources of narcotics or where Bank secrecy laws facilitate laundering money.

· A customer sends and receives wire transfers (from financial haven countries) particularly if there is no apparent business reason for such transfers and is not consistent with the customer’s business or history.

· A customer receiving many small incoming wire transfer of funds or deposits of cheques and money orders, then orders large outgoing wire transfers to another city or country.

· A customer experiences increased wire activity when previously there has been no regular wire activity.

· Loan proceeds unexpectedly are wired or mailed to an offshore Bank or third party.

· A business customer uses or evidences or sudden increase in wire transfer to send and receive large amounts of money, internationally and/ or domestically and such transfers are not consistent with the customer’s history.

· Deposits of currency or monetary instruments into the account of a domestic trade or business, which in turn are quickly wire transferred abroad or moved among other accounts for no particular business purpose.

· Sending and receiving frequent or large volumes of wire transfers to and from offshore institutions.

· Instructing the Bank to transfer funds abroad and to expect an equal incoming wire transfer from other sources.

· Wiring cash or proceeds of a cash deposit to another country without changing the form of the currency

· Receiving wire transfers and immediately purchasing monetary instruments prepared for payment to a third party.

· Periodic wire transfers from a person’s account/s to Bank haven countries.

· A customer pays for a large (international or domestic) wire transfers using multiple monetary instruments drawn on several financial institutions.

· A customer or a non customer receives incoming wire transfers from the Bank to ‘Pay upon proper identification’ or to convert the funds to banker’s cheques and mail to the customer or non-customer.
Conclusion:
Money laundering can have a range of severe macroeconomic consequences on countries. It can cause unpredictable changes in money demand, pose risks to the soundness of financial institutions and financial systems, contaminate legal financial transactions, and increase the volatility of international capital flows and exchange rates due to unanticipated cross-border transfers. Money laundering can also have a dampening effect on foreign direct investment if a country’s commercial and financial sectors are perceived to be under the control and influence of organized crime.

*****
