Steps to be followed for validating the Digital Signature affixed in
Form 16 & 12 BA.

Form 16 view before validation of Digital Signature

Step 1: Click on “Validity unknown”
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Step 2: Click “Signature Properties”

Signature Validation Status

#n  Signature validity is UNKNOWN,

;& - The Document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been induded in your list of trusted
identities and none of its parent certificates are trusted identities.
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Step 3: Click “Show Certificate”

Signature Properties

u@ Signature validity is UMEMOWMN,

{ Summary | Document || Signer | Date/Time || Legal |

Signied by: IM.HARIHARA SUBRAMANIAM <harihara. mahadevan@capgemini. \’[ Show Certificate. .. T/\

Reason: IFDrm 16

Date: |zcu:|9ﬂ:|4fz4 18:558:12 +05'30" Location: IChennai
Validity Summary

& The Document has not been modified since this signature was applied.

j} The signer's identity is unknown because it has not been induded in your list of trusted
" identities and none of its parent certificates are trusted identities.

1, Signature dateftime are from the dock on the signer's computer,

Signature was created using Adobe Acrobat.

Yalidate Signature Close
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Step 4: Click “Trust”

Certificate Yiewer
This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.
[ ]5how all certification paths found:
iz 2007 Surnmary |Detai|s | Revocation]| Trust "\Ia'culicies | Legal Motice |
3 Consultancy Services Certifying S==
M.HARIHARA SUBRAMANIAN <} l_l M.HARIHARA SLUBRAMANIANM
-
HIMDUSTAM UMILEVER. LIMITED
Issued by: Tata Consultancy Services Certifying Autharity
India PKI
Valid from:  2009/04/23 19:52: 14 +05'30°
Valid to:  2010/04/23 12:52: 14 +05'30°
Intended usage: Sign transaction, Sign document, Encrypt keys,
Client Authentication, Email Protection
< | >
a The selected certificate path is valid.
The path validation checks were done at 200%,/04/258 1%:11:05 +05'30°
Validation Model: Shell




Step 5: Click “Add to Trusted Identities...”

Certificate Viewer
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Validation Model; Shell

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ 15how all certification paths found

This certificate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

¥ K K =

Execute high priviege JavaScripts that are embedded
in a certified document
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a The selected certificate path is valid,

The path validation checks were done at 200%,04/28 19:11:05 +05'30




Step 6: Click “ok”

If vou change the trust settings, you will need to revalidate any signatures to
! see the change.

Trusting certificates directly from a document is usually unwise, Are you sure
you want to do this?

Step 7: Click on check box * Certified Documents”

Import Contact Settings

Certificate Details
Subject: M.HARIHARA SUBRAMAMIAM <harihara.mahadevan@capgemini. com >
Issuer: Tata Consultancy Services Certifying Authority <admin@tcs-ca. tcs.co.in=
IUsage: Sign transaction, Sign document, Encrypt keys
Expiration: 2010.04.23 14:22:147
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Trust this certificate for:
Signatures and as a trusted root
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Step 8: Check “ ok” & close

Import Contact Settings

Certificate Details
Subject: M.HARIHARA SUBRAMAMNIAM <harihara.mahadevan@capgemini.com =
Izsuer: Tata Consultancy Services Certifying Authority <admin@tcs-ca. tcs.co.in>
Usage: Sign transaction, Sign document, Encrypt keys
Expiration: 2010.04,23 14:22:14 7

Trust |

Trust this certificate for:

Signatures and as a trusted root
[*]iCertified documents:

|:| Dynamic content

[[] Embedded high privilege JavasScript
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Cancel
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Step 9: Click “ ok”

Certificate Yiewer

Shows all certification paths Found
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This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

Surmary || Details Revn:n:atin:nn| Trusk |F‘n:n|in:ies Leqal Makice

This certificate is nok trusted,

Trusk Setkings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

Execute high privilege JavaScripts that are embedded
in a certified document

¥ K K K XK

Perfarm privileged swskem operations (netwarking,
printing, file access, etc.)

E...'?'—.dd to Trusted Identities. .. |
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The selected certificate path is walid.

The path validation checks were done at 201 1)04)29 03:36:47 +05'30'

Yalidakion Madel: Shell




Step 10: Click on “Validate Signature” & Close

Signature Properties

IZI'J Signature validity is LIMENOWN,
Ly

Surnmaty |Du:u:ument Signer | DatefTime | Leqgal

Signed by |-I.ﬁ.R.ﬁ. SUBRAMAMIAN M <harihara, mahadevan@capgemini.com=> [ Show Certificate.., |

Reason: |F|:|rm 16

Ciate: |2|:Il 1/04/29 03:36:47 +05'30° Location:  |Chennai

Walidity Surmmmary:

Lﬁ’g& The Document has not been modified since this signature was applied.

|£_!'1. The signer's identity is unknown because it has not been included in vaour lisk of trusted
identities and none of its parent certificates are trusked identities,

1, Signature date/time are from the clock on the signer's computer,

Signature was created using Adobe Acrobat,
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Form 16 view after validation of Digital Signature
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