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AUDITING AND EDP

I.
AUDITOR’S CONSIDERATION OF INTERNAL CONTROLS IN AN EDP ENVIRONMENT

The second standard of field work requires that we obtain a sufficient understanding of the client’s internal controls (I/C) to plan the audit and assess control risk.  We hope that our assessment of control risk shows it to be low so that we can reduce substantive testing, thereby reducing audit costs.  When EDP is used in significant accounting applications, then you must consider the effects the computer has when evaluating the internal controls.  The auditor’s approach to considering I/C is the same in a computerized environment as in a manual environment:


--Obtain and document understanding of the internal controls

--Assess control risk

--Perform tests of controls

--Reassess control risk

A.
Obtain and document an understanding of the I/C

1.
The extent to which the auditor needs to understand the computer system is dependent upon the preliminary audit strategy selected:

a.
Primarily substantive approach--treat computer as a black number crunching box and just audit the inputs and outputs (auditing around the computer)

b.
Lower assessment of control risk--you rely on the computer’s controls (audit through the computer)
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B.
Assess Control Risk

1.
The auditor needs to assess the risk that the internal controls (including EDP controls) will not prevent or detect material errors or irregularities that will effect the financial statements.

a.
CONSIDER THE STRENGTHS AND WEAKNESSES OF THE GENERAL CONTROLS FIRST


Example of this in the payables cycle--one of the application (programmed) controls requires that the computer match the voucher with appropriate supporting documentation before a check is issued.  However, if the general controls over changes to programs cannot be relied on, then the payables program could be modified to allow an unauthorized check.  Thus, the application control could not be relied on either.

b.
Identify the general controls on which you plan to rely.

c.
Consider the strengths and weaknesses of application controls and user controls next.

d.
Identify the application and user controls on which you plan to rely.



Now make an initial assessment of whether the EDP controls appear reliable.  

You can:

1.
Determine that the EDP controls do not, after detailed review, appear reliable--you should achieve your audit objectives by other means (AUDIT AROUND THE COMPUTER if possible)

OR

2.
Determine EDP controls appear reliable & move to tests of controls 

C.
Tests of Controls (TCs) in Computer Environment

1.
Recall that the purpose of TCs is to obtain reasonable assurance that the internal controls are functioning properly.  The general controls are tested first, then the application and user controls.  Also, recall that TCs are done on a cycle by cycle basis.  So the accounts receivable application will be tested separately from the payroll application (and so on).  We do this because the controls in each cycle are different and independent.


The tables on following pages give examples of TCs which can be manually performed.  In addition EDP controls can be tested through use of  the computer as described in the following section on EDP Audit Techniques.

D.
Reassess control risk based on results of TCs

1.
High control risk would necessitate greater dependence on substantive testing and low reliance on computer controls.

2.
Low control risk means the computer controls can be relied upon to produce better #s & thus substantive testing can be reduced.

3.
No matter how good controls are you MUST do some substantive testing.

TABLE 1

CONTROL RISK ASSESSMENT/ TESTS OF CONTROLS

 FOR EDP GENERAL CONTROLS

	Potential

Misstatements
	Necessary 

Controls
	Possible Tests

of Controls

	OPERATION CONTROLS

1)  Errors may be made in

      inputting or processing

      data or distributing

      output.

2)  EDP personnel may

      initiate and process

      unauthorized

      transactions.


	Use of a data control group responsible for maintaining control over data input, processing, and output.

Segregation of duties between user departments and EDP for initiating and processing transactions.
	Observe operation of data control group.

Observe segregation of duties between user departments and EDP.

	CHANGES TO EXISTING PROGRAMS AND SYSTEMS

1)  Unauthorized program

      changes may result in

      unanticipated 

      processing errors.
	Internal verification of proper authorization, testing, and documentation of program changes before implementation.
	Examine evidence of internal verification; trace changes to supporting documentation.



	2)  Unauthorized changes

      in systems may result in

      processing errors.


	Approval and documentation of all systems changes.
	Examine evidence of approval and documentation of system changes.

	ACCESS CONTROLS

1)  Unauthorized users may

      gain access to EDP

      equipment.

2)  Data files and programs

      may be processed or

      altered by unauthorized

      users.


	Physical security of EDP facilities; management review of utilization reports.

Use of a library, librarian, and logs to restrict access and monitor usage.
	Inspect security arrangements and utilization reports.

Inspect facilities and logs.

	DEVELOPMENT OF NEW PROGRAMS AND SYSTEMS

1)  Systems designs may

      not meet the needs of 

      user departments or 

      auditors.

2)  Programs may not meet

     the needs of user

     departments or auditors.

 
	Participation of personnel from user departments and internal audit in designing and approving new systems.

Participation of personnel from user departments and internal audit in designing and approving new programs.
	Inquire about participants in designing new systems; examine evidence for approval of new systems.

Inquire about participants in designing new programs; examine evidence for approval of new programs.


TABLE 2

CONTROL RISK ASSESSMENT/TESTS OF CONTROLS

FOR EDP APPLICATION CONTROLS

	Potential

Misstatements
	Necessary 

Controls
	Possible Tests

of Controls

	Data for unauthorized transactions may be submitted for processing.

Valid data may be incorrectly converted to machine sensible form.

Errors on source documents may not be corrected and resubmitted.
	Authorization and approval of data in user departments; screening of data by data control group.

Verification (rekeying); computer editing; control totals.

Maintenance of error logs; return to user department for correction; follow-up by data control group.
	Examine source documents and batch transmittals for evidence of approval; observe data control group.

Observe data verification procedures; use test data to test edit routines; examine control total reconciliations.

Inspect logs and evidence of follow-up by data control group.



	Wrong files may be processed and updated.

Data may be lost, added, duplicated, or altered during processing.
	Use of external and internal file labels.

Use of control totals; limit and reasonableness checks; sequence tests.


	Observe use of external file labels; examine documentation for internal file labels.

Examine evidence of control total reconciliations; use test data.

	Output may be incorrect.

Output may be distributed to unauthorized users.
	Reconciliation of totals by data control group and user departments.

Use of report distribution control sheets; data control group monitoring.


	Examine evidence of reconciliations.

Inspect report distribution control sheets; observe data control group monitoring.



EDP AUDIT TECHNIQUES

The EDP audit techniques described below may be appropriate for doing tests of (internal) controls or substantive tests of a client's data. The purpose of the test determines whether it is a test of controls or a substantive test. Techniques which use the computer to aid in auditing are sometimes called CAATs--Computer Assisted Audit Techniques.

I.
EDP Audit Techniques Common in a Batch Processing Environment


A.
Test data (test deck) approach--auditor’s data, client’s software

1.
A set of dummy transactions is developed to determine if the controls that are purported to be in effect are functioning as intended.  Test data is composed (for each cycle to be tested) that represents every conceivable type of transaction, error and exception in which the auditor is interested.  The auditor observes the processing, notes any deviations from the expected results and investigates these differences.

2.
Advantages


a.
Relatively simple and quick


b.
Relatively inexpensive

3.
Disadvantages

a.
Limited by the auditor's imagination

b.
Difficult to establish that the program being tested is the one the client regularly uses, only TESTS PROGRAM AT A  POINT IN TIME 

c.   Make sure that the test data doesn't effect client's real data
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B.
Parallel Simulation--auditor's software, client's data

1.
In this approach, actual company data are reprocessed using an auditor controlled software program.  Sometimes the software is an auditor controlled copy of the client's program and sometimes the software is a generalized audit program prepared by the auditor. (NOTE: It's usually called controlled reprocessing when it’s the client’s program).  The output from the client's processing and the output from the auditor's processing are compared and any differences are investigated to determine the causes.



2.
Advantages




a.
Does not contaminate client files




b.
Can be run at a service bureau independently of client



3.
Disadvantages




a.
Expensive to develop generalized audit software which 





adequately simulates the client's software




b.
If you should choose to use the client's hardware, then EDP 





personnel can override the audit software by making 






modifications to the operating system, especially if they know 




when you will be running the program
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II.
EDP Audit Techniques Common in an On-line Real-time Environment


A.
Integrated Test Facilities (ITF)--(mini-company approach)



1.
An ITF is used for testing an application system with test

data during normal operations.  It is most easily accomplished when an      application performs the same processing for different subunits but produces a separate set of output for each subunit e.g. separate branches
or separate departments.  It is then a simple matter to set up a fictitious branch or department.  The auditor can create test transactions coded for 
the fictitious branch and enter these into the normal processing input. The test data is processed in the same manner as the live data and the output for the audit entity is the same as for the other entities.



2.
Advantages




a.
Both test data and live data are processed simultaneously




b.
Allows auditor to test program logic in actual use and





observe error handling procedures



3.
Disadvantages

 


a.
May create errors in client's data, particularly if the





audit data is not excluded from the summarization process

 


b.
Difficult to implement if the application is not already





designed for separate subunits




c.
Effectiveness of the ITF may be compromised if programmers 




identify the fictitious entity.

When an advanced OLRT system is in use, the independent auditor or the internal auditor may arrange for continuous monitoring of the system.  It is far less costly to develop audit techniques for continuous monitoring during development of a system or application.  ITF approaches continuous auditing.  The following audit procedures are appropriate for advanced computer systems.  Many identify and capture audit data as transactions occur.


B.
Process tracing software



A common computer fraud is to add code to a computer program such that the 

additional code is executed only upon encountering specific criteria.  Thus it 


is possible that the specific criteria necessary to trigger the fraud may not be 


included in the test.  PROCESS TRACING SOFTWARE 
is available that 



identifies program modules which were not executed by the test data.


C.
Tagging Transactions - also called the “Snapshot approach”

With this technique, the client's computer is programmed to monitor transaction activity and select transactions for subsequent audit review.  
Transactions can be selected according to the auditor's pre-established criteria or on a random basis.  The selected transactions are then "tagged" and traced through the system.  As the selected transactions are processed, additional documentation is displayed (or printed) so that the auditor can see how the transactions are handled as they are processed, i.e. it allows the auditor to examine the transactions at the intermediate steps in processing which are normally done within the computer but not displayed.  A special audit log maintains a record of these transactions and subsequent processing.  The auditor can then review, analyze or otherwise test these transactions.  An example of when tagging transactions might be applicable can be illustrated by expense accounts.  The system requires any expense account over a certain dollar amount to require supervisory approval.  In certain circumstances, it may 
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ITF ILLUSTRATION




From Humor in these United States:

Through the pitch-black night, the captain sees a light dead ahead on a collision course with his ship.  He sends a signal:  “Change your course ten degrees east.”

The light signals back:  “Change yours, ten degrees west.”

Angry, the captain sends: “I’m a Navy captain!  Change your course, sir!”

“I’m a seaman, second class,” comes the reply.  “Change your course sir.”

 Now the captain is furious.  “I’m a battleship!  I’m not changing course!”

 There’s one last reply.  “I’m a lighthouse.  Your call."

Our son had a long, shaggy beard when he made his first trip to Europe.  Several years later he went abroad again, using his still-valid passport.  A customs official studied the passport photo and then his face, now cleanly shaven.  Finally the woman signaled him through, saying, “Your mother must be very happy.”

My 16-year-old brother, Ryan was out late with friends one night.  Suddenly he realized it was Father’s Day and he had neglected to buy a card for our dad.  After much searching, Ryan located an open store, but was disappointed to find only two cards left on a picked-over rack.  Selecting one, he brought it home and somewhat sheepishly, presented it to our father.  Upon opening it, Dad read this message:  “You’ve been like a father to me.”   He looked at Ryan, puzzled.  “Well, Dad,” Ryan tried to explain, “it was either that or the card that said, ‘Now that I’m a father too...’”

SNAPSHOT ILLUSTRATION




More from Humor in These United States:

My dining-room table was set with hand-painted china that I’d recently inherited, so I proudly explained its history to an early arrival at my dinner party.  “Every place setting bears the design of a different kind of flower,” I said.  “No two are alike.”  My guest eyed the dishes skeptically.  “Well,” she replied, “if you don’t say anything, perhaps nobody will notice.”

When our daughter was born, she weighed nearly 11 pounds and was 23 inches long.  My sports minded husband crowed, “She’s a born basketball player!  She’s got the size and she already knows how to dribble.”

At the end of his sermon on Christian fellowship, our pastor asked everyone in the congregation to hold hands and join in the chorus “Bind Us Together.”  As the singing began, I noticed a second-grader in the pew in front of me who was taking the words to heart.  He was tying together the shoelaces of his sleeping three-year-old brother.

When my niece called to sell me Girl Scout cookies, I decided to test her knowledge about her organization.  “Can you recite the Girl Scout motto?”  I asked.     She thought a bit and then answered, “Get the money before you give them the cookies.”

Returning home with the groceries, I was pleased to see my son waiting at the door to help unload the bags.  He picked up two sacks and carried them in.  When I reached the kitchen, I saw an open gallon of ice cream and no trace of my son.  I found him in the living room enjoying his snack.  “What are you doing?”  I asked.     “Putting away the groceries” he said.

be desirable or necessary to override this control.  This may be accomplished by use of a high-level password.  Since these transactions would be of interest to the auditor, any transaction exceeding the dollar limit and involving a control override would be "tagged" for subsequent auditor review.  The problem with tagging transactions is identifying the appropriate threshold of transactions to be logged.  If the threshold is not realistic, the objective of highlighting unusual transactions is not accomplished and the client system will be overburdened.


D.
Embedded Audit Modules - also known as “Audit Hooks”

In applications involving high volumes of accounts or transactions, it is often effective to place audit software modules within existing client application programs.  For example, the client's monthly billing program might include an audit routine to select accounts randomly for confirmation and print the confirmation wording on the monthly statement.  Or, an audit module might be designed to collect information on transactions with related parties.  This audit module remains in the client program and is executed during normal processing.  By the use of appropriate commands, the auditor activates the module and performs audit processing as part of the normal client run.  Sometimes audit modules create SCARF (Systems Control and Audit Review File) logs of transactions for subsequent review by the auditor.  The disadvantage of audit modules is that the logic of the auditor's processing is incorporated within a client program and therefore is more susceptible modification by client personnel.

GENERALIZED AUDIT SOFTWARE

1.
A generalized audit software (GAS) package is a computer program or series of programs (written by the auditors) which are designed to perform certain data processing functions.

2.
Functions include reading computer files, selecting desired information, performing calculations,  & printing reports in a format specified by the auditor.

3.
GAS can be used to access, reformat, and consolidate client data and present it in a more meaningful and convenient manner.

4.
GAS can deal effectively with large quantities of client data.  Audit software can scan files, list exceptions based on the auditor's specified criteria, and summarize all or selected data on a computer file.

5.
Reasons for using generalized audit software include

- To produce audit efficiencies  by developing GAS packages which can be used a) on a variety of clients with minimum modification and b) in ensuing years with little or no modification.

- To reduce the auditor's reliance on client EDP personnel.

- To further the auditor's understanding of the client's automated systems and operations.

- To provide opportunities to observe the client's computer operations and general controls.

In general terms, audit software is used to accomplish six basic types of audit tasks:

1.
Selecting and printing audit samples.  Many audit software packages have the capability to select samples using random or other sampling methods.  Multiple criteria may be used for selection--for example, a judgmental sample of high-dollar and old items and a random sample of all other items.  Selected items can be printed in the auditor's working paper format or on special confirmation forms.  Examples are-- 



- Accounts receivable balances for confirmations



- Inventory items for observation



- Fixed asset additions for vouching



- Paid voucher records for review of expenses



- Vendor records for accounts payable circularization


2.
Examining records based on criteria specified by the auditor.  Because 


records in a manual system are visible, the auditor can scan for 




inconsistencies or inaccuracies without difficulty.  For records on computer 


data files, the auditor can specify audit software instructions to scan the 



records for propriety in terms of specified criteria and print those records that 



are exceptions to the criteria, so that follow-up action can be taken. Examples 


of this type of procedure are--



- Reviewing A/R balances for amounts over the credit limit



- Reviewing inventory quantities for negative and unreasonably large balances



- Reviewing payroll files for terminated employees



- Reviewing bank demand deposit files for unusually large deposits or 



  withdrawals

3.
Comparing data on separate files.  Where records on separate files should contain compatible information, audit software may be able to compare the fields to determine if the information agrees.  Examples are--

-
Comparing changes in A/R balances between two dates with details of sales and cash receipts on transaction files

-
Comparing payroll details with personnel records

-
Comparing current and prior period inventory fields to assist in reviewing for obsolete or slow-moving items

4.
Comparing data obtained through other audit procedures with company records.  Audit evidence gathered manually can be converted to machine-readable form (i. e. , keyed as input) and compared to other machine-readable data.  Examples are--



- Comparing inventory test counts with perpetual records



- Comparing creditor statements with accounts payable files

5 .
Resequencing or summarizing data and performing analyses.  Audit software can reformat and aggregate data in a variety of ways.  This allows the auditor to prepare analyses and to simulate the client's data processing systems to determine the reasonableness of the client's results.  Examples are--



- Totaling transactions on account files



- Testing accounts receivable aging



- Preparing general ledger trial balances



- Summarizing INV turnover statistics for obsolescence analysis



- Resequencing inventory items by location to facilitate physical observations

6 .
Testing calculations and making computations.  The auditor can use audit software to test the accuracy of computations and to perform quantitative analyses to evaluate the reasonableness of client representations.  Examples are--



- Recalculating the extensions of inventory items



- Recalculating depreciation amounts



- Recalculating the accuracy of sales discounts



- Recalculating interest



- Recalculating employees' net pay computations

Final Accounting
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”In examining our books, Mr. Mathews, promises to use 
generally accepted accounting principles, if you know
 what I mean”

CPA ESSAY QUESTION ON USING THE COMPUTER TO AUDIT INVENTORIES

Number 4 (Estimated time -- 15 to 25 minutes)

Brown, CPA, is auditing the financial statements of Big Z Wholesaling, Inc., a continuing audit client, for the year ended January 31, 1997.  On January 5, 1997, Brown observed the tagging and counting of Big Z's' physical inventory and made appropriate test counts.  These test counts have been recorded on a computer file.  As in prior years, Big Z gave Brown two computer files.  One file represents the perpetual inventory (FIFO) records for the year ended January 31, 1997.  The other file represents the January 5 physical inventory count.

Assume:

Brown issued an unqualified opinion on the prior year's financial statements.

All inventory is purchased for resale and located in a single warehouse.

Brown has appropriate computerized audit software.

The perpetual inventory file contains the following information in item number sequence:

Beginning balances at February 1, 1997: Item number, item description, total quantity, and prices.

For each item purchased during the year: Date received, receiving report number, vendor, item number, item description, quantity, and total dollar amount.

For each item sold during the year:  Date shipped, invoice number, item number, item description, quantity shipped, and dollar amount of the cost removed from inventory.

For each item adjusted for physical inventory count differences: Date, item number, item description, quantity, and dollar amount.

The physical inventory file contains the following information in item number sequence: Tag number, item number, item description, and count quantity.

Required:

Describe the substantive auditing procedures Brown may consider performing with computerized audit software using Big Z's two computer files and Brown's computer file of test counts.  The substantive auditing procedures described may indicate the reports to be printed out for Brown's follow-up by subsequent application of manual procedures.  Do not describe subsequent manual auditing procedures.
Group the procedures by those using a) the perpetual inventory file and b) the physical inventory and test count files.

No man can serve two masters; for either he will hate the 

one, and love the other; or else he will hold to the one, and

 despise the other.  You cannot serve God and riches.






Matthew 6:24

CPA ESSAY ON USING THE COMPUTER TO AUDIT INVENTORY
The substantive auditing procedures Brown may consider performing include the following:

Using the perpetual inventory file:

Recalculate the beginning and ending balances (prices x quantities), foot, and print out a report to be used to reconcile the totals with the general ledger (or agree beginning balance with the prior year's working papers).

Calculate the quantity balances as of the physical inventory date for comparison to the physical inventory file.

Select and print out a sample of items received and shipped for the periods a) before and after January 5 and 31, 1997, for cut-off testing, b) between January 5 and January 31, 1997, for vouching or analytical procedures, and c) prior to January 5, 1997, for tests of details or analytical procedures.

Compare quantities sold during the year to quantities on hand at year end.  Print out a report of items for which turnover is less than expected. (Alternatively, calculate the number of days’ sales in inventory for selected items.)

Select items noted as possibly unsalable or obsolete during the physical inventory observation and print out information about purchases and sales for further consideration.

Recalculate the prices used to value the year-end FIFO inventory by matching prices and quantities to the most recent purchases.

Select a sample of items for comparison to current sales prices.

Identify and print out unusual transactions. (These are transactions other than purchases or sales for the year, or physical inventory adjustments as of January 5, 1997.)

Recalculate the ending inventory (or selected items) by taking the be balances plus purchases, less sales, (quantities and/or amounts) and print out the differences.

Recalculate the cost of sales for selected items sold during the year.

Using the physical inventory and test count files:

Account for all inventory tag numbers used and print out a report of missing or duplicate numbers for follow-up.

Search for tag numbers noted during the physical inventory observation as being voided or not used.

Compare the physical inventory file to the file of test counts and print out a report of differences for auditor follow-up.

Combine the quantities for each item appearing on more than one inventory tag number for comparison to the perpetual file.

Compare the quantities on the file to the calculated quantity balances on the perpetual inventory file as of January 5, 1997. (Alternatively, compare the physical inventory file updated to year end to the perpetual inventory file.)

Calculate the quantities and dollar amounts of the book-to-physical adjustments for each item and the total adjustment.  Print out a report to reconcile the total adjustment to the adjustment recorded in the general ledger before year end.

Using the calculated book-to-physical adjustments for each item, compare the quantities and dollar amounts of each adjustment to the perpetual inventory file as of January 5, 1997, and print out a report of differences for follow-up.

GAS APPLICATION CHECKLIST

This checklist is intended for use in identifying potential applications for using Computer Assisted Auditing Techniques (CAATs) in order to increase audit efficiency and engagement productivity.

PAYROLL

*
Recalculate the total of the payroll transactions

*
Summarize payroll account distribution for reconciliation to the general ledger and 
inventory charges

*
Test computation of extensions and deductions

*
Merge the payroll transactions files with the payroll master files and test for 
exceptions:


**
Difference in the number of exceptions


**
Gross pay in excess of given dollar amounts


**
Differing hourly/salary rates


**
FICA differing from the authorized tax rate


**
Maximum FICA earnings exceeded


**
Duplicate or missing record (employee numbers)


**
Hours worked greater than given weekly/monthly totals


**
Flagging/purging of master records for terminated employees

SALES

*
Recalculate the total of the sales journal

*
Summarize sales account distribution for reconciliation to general ledger postings 
and 
accounts receivable (A/R) file

*
Match sales records to the A/R file's sales posting 

*
Test for unusually large amounts

*
Test for missing or duplicate invoice numbers

*
Compare shipping dates to the month recorded and flag potential cutoff problems

*
Test sales invoices for:


**
Arithmetical accuracy of extensions and footings 


**
Unit price range of allowance prices


**
Unit price match to the master file

*
Analyze by market, product line, customer, cost, sales commission, etc.

*
Select sample for tests of controls or substantive testing

ACCOUNTS RECEIVABLE

*
Test for clerical accuracy--totals and extensions

*
Add trial balance or aging

*
Age using company's current method or auditor-defined method

*
Print unusual invoices, refunds, debit memos, etc.

*
Test for new, large-dollar volume accounts

*
Print account balances exceeding the credit limits by a specific percentage

*
Print accounts with large past-due amounts

*
Select accounts or invoices for confirmation

*
Sort and summarize by customer number, type of account or type of confirmation

*
Using weekly/monthly files (if available), update accounts receivable from date of 
circulation 
to year-end; select transactions for additional testing from these update 
files

*
Test sales, including cutoff ratios (turnover, etc.) and discounts allowed                                

*
Apply cash receipts subsequent to the confirmation date to accounts receivable to 
determine uncollected receivables or receipts for which no receivable was recorded

*
Merge interim balance with year-end balances and print a comparative trial balance, 
or accounts with changes greater than a given percentage

INVENTORY

*
Test the clerical accuracy of footings and extensions and merge the quantity file with 
pricing/cost files

*
Select a sample for price testing using large dollar balances, systematic sample, 
and/or dollar value estimation

*
Using physical count files:


**
Test for duplicate or missing tag numbers


**
Match test counts obtained during physical inventory observation to the 



inventory file


**
Summarize by product number

*
For a perpetual inventory, use a sampling program to stratify, select, and print a 
sample for
physical testing

*
Using the master cost file:


**
Test for duplicate part/item numbers


**
Test for reasonableness of unit costs


**
Segregate unusual increases/decreases in standard costs by merging updated 

file with prior period files and printing unusual variances


**
Merge with year-end inventory file for pricing test

*
Test for lower of cost or market (base on avg selling price, current year std costs, 
etc.)

*
Test for obsolete/slow-moving items (“excess inventory”)


**
Use the company's current method (if reasonable)


**
Use the date of the last shipment or convert the current year's sales dollars to 


quantities and isolate quantities on-hand in excess of the normal turnover


**
Merge the inventory file with the sales files, calculate the supply on-hand and 


compare to the prior usage

*
Perform a turnover analysis

*
Calculate gross profit or potential gross profit by product line or in total

*
For LIFO inventories:


**
Calculate the base and current-year extensions


**
Summarize and compute the current-year index


**
Compute the LIFO value for each LIFO pool


**
Compare base prices to prices from prior year's files

PROPERTY, PLANT AND EQUIPMENT

*
Test the clerical accuracy of footings and extensions, and print a trial balance of the 
account

*
Calculate depreciation (book and tax), comparing them to the installation's figures, 
and 
print exceptions

*
Test to determine that accumulated depreciation does not exceed cost for any


assets

*
Summarize activity for the year by type

*
Summarize by classification, location, etc.

*
Compute the investment tax credit and recapture for the year's transactions

*
Select samples for testing--additions, retirements, etc.

*
Test for obsolescence; set stds for avg lives and compare with the current actual 
lives

*
Test for duplicate or missing asset numbers

*
Compute amortization for intangibles

*
Select disbursements for repairs and maintenance for testing

*
Summarize leases by type, and calculate footnote information required

ACCOUNTS PAYABLE

*
Print and foot trial balance

*
Test expense computations/groupings (i.e., account distribution)

*
Select vendors for vendor request (based on frequency, large dollar volume, etc.)

*
Develop or test history by vendor (using 12 month files)

*
Search for unrecorded liabilities:


**
Sample additions to accounts payable subsequent to the cutoff date


**
Merge cash disbursements subsequent to the cutoff date with accounts 


payable, and investigate unmatched disbursements

NOTES PAYABLE/SHORT-TERM DEBT

*
Foot and summarize the year's activity

*
For 10-K purposes, calculate the following:


**
Average interest rate during the year


**
Average short-term debt outstanding during the year


**
Weighted average interest rate


**
Largest month--end balance

CASH RECEIPTS

*
Recalculate the total of the cash receipts journal

*
Summarize cash receipts by the respective account distribution for reconciliation to 
general ledger posting

*
Select sample for tests of controls or substantive testing

*
Summarize/segregate by the types of receipts

*
Match cash receipts to cash payments applied to the accounts receivable file

*
Test for unusually large receipts, unusual classifications, or unusual allowances or 
discounts

CASH DISBURSEMENTS

*
Recalculate the total of the cash disbursements journal

*
Summarize cash disbursements by the respective account distribution for 
reconciliation to the general ledger posting

*
Select sample for tests of controls or substantive testing

*
Summarize/segregate by the type of disbursement

*
Match cash disbursements to disbursements applied in the A/P file

*
Test for unusually large disbursements or unusual disbursement classifications

GENERAL LEDGER AND/OR JOURNAL ENTRY SYSTEM

*
Match general ledger amounts to the totals summarized in the cash receipts and cash disbursements tests for the respective account classification

*
Test for unusual journal entry codes

*
Test for unusually large journal entries

*
Select sample of journal entries for tests of controls or substantive testing

*
Recalculate the general ledger trial balance

*
Print the general ledger trial balance

*
Print the standard, monthly journal entries

*
Print and foot a summary

*
Merge with the prior year and print a comparative trial balance; consider a print-out of significant operating account changes by calculating percentage changes

*
Calculate various ratios

*
Select journal entries for testing
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OTHER EDP CONSIDERATIONS

I.
Microcomputers

A.
Many accounting firms are developing auditor's workbenches or workstations which consist of a microcomputer and a set of integrated, sophisticated software programs.  The workbench is used to plan and administer the audit, extract data from the client's mainframe computer, audit the data, prepare audit analysis and reports.

B.
Many client organizations are also making extensive use of microcomputers or mini computers (sometimes called end user computing).  For example, common accounting tasks PCs are used for include consolidations, foreign exchange transaction, overhead allocation, and other purposes.  The internal control objectives and audit considerations are the same as those in a larger and more complex EDP system.  However, special audit problems exist:

-
lack of segregation of duties

-
lack of adequate documentation

-
access and security controls over equipment

-
files and data are often inadequate


Appropriate controls to deal with these problems are needed.

C.
Use of microcomputers can provide many benefits to the auditor.  Among these are:

1.
Work papers


--
can be easily accessed and stored


--
can be customized easily


--
are more legible and consistent

2.
Computations and comparisons are more efficient and accurate

3.
Supervisory review time may be reduced

4.
Scope of work (AP, sample sizes, recalculations) may be expanded

5.
Staff morale and productivity may be improved

6.
Engagement management information (e.g. time budgets) are more easily generated and analyzed.

There were once two completely bedridden older men.  The one man’s bed was next to the window and day after day he would describe what he was seeing to the other man.  He would describe the beautiful scenes that would occur in the park--leaves changing in the fall, ice skaters on the pond in the winter, the birds returning in the spring, a wedding in the summer.  Over the years they became good friends.   But eventually the man began to be jealous of his friend with the window view and he would find himself secretly wishing his friend dead so he could have the window view.  Eventually he got his wish.   The next day he asked if he could be moved to the window bed.  As soon as the nurse was gone he raised the bed to look out the window.  There was a brick wall.











--Anonymous

Traditional Uses of Microcomputers

The use of a microcomputer for word processing and spreadsheet applications has greatly increased audit efficiency. 

Examples of spreadsheet applications on an audit engagement are

Financial statement analysis,

Consolidations,

Regression analysis,

Graphical analysis,

Statistical evaluation,

Detailed analysis of account balance.

Expanded Uses of Microcomputer Software

Documenting and Evaluating Internal Controls. Using software for control evaluations makes it relatively easy to update for changes in the internal controls, and such software usually permits potential control deficiencies to be linked to substantive audit procedures.

Access to Database Information. Most professional standards (FASB, GASB, SAS's) and the CPA firms provide their auditors with instant access (via CD Rom) to the firm’s internal accounting and auditing standards. There are also public databases and Internet sources which provide extensive information about particular companies and industries, e.g. The SEC's EDGAR has all public filings online.  Other examples are CCH & BNA's tax databases

Expert Systems. Points out areas that ought to be considered and will develop tentative conclusions and the support for the conclusions.  For example, recent flowcharting programs will flag weaknesses in the internal controls as you are drawing the flowchart.

Audit Program Generator. The auditor selects the account balance area and the program generates a number of different audit procedures depending on the adequacy of the client’s internal controls for the area under audit investigation.

Statistical Sampling and Evaluation. Virtually all the sampling techniques normally used by auditors have been implemented in microcomputer software.

Audit Planning. Many firms have developed microcomputer capabilities to consolidate and summarize large amounts of data needed to effectively plan, and document the planning of, an audit.

Audit Workpaper Software. Software is available to facilitate the preparation of audit workpapers and perform certain analytical procedures.  The auditor can create tailored documents (such as lead schedules, trial balances, etc.) for each client by modifying standard documents through work processing capabilities.

Program Analysis Tools. Various software packages allow an auditor to analyze the logic of client programs, do a step by step tracing (or mapping) of program instructions and identify undocumented changes to a program (called source code comparison)
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CPA QUESTION ON THE BENEFITS OF USING A MICROCOMPUTER TO AUDIT

(Estimated time -- 15 to 25 minutes)

Microcomputer software has been developed to improve the efficiency and effectiveness of the audit.  Electronic spreadsheets and other software packages are available to aid in the performance of audit procedures otherwise performed manually.

Required:

Describe the potential benefits to an auditor of using microcomputer software in an audit as compared to performing an audit without the use of a computer.

The potential benefits to an auditor of using microcomputer software in an audit as compared to performing an audit without the use of a computer include the following:

1.
Time may be saved by eliminating manual footing, cross-footing, and other routine calculations.

2.
Calculations, comparisons, and other data manipulations are more accurately performed.

3.
Analytical procedures calculations may be more efficiently performed.

4.
The scope of analytical procedures may be broadened.

5.
Audit sampling may be facilitated.

6.
Potential weaknesses in a client's internal controls may be more readily identified.

7.
Preparation and revision of flowcharts depicting the flow of financial transactions in a client’s system may be facilitated.

8.
Working papers may be easily stored and accessed.

9.
Graphics capabilities may allow the auditor to generate, display, and evaluate various financial and non-financial relationships graphically.

10.
Engagement-management information such as time budgets and the monitoring of actual time vs. budgeted amounts may be more easily generated and analyzed.

11.
Customized working papers may be developed with greater ease.

12.
Standardized audit correspondence such as engagement letters, client representation letters, and attorney letters may be stored and easily modified.

13.
Supervisory-review time may be reduced.

14.
Staff morale and productivity may be improved by reducing the time spent on clerical tasks.

15. 
Client's personnel may not need to manually prepare as many schedules and otherwise spend as much time assisting the auditor.

16.
Computer-generated working papers are generally more legible and consistent.
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II.
Reports On The Processing Of Transaction By Service Organizations

A.
Service Organization (SO) - provides services to users, e.g.

1.
EDP service centers, often called service bureaus, process transactions and related data for others (common example = payroll) 

2.
Bank trust departments that invest and hold assets for employee benefit plans or for others

3. 
Mortgage bankers that service mortgages for others


When the service organization provides on-line access to many users it is termed time sharing.  Special audit concerns exist in these environments, and special controls are needed:

-
Procedures to prevent unauthorized access to data and files

-
Adequate backup and recovery procedures

-
Boundary protection controls

-
Adequate audit trails

-
Batch controls to verify processing at service bureau

-
Unique ID and confidential passwords for time sharing

B.
User Organization - The entity that has engaged a service organization and whose F/S are being audited.

1.
Typically the transactions processed by the service organization (SO) are subject to the SO’s control policies and procedures (P & P) that are physically and operationally separate from the user.


Yet even the most ardent believers in the “accountants are dull” theory agree that it isn’t fair when the profession must suffer for another’s sins.  The February 1968 issue of the Journal of Accountancy, for example, quoted a diatribe of Elbert Hubbard, the American author who died in 1915, supposedly directed against accountants.    According to the publication, Mr. Hubbard referred to accountants as “cold”, passive, noncommittal, with eyes like codfish, polite in contact but at the same time unresponsive, cool, calm, and as damnably composed as a concrete post or a plaster-of-paris cat, a human petrifaction with a heart of feldspar.

C.
User Auditor - Auditor of the user organization.  In evaluating the user’s internal controls, the user auditor has 3 choices:

1.
Test user controls over activities of the SO


e.g. possible if user keeps and reconciles batch totals

2.
Perform tests of controls at SO


NOT USUALLY PRACTICAL

3.
Rely on the service auditor’s report ( see below)


BUT MAKE NO REFERENCE TO THIS IN YOUR AUDIT REPORT

D.
Service Auditor (SA) - The auditor who reports on the processing of transactions at 
a service organization.  The Service Auditor must be independent of the SO but 
need not be independent of each user organization.  The SA’s report is issued as of 
a specified date, not 
for a period of time:

1.
Report on policies and procedures (P & P) placed in operation (Type A report).

a.
Opinion on whether description presents fairly P & P placed in operation, and whether P & P were suitably designed to provide reasonable assurance that control objectives would be achieved.

b.
TYPE A REPORT DOES NOT PROVIDE A BASIS FOR REDUCING ASSESSMENT OF CONTROL RISK.

2.
Report on policies and procedures placed in operation and tests of operating effectiveness.

a.
Give the same opinion as Type A plus opinion on operating effectiveness (i.e. reasonable assurance that control objectives were achieved).

b.
TESTS OF CONTROLS HAVE BEEN CONDUCTED THUS TYPE B REPORTS PROVIDE A BASIS FOR REDUCING THE ASSESSMENT OF CONTROL RISK. 

c.
The actual tests of controls conducted are included in an appendix to the report.

3.
Regardless of the type of report, the SA should get a representation letter from the SO.

EXAMPLE OF A TYPE A REPORT

To XYZ Service Organization:

We have examined the accompanying description of the _________ application of XYZ Service Organization. our examination included procedures to obtain reasonable assurance about whether (1) the accompanying description presents fairly, in all material respects, the aspects of XYZ Service Organization's policies and procedures that may be relevant to a user organization's internal controls, (2) the control policies and procedures included in the description were suitably designed to achieve the control objectives specified in the description, if those policies and procedures were complied with satisfactorily, and (3) such policies and procedures had been placed in operation as of __________ .  The control objectives were specified by __________ .  Our examination was performed in accordance with standards established by the American Institute of Certified Public Accountants and included those procedures we considered necessary in the circumstances to obtain a reasonable basis for rendering our opinion.

We did not perform procedures to determine the operating effectiveness of policies and procedures for any period.  Accordingly, we express no opinion on the operating effectiveness of any aspects of Service Organization's policies and procedures, individually or in the aggregate.

In our opinion, the accompanying description of the aforementioned application presents fairly, in all material respects, the relevant aspects of XYZ Service Organization's policies and procedures that had been placed in operation as of __________ .  Also. in our opinion, the policies and procedures, as described, are suitably designed to provide reasonable assurance that the specified control objectives would be achieved if the described policies and procedures were complied with satisfactorily.

The description of policies and procedures at XYZ Service Organization is as of __________ and any projection of such information to the future is subject to the risk that, because of change, the description may no longer portray the system in existence.  The potential effectiveness of specific policies and procedures at the Service Organization is subject to inherent limitations and, accordingly, errors or irregularities may occur and not be detected.  Furthermore, the projection of any conclusions, based on our findings, to future periods is subject to the risk that changes may alter the validity of such conclusions.

This report is intended solely for use by the management of XYZ Service organization, its customers, and the independent auditors of its customers.


EDP MULTIPLE CHOICE QUESTIONS

I.  EDP AUDITING TECHNIQUES QUESTIONS

      1.
Which of the following is true of generalized audit software packages?

a.
They can be used only in auditing on-line computer systems.

b.
They can be used on any computer without modification.

c.
They each have their own characteristics which the auditor must carefully consider before using in a given audit situation.

d.
They enable the auditor to perform all manual test of control procedures less expensively.

       2.
Auditing by testing the input and output of an EDP system instead of the computer program itself will

a.
Not detect program errors which do not show up in the output sampled.

b.
Detect all program errors, regardless of the nature of the error.

c.
Provide the auditor with the same type of evidence.

d.
Not provide the auditor with confidence in the results of the auditing procedures.

       3.
When testing a computerized accounting system, which of the following is not true of the test data approach?

a.
Test data are processed by the client's computer programs under the auditor's control.

b.
The test data must consist of all possible valid and invalid conditions.

c.
The test data need consist of only those valid and invalid conditions in which the auditor is interested.

d.
Only one transaction of each type need be tested.

       4.
Which of the following methods of testing applications controls utilizes a generalized audit software package prepared by the auditors?

a.
Parallel simulation.

b.
Integrated testing facility approach.

c.
Test data approach.

d.
Exception report tests.

       5.
Which of the following is not among the errors that an auditor might include in the test data when auditing a client's EDP system?

a.
Numeric characters in alphanumeric fields.

b.
Authorization code.

c.
Differences in description of units of measure.

d.
Illogical entries in fields whose logic is tested by programmed consistency checks.

       6.
In auditing through a computer, the test data method is used by auditors to test the

a.
Accuracy of input data.

b.
Validity of the output.

c.
Procedures contained within the program.

d.
Normalcy of distribution of test data.

       7.
When an auditor tests a computerized accounting system, which of the following is true of the test data approach?

a.
Test data are processed by the client's computer programs under the auditor's control.

b.
Test data must consist of all possible valid and invalid conditions.

c.
Testing a program at year end provides assurance that the client's processing was accurate for the full year.

d.
Several transactions of each type must be tested.

       8.
The most important function of generalized audit software is the capability to

a.
Access information stored on computer files.

b.
Select a sample of items for testing.

c.
Evaluate sample test results.

d.
Test the accuracy of the client's calculations.

       9.
The least likely use by the auditor of generalized audit software is to

a.
Perform analytical procedures on the client's data.

b.
Access the information stored on the client's EDP files.

c.
Identify weaknesses in the client's EDP controls.

d.
Test the accuracy of the client's computations.

     
10.
Processing simulated file data provides the auditor with information about the reliability of controls from evidence that exists in simulated files.  One of the techniques involved in this approach makes use of

a.
Controlled reprocessing.

b.
Program code checking.

c.
Printout reviews.

d.
Integrated test facility.

       11.
In a daily computer run to update checking account balances and print out basic details on any customer's account that was overdrawn, the overdrawn account of the computer programmer was never printed.  Which of the following procedures would have been most effective in detecting this irregularity?

a.
Use of the test deck approach by the auditor in testing the client's program and verification of the subsidiary file.

b.
Use of a running control total for the master file of checking account balances and comparison with the printout.

c.
A program check for valid customer code.

d.
Periodic recompiling of programs from documented source decks, and comparison with programs currently in use.

       12.
An auditor will use the EDP test data method in order to gain certain assurances with respect to the

a.
Input data.

b.
Machine capacity.

c.
Procedures contained within the program.

d.
Degree of keypunching accuracy.

       13.
When auditing "around" the computer, the independent auditor focuses solely upon the source documents and

a.
Test data.
c.
Compliance techniques.

b.
EDP processing.
d
EDP output.

       14.
The primary purpose of a generalized computer audit program is to allow the auditor to:

a.
Use the client's employees to perform routine audit checks of the EDP records that otherwise would be done by the auditor's staff accountants.

b.
Test the logic of computer programs used in the client's EDP system.

c.
Select larger samples from the client's electronic data processing records than would otherwise be selected without the generalized program.

d.
Independently process client electronic data processing records.

       15. 
An auditor can use a generalized computer audit program to verify the accuracy of:

a.
Data processing controls. 
c.
Totals and subtotals.

b.
Accounting estimates.
d.
Account classifications.

Liabilities
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II. COMPUTERIZED ACCOUNTING INFORMATION SYSTEMS

       1.
Hitech, Inc., has changed from a conventional to a computerized payroll clock card system.  Factory employees now record time in and out with magnetic cards and the EDP system automatically updates all payroll records.  Because of this change

a.
The auditor must audit through the computer.

b.
Internal control has improved.

c.
Part of the audit trail has been lost.



d.
The-potential for payroll related fraud has been diminished.

       2.
In the weekly computer run to prepare payroll checks, a check was printed for an employee who had been terminated the previous week.  Which of the following controls, if properly utilized, would have been most effective in preventing the error or ensuring its prompt detection?

a.
A control total for hours worked prepared, from time cards collected by the timekeeping department.

b.
Requiring the treasurer's office to account for the numbers of the prenumbered checks issued to the EDP department for the processing of the payroll.

c.
Provide the auditor with the same type of evidence.

d.
Not provide the auditor with confidence in the results of the auditing procedures.

       3.
First Federal S & L has an on-line real-time system, with terminals installed in all of its branches.  The system will not accept a customer's cash withdrawal instruction in excess of $1,000 without the use of a "terminal audit key." After the transaction is authorized by a supervisor, the bank teller then processes the transaction with an audit key.  This control can be strengthened by:

a.
On-line recording of the transaction on an audit over-ride sheet.

b.
Increasing the dollar amount to $1,500.

c.
Requiring manual, rather than on-line, recording of all such transactions.

d.
Using parallel simulation.

       4.
Matthews Corp. has changed from a system of recording time worked on clock cards to a computerized payroll system in which employees record time in and out with magnetic cards.  The EDP system automatically updates all payroll records.  Because of this change 

a.
A generalized computer audit program must be used.

b. 
Part of the audit trail is altered.

c.
The potential for payroll related fraud is diminished.

d.
Transactions must be processed in batches.

       5.
For the accounting system of Acme Company the amounts of cash disbursements entered into an EDP terminal are transmitted to the computer that immediately transmits the amount back to the terminal for display on the terminal screen.  This display enables the operator to

a.
Establish the validity of the account number.

b.
Verify the amount was entered accurately.

c.
Verify the authorization of the disbursement.

d.
Prevent the overpayment of the account.
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Auditors are the people who come in 


after the war and bayonet the survivors.





Faith is the substance of things hoped for, the evidence of things not seen. 


                           Hebrews 11:1





To err is human.  To really foul


things up requires a computer.


Anonymous
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