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Concept:
Cloud computing – we have been hearing this term quiet often these days.  What exactly is cloud computing? To understand this as a layman, suppose you want Ola or Uber ride and you don’t want spend extra money. In fact, you want to save money and still take a ride in Ola or an Uber. So you take Ola or Uber share instead of taking the ride all alone. Cloud computing conceptually is same like this. The business organization in this case takes IT software, IT infrastructure (like physical server, hardware, network units, physical building) on rent. The reason is the same. The company does not want to spend more money on buying software or IT infrastructure. In fact, the business organization can save money by this arrangement as the software or Infrastructures are shared by more than one company. So the cost of rental goes down and the company saves cost.
Risk – Auditor’s perspective:
Now as you are travelling in a shared Ola or an Uber, the phone conversation you are having in the cab will be heard by all the co-passengers. Similarly, the data of the company that are being processed by rented software or at the rented server has the risk of being accessed by any unauthorised third party or may be lost forever.
Controls – Auditor‘s focus
1. Legal terms with cloud service provider: Firstly, there should a legal agreement with all the terms and conditions. The company should have right to audit the service provider.

2. Data classification:  To understand the importance of the data that is being processed. Whether the data is less confidential (can be shared with public) or highly confidential data. Auditor needs to understand the controls being exercised depending on the nature of the data confidentiality. For example, in case highly confidential data only approved and authorised personnel should have access to the data. Or the data is encrypted when it flows through the network.

3. Cloud computing Service provider’s control:  The service provider should have controls like 

a) Hiring of staff: Adequate background verification done at the time of hiring employee by the service provider.
b) Access Control: Controls are existing to access the premises or the data. For example, password, biometric access, identity card.
c) Data restoration:  There should be arrangements to ensure that data can be restored in the event of disaster. (For example, fire, natural disaster etc.). This refers to data back-up.
d) Data storage and right to destruction: The service provider to store the data as per the agreed term and should ensure data security. Data destruction should be controlled as per the terms of the agreement.

e) Tracking of incident of data breach (data leakage, manipulation etc):  The service provider should regularly monitor for incidences of data leakage and manipulation. The reason for the data breach should be tracked and necessary action should be taken.

f) Regularity Compliance:  The service provider should ensure compliance with any regulatory requirement. (Say for example SOX compliance)

g) [bookmark: _GoBack]Security measures like Anti-virus, Firewall, and Patches: The service provider should ensure that security measures like Firewall, patches, anti-virus etc. are in place and updated regularly.


