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When a confidential data travels through public network, there is a risk that the confidential that the data may be hacked by someone outsider. So the technique to avoid this is encryption. Under this method the text/information (also known as Plain text) which can be seen by eyes can be modified into a scrambled text which cannot be read by normal eyes. This unreadable text is known as Cipher text.
Now if the sender changes the plain text into a cipher text then how will the receiver of the information read it. For this, the receiver of the information needs to re-convert the information into plain text again. This process of reconversion is known as Decryption.
Encryption or decryption is done with the help of Key.  The sender of the message should have a key to encrypt the data/information. Again the receiver of the information should also have a key to decrypt the information.
The above process is also used to ensure that the message is received from an authentic person.
For example, when we enter PIN in ATM, the pin is converted into cipher text by encryption process before the PIN travels through the network.
Symmetric & Asymmetric encryption:  
Now when the key available to the sender and receiver of information are the same then the encryption method is known as Symmetric encryption.
Again on the other hand, when the sender and the receiver of information is having different type of keys (usually known as private key & public key), it is known as Asymmetric encryption.
 How the process works?
· Sender (Say Mr.A) and receiver (Say Mr. B) publishes their public encryption key at convenient places (say a website).
· Now both Mr. A and Mr. B retrieve the public key of each other.
· [bookmark: _GoBack]Mr.A creates and signs the message with his private key and then encrypts the same with Mr. B’s public key. After this he sends it to Mr.B.
· Mr. B decrypts the message with his private key and verifies the signature of Mr.A with Mr. A’s public key.



