	Prevention of Frauds under Computerised Environment


1. Introduction
1.1 Computerization has brought advantages of efficiency, speed and economy in all spheres of life. It is a very powerful tool and provides opportunities of efficiency and speed to everybody using it. Further, the vast increase in the memory (whether RAM or storage) and processing speeds as well as availability of wide range of software, particularly Internet and web-based applications i.e. connectivity, have made them pervade all aspects of our lives. This has also brought large economy of scale particularly in our economic environment and we are becoming more and more dependent on computers and their networks for the services such systems deliver. 

1.2 While the proliferation of computer networks enables such convenience; it also provides ample opportunities for their misuse particularly for economic or financial gains. This is as computers networks can also be used to commit crimes from geographically far places. Such computer frauds are known by various names such as cyber crimes or e-crimes and we can describe them as an act involving computer equipment, software or data that results in an unauthorized financial advantage. Worldwide frauds in computerized environment cause losses running into very large sums. Although in India, frauds committed so far have not revealed any extensive manipulation of computer systems, it is no doubt a potentially high-risk area, which should be addressed carefully and in timely manner. According to a recent survey, companies in India have not addressed security issues appropriately. 

1.3 Frauds committed using computers vary from complex financial frauds where large amounts are illegally transferred between accounts by sophisticated hackers, to the simpler frauds where computer is only a tool that a criminal uses to commit a crime. The latter are no different from crimes without computers. For example, using a computer, a scanner, graphics software, and a high-quality colour laser printer for forgery or counterfeiting is the same crime as using an old-fashioned printing press with ink. Here the perpetrator of the crime is just using computer as a tool. Similarly, stealing a laptop computer with proprietary information stored on the hard disk inside the computer is the same crime as stealing a briefcase that contains papers with proprietary information. Although such crimes may also cause financial damage, they may be considered outside the scope of this paper. Here we are basically concerned about computer frauds committed by an unauthorized user (whether insider or outsider) to the computer networks, which aims at causing economic or financial gains to the user by this act or an economic or financial loss to the information system (i.e. hardware, software and data) owner.

1.4 Let us try to understand what is unauthorized use. Information system controls in financial organizations are established on the two basic principles, the principle of least privilege and that of maker and checker. The principle of least privilege means that every individual is given access to the sensitive information strictly on the need to know basis and is given only those rights to access data and programmes, which are in line with his job duties and nothing more. While giving lesser rights than required may decrease the efficiency of working, giving more rights has associated risks of misuse or possible frauds. The principle of maker and checker means that for each transaction, there must be at least two individuals necessary for its validation. While one individual may create a transaction, the other individual should be involved in confirmation or authorization of the same. Here the segregation of duties plays an important role. In this way, strict control is kept over system software and data keeping in mind functional division of labor between all classes of employees. Vendors are also allowed access to use information system resources particularly when are hardware, software or data is outsourced. A strict control over their usage as well as taking out of the any devices for maintenance should be observed, as devices may carry important data, which can be misused. 

1.5 Many times access is also allowed to users to download or upload the data using wide area networks or Internet. Similarly, access may also allowed to outsiders (not necessary customers) through Internet or dial-up connections and this access may be either for information on products or direct access to services through computer systems as decided by business policy of the organization. 

1.6 Hence, information system assets of organizations may be open for use by almost everybody from desk-level staff working in organization to database/system/network managers, senior/top management, different type of vendors, internal/external auditors, customers, general public etc. Normally user rights for each category will have to properly defined and appropriately incorporated in the software systems (operating systems, database management systems and application software) to prevent their misuse. It is, however, easier said than done. 

2. Characteristics of Computer Fraud
2.1 In an ideal situation, where information systems have all the necessary controls, which are properly integrated with other manual controls and maintained, there will generally be no cause of worry. It is however, not so. Not only, most system controls are not perfect, people also try to manipulate systems for variety of motives from games playing, ego peer pressure, hatred for the organization, emotional maladjustment, Robin Hood syndrome to blackmail and economic gains. Such people could be insiders, outsiders as well as vendors, competitors in fact any one. 

2.2 Computer frauds gain their criticality as they are easy to commit, difficult to detect and even harder to prove. The most important type of such frauds is committing the fraud by manipulation of input, output or throughput of a computer system. While in input manipulation, input data such as deposit amounts in ledgers, limits in accounts or face value of cheques are changed; output manipulation is achieved by affecting the output of the system, such as use of stolen or falsified cards in ATM machines. Throughput manipulation could be by rounding off sums credited to different accounts and siphoning of the rounded digits to another account. No system is foolproof and fraudulent transfers can occur in even highly automated and secure funds transfer systems. 

2.3 Other types of such frauds or crimes could be unauthorized access to computers by hacking into systems or stealing passwords, deliberate damage caused to computer data or programs, computer forgery (changing of data or images stored in computers) and un-authorized reproduction / modification of computer programs. 

2.4 Various studies have revealed that disgruntled employees have committed most of the frauds, whether current or former. The reason is that they have a good understanding of the systems and weaknesses of controls and hence, are in a position to exploit the loopholes therein. In some cases, system administrators have also perpetrated frauds. Other important causes of such frauds are lack of employee awareness, poor implementation of security policies and segregation of duties, vendor products with weak security controls, outsourced service providers and hackers (many as young as school students). Computer frauds in such cases are generally for economic benefit to the fraudster and corresponding loss to the organization (one may give it various names such as embezzlement, asset misappropriation, payroll abuse etc.). Other sources of computer crimes are terrorists, organized criminals and groups hating the organization. 

3. Prevention of Computer Frauds
3.1 The first step in prevention of frauds in computerized systems involve setting up of proper access controls both physical and logical. The physical protection of Information System assets means physical control of access to computer and network systems and the devices to which they are connected. Access to these systems could be controlled by security guards, installation of code locks, smart card driven door opening devices or modern biometric devices (which control the access on the basis of certain individual characteristics such as finger-prints, eyes retina image etc., which cannot be changed or falsified). The latter devices are primarily applied when dealing with large systems concentrated in one location. Protection to peripheral units (terminals, printers, modems) can be provided by keeping them in room, physical access to which is restricted to authorized persons. Protection of transmission devices such as cables and leased lines is harder as there are no standard solutions. 

3.2 However, in a computerized environment, logical access controls (i.e. controls to operating systems, data-base systems as well as application systems) play more important role. Adequate controls over system software and data is done by keeping a strict control over functional division of labor between all classes of employees, keeping in mind the principle of least privilege and that maker and checker. A clear segmentation of access to system engineers, programmers and administrators is also done depending on their work responsibility. Information System Auditors / Security Management must exercise a great deal of creativity in identifying ways in which unauthorized users could gain access. They must isolate these risks, and identify and assess the specific controls in place to deal with these risks. Hence, the first step in prevention of computer frauds is setting up of the appropriate controls. 

3.3 Next step in prevention of frauds would be to ensure that the users properly implement the control systems. Control measures could be either software driven like passwords or system driven like exception reports and transaction authorization processes. In this connection, it may be noted that access controls are a system in themselves and existence of such controls means existence and maintenance of such control systems. Let us consider the case of passwords as access control measures. It may be noted that merely having passwords is not sufficient. It should also be ensured that password have been prescribed to have certain minimum characters, are stored in encrypted files, there is a forced change of passwords at the time of first login as well as after a specified period, a user is disabled after say three unsuccessful tries, no more than one concurrent logins are allowed, holiday / leave tables are maintained and certain password are prohibited. These features however depend on the security policy of the organization. Further, whenever staff moves from desks / departments or is transferred or resigns/retires, their user-ids and passwords should be immediately removed. 

3.4 Systems are also designed to keep a chronological record of the events occurring in the system (i.e. commands executed by the users, actions on files, messages displayed by the system, resources consumption by the users, transaction entry and security violations) in the form of audit trails. These can be built in operating systems, database management systems as well as application software. A regular analysis of audit trails as control measure helps in containing any future loss through fraud.

3.5 However, although having good controls and maintaining them is a major step in prevention of frauds it is still not sufficient to prevent them. Even with the best of systems and their maintenance, all the possibilities of their misuse can neither be predicted nor tested. Many times during the course of normal work, small events are observed which can point towards possible gaps in controls. It is very much important to log them, investigate them and finally remove the gaps by suitable modifications in software and/or controls. For example, let us assume that a data-entry operator has observed that after the data is entered, in place of clicking OK button if Esc key is pressed the data is automatically validated without being confirmed by the supervisor. While a normal person may bring this to the notice of supervisor, a fraudster can misuse the same to commit a fraud. Hence, to prevent frauds, all such events should be properly logged, enquired/investigated into, necessary modifications carried out and patches applied at all places. Event logging, monitoring and auditing is an important tool in prevention of frauds.

3.6 Even when the best of the access controls tools are used and monitored, when data flows from within the network through data communication lines or from one network to another or through Internet, protection of the data becomes an important tool for prevention of frauds. For this, one can either depend on simple processes like check sum or hash totals built in the software or may require using encryption technology or cryptography. The complexity and cost of implementation of these methods varies a lot and is, hence, decided by the risk element. For example, when data relating to inter-branch reconciliation flows through network simple processes like check sum or hash totals may suffice. However, in the case of INFINET used for Real Time Gross Settlement, which uses dial-up connections, leased lines as well as VSAT technology (note that the latter is in broadcast mode) for access, use of Public Key Infrastructure (PKI) with a larger key-size is necessitated.

3.7 Firewalls for computer networks are another important tool in prevention of frauds when access is allowed across networks or Internet. They are used to enforce an access control policy across the networks. They allow only authorized traffic to pass and prevent unauthorized access. They also protect sensitive data and provide audit or logging information. Firewall itself should be immune to penetration and should form a part of overall security policy. It should authenticate all server access and should preferably have the capability to log all access attempts. As such they provide a focal point for monitoring and log access to the network and thus limit exposure of network services. 

3.8 Present technology also makes us available what is called as Intruder Detection Systems (IDS). IDS are systems build up to detect intruders entering the network. It is the process of identifying and responding to malicious activity targeted at computing and networking resources and is an important component of defensive measures protecting computer system and networks from abuses. There are different kinds of IDS. Network Intrusion Detection Systems (NIDS) monitor packets on the network and attempt to discover if a hacker is trying to break into a system. Usually NIDS sits on an independent machine watching all network traffic. System Integrity Verifiers (SIV) monitors system files to detect when an intruder changes them (particularly when intruders hide their tracks or leave a backdoor) and send alert. SIV also detects when a normal user somehow acquires root/administrator level privileges. Log File Monitor (LFM) monitors log files generated by network and look for patterns in the log files that suggest an intruder is attacking. Deception Systems, also called decoys, look vulnerable from the outside and lure hackers into trying to intrude. Once the hacker gets into the network it triggers an alarm at the same time.

3.9 Firewalls are devices that block all traffic and selectively allow a few well-chosen items. As a preventive measure, the firewall administrator adds "rules" that allow specific types of traffic, which are permitted to go through the firewall. As firewall acts like a fence around the network, it cannot on its own detect somebody trying to break in. It restricts access at the designated points. IDS, on the other hand, are intended to recognize attacks against the network that firewall is unable to see. 80% of all the financial losses are due to hacking that come from inside the network. Firewall cannot see anything happening inside the network. Firewall checks for traffic which passes between internal network and the Internet. Adding IDS will double-check mis-configured firewalls; catch attempts that fail; catch insider hacking; record electronic evidence. IDS allow the analyst to process 'events of interest' generated by the sensors deployed at sensitive areas and net connection points. Since it is sensor dependent there could be lot of "false positives". It is the last line of defense and allows you to see your opponents moves, to watch as they gather information about your network, to detect intrusion attempts and also to terminate a connection if things turn nasty. It is now the highest level of security for networks.

3.10 It may, however, be kept in view that a security built around technology always comes at a cost. Hence when finding technological solutions to security or fraud control, business objectives cannot be kept aside; as organizations, particularly financial and commercial, cannot ignore the cost of technology and some trade off will always be there. Not only such trade offs should be accepted with the approval of the top management, they should also be tackled in conjunction with normal vigilance machinery. Every fraudster leaves some trail in the system and / or outside it. Even staff or supervisors, if vigilant, cannot fail to detect suspicious behaviour, movements or expenditure of their colleague. Many times such vigilance has detected and hence prevented larger frauds. 

4. Detection of Computer Frauds
4.1 Despite all such measures, as technology is taking rapid strides (for fraudsters as well as organizations), system security administrators are discovering that they have to constantly improve upon the technological tools. However, security can only reduce the possibility of fraud and not totally rule it out. 

4.2 Frauds often begin with an innocent error committed or observed by an employee that somehow slips undetected past internal controls. A typical fraud starts by the fraudster first 'testing the waters' by fraudulently drawing a small amount. Once the controls have been breached successfully and such losses are not detected fraudster finds the temptation too great to resist and continues to commit the same "error" until they are caught. In a computerized environment, the perpetrators of fraud also expect their crime to be near impossible to detect among the thousands or millions of transactions processed by the organization. Hence to reduce the losses, timely detection of the frauds plays an important role. 

4.3 Auditors worldwide are discovering that their most effective tool to combat fraud is data inquiry, analysis, and reporting software. As the success of the fraudster depends on how fast their crime is detected among very large number of transactions processed by the organization, auditors and fraud investigators find that computers are their best tools for detection of fraud. Powerful, interactive software that quickly sifts through mountains of electronic data enables auditors to effectively detect and prevent fraud throughout an organization. The benefit is speed. Searches of electronic documents and data can be conducted many times faster than in the case of paper documents. Sophisticated software tools enable investigators to uncover data in seconds, which would have otherwise taken months. 

4.4 One such tool is the General Audit Software (like ACL - Audit Command Language and IDEA - Interactive Data Extraction & Analysis). Such tools can quickly compare and analyze data to identify patterns and trends that often reveal fraudulent activity. One can use it to process normal data as well as exception reports and audit trails. Although such powerful software tools effectively replace many of the manual processes, auditors must remember that such interactive (exchange of information between computer and user) tools demand flexibility and creativity on the part of auditor. As such, auditors should be prepared to revise their queries in response to results of earlier queries.

4.5 Further, auditors must combine their formal training with learned sleuthing strategies and data analysis tools. For effectively detecting and preventing fraud, one must be able to recognize fraud and its symptoms. Auditors have been trained to look for anomalies and a data analysis tool can highlight anomalies quickly. However, while gathering evidence for fraud, one will have to be little creative and examine closely any indication of fraud, however, small. In other words, to uncover a fraud, one must think like a thief and not as an auditor. 

4.6 Often, the challenge for investigators of computer frauds is that actions undertaken by them may change the data during the course of investigations itself. Hence, investigators must ensure that their activities do not inadvertently change the materials they are examining. Now, investigators are using imaging techniques combined with armory of sophisticated software tools. Imaging involves making a replica of a system, including all hidden areas and deleted files, that is examined for evidence. For example, one software-tool allows files to be examined and searches carried out regardless of where information has been stored. An employee may have hidden sensitive information within the code of a picture file, e-mailed it to competitor and then deleted it from system. Conventional searches may not find such data, however, this software could locate it and determine its source. Computer imaging is also now admissible in courts and is becoming a powerful tool against fraud.

4.7 It may be added here that realization of the losses due to such crimes is even more difficult. In fact, as such crimes can be committed by comparatively with much less investment and gains to fraudsters may be beyond geographic boundaries, recovery becomes a Sisyphean (endless and fruitless) task. It is, hence, far better to devise a number of preventive measures to avert potential perpetrators of fraud than to face complex problems after fraud has been committed. 

4.8 Another way to use such software for prevention of fraud could be identifying organizations risks and exposures and assembling fraud profiles for targeted audits. These processes can then be automated using programmes or batches (series of commands run in a logical manner for desired result) and then proactive continuous surveillance and monitoring of data to catch frauds earlier in the fraud cycle and prevent greater loss in future. 

4.9 Auditors cannot ignore the trends that characterize this rapid technological evolution, which is rapidly replacing paper transactions. Auditors, who possess the flexibility to adapt to change and are able to recognize the trends occurring around them, will be better prepared to identify unmistakable patterns of fraudulent activity in and around their organizations. Hence, besides having auditing skills, it is important and beneficial for the auditors to have intimate knowledge of computerized systems to understand the possible modes of frauds so that they can isolate all types of risks to safeguard the interests of the organization.

4.10 In a nutshell, one should not forget that, in a computerized environment, frauds increase, as fraudsters believe their action near impossible to detect, if detected near impossible to prove, if proved nearly impossible to convict and if convicted, amounts nearly impossible to recover. The problem is compounded in networked banks operating in different nations with different laws. Despite this, it has been observed that frauds perpetrated from across the globe have been detected and amounts recovered by proper combination of technology and sleuthing skills. Hence, while security administrators continually watch incidences and plug the holes, fraud investigators improve their skills and actively liaise with authorities to improve the legal framework. 

