
	Cash Department

	1. By whom are the keys of the cash safe held?
	

	2. Is the cash safe being opened and closed by the key holders themselves?
	

	3. What is the average cash on hand maintained by the branch since the previous audit? Is it adequate for day to day requirements or is it excessive?
	

	4. Is all cash received during the day’s operations sorted, stitched and transferred to double lock (wherever applicable) on the same day?
	

	5. If the branch has TT/DD discounting limit with RBI/State Bank of India etc. Is the limit adequate?
	

	6. Are instructions for keeping only minimum required cash at the cash counter during business hours being followed strictly?
	

	7. Is the cash on hand checked number of times a month as per guidelines in the bank’s manual of instructions?
	

	8. Are there frequent excesses or shortages in cash?
	

	9. Mention the amount of soiled notes to be exchanged, pending with the branch if accumulated since more than 3 months.
	

	10. Is decoy money planted & recorded properly.
	

	11. Is the list of token exhibited with the paying cashier.
	

	12. Is the loss of token (if any) reported to Higher Authorities?
	

	13. Whether the safe is placed in a strong room?
	

	14. If not, is it embedded in RCC enclosures?
	

	15. Is the cash safe kept away from public view?
	

	16. State whether the branch has implemented Pre-Scrolling system.
	

	17. State whether the branch has been reporting entries of cash above Rs.10.00 lacs to the Higher Authorities regularly?
	

	18. Whether the branch has reported all transaction of suspicious nature to the appropriate law enforcement authorities designated under the relevant law governing such activities.
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	Computer Audit

	1. Whether password parameters is set at 15 days
	

	2. Whether all users are given passwords?
	

	3. Whether user-ID register is maintained?
	

	4. Whether important password like, DBA branch Manager should be kept in sealed cover and be in dual control?
	

	5. Whether daily monthly backups are taken.
	

	6. Whether backups are write protected and kept away from magnetic media?
	

	7. Whether the backup media is stored in fire proof cabinet secured with lock and key?
	

	8. Whether off-site backups are to be preserved?
	

	9. Whether labelling of the media is properly done?
	

	10. Whether the reports generated by the system are checked and signed by the officer?
	

	11. Whether hardware/software problems are noted in details in register?
	

	12. Whether asset register containing details of all computer and peripherals are maintained at the branch and whether the terminals, PCs are numbered?
	

	13. Whether hardware devices are in working condition?
	

	14. Whether manuals, IT department guidelines are readily available?
	

	15. Whether audit trails reports are printed and checked by Branch Manager?
	

	16. Whether exceptional reports are signed by the Branch Manager?
	

	17. Whether insurance policy of computers is on record?
	

	18. Whether AMC of UPS/Computers are renewed on due date?
	

	19. Whether preventive maintenance is done by the vendor?
	

	20. Whether branch parameters are properly set?
	

	21. Whether random checking of interest, commission is done periodically?
	

	22. Whether logs are printed and checked after the vendors performs his job?
	

	23. Whether random checking of interest, commission is done periodically?
	

	24. Whether access to the computer room is restricted to authorised person only?
	

	25. Whether server room is Air Conditioned?
	

	26. Whether UPS is placed in proper location and whether it is able to take the load of    the server/terminals.
	

	27. Whether terminals/keyboard/server are placed in cleaned environment and
	

	28. covered after day’s work?
	

	29. Are there any idle terminals/printers in the branch?
	

	30. Whether anti virus software of latest version is installed in servers/PCs of
	

	31. branches to prevent data corruption?
	

	32. Does operator put the transaction number and initial on the vouchers.
	

	33. Whether any data entry job is entrusted to third party and whether agreement to
	

	34. that effect exits?
	

	35. Has proper training on the system as well as application given to the staff and are there recorded to support this?
	

	36. Whether users log out when they leave the terminal?
	

	37. Whether all modules in the software are implemented?
	

	38. Whether tale-banking system is functioning?
	

	39. Whether the IBRDDR floppies are generated after day end?
	

	40. Whether MBB is in working condition at the branch?
	

	41. Whether the MBB reports are printed and checked with GL transactions.
	

	42. Are fire fighting and fire alarm installed outside the server room?
	

	43. Whether all the registers such as daily system log register, complain/vendors access register, user-ID register of books/manuals, asset register, register for software licenses, backup register, preventive maintenance register, register of consumables etc. are maintained?
	

	BRANCH MANAGER/INCHARGE
	BRANCH AUDITORS

	Security

	1. Whether the outer walls, roof and floor of the branch premises are adequately strong from security angle?
	

	2. Are windows and ventilators properly covered with grills?
	

	3. Whether entrance/exit points properly reinforced with collapsible gates/rolling shutters?
	

	4. Whether the safe is placed in the strong room? If not it is embedded in RCC enclosures?
	

	5. Does the branch have an Alarm-System? If provided, is it working
	

	6. Does the branch have an emergency lighting system? If yes, is it working?
	

	7. Is cashier’s cabin located at a safe place?
	

	8. Whether automatic locks is fixed to the Cashier’s cabin, if provided, is the cabinet kept closed?
	

	9. Whether armed guard/watchman is provided?
	

	10. Whether right type of fire-extinguisher are provided?
	

	11. If yes, whether filling by the vendors on due dates is ensured?
	

	12. Whether entry of outsiders in the premises/in the vicinity of cash/SDV/currency chest properly regulated?
	

	13. Whether important emergency telephone number are prominently displayed in the branch?
	

	14. Whether transit of cash to/from other banks/branch/currency chest is properly authorized and safeguard.
	

	15. Whether dual controls keys of the branch premises is properly exercised?
	

	16. Whether Gun license bears the name of the retainer and renewed time?
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	Safe deposit Vault

	1. Are agreement of hiring locker forms and specimen signature cards properly filled up (including operating instruction) and duly signed by the hire/s and by the officer?
	

	2. Please check whether access to the vault is allowed after verifying hire’s signature and operating instructions.
	

	3. Are intimation and notice for rent due sent regularly?
	

	4. Are the rental received, credited on the same day to SDV rental received A/c?.
	

	5. Does the branch ensure that no operations are permitted where the rent is in arrears by putting a adhesive tape paper seal on the locker.
	

	6. Give the details of lockers broken open (a) for arrears of rental (b) at hire’s request. Was the laid down procedure followed in the case of lockers broken open for arrears of rent? .
	

	7. Are the breaking open charges being recovered from hirers?
	

	8. Are the locks of surrendered lockers interchange before hiring them out once again?
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