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Audit Objectives
The purpose of this audit work program is to assess, at a high level, and validate key controls in place for the Control Environment.  Inadequate or ineffective controls in this area may give rise to financial and operational risks.
Risks addressed in this audit work program include:

· A code of conduct and other policies does not exist regarding acceptable business practices, conflicts of interest, or expected standards of ethical and moral behavior.
· Adequate staffing levels are not maintained to effectively perform required tasks.
· An independent governing body that provides oversight for management's activities does not exist.
· An ongoing education process does not enable people to deal effectively with evolving business environments.
· Company personnel do not have the competence and training necessary for their assigned duties.
· Disciplinary actions do not send a message that violations of expected behavior will not be tolerated.
· Employees throughout the entity are not assigned authority and responsibility related to their specific job functions.
· Executives do not clearly understand their responsibility and authority for business activities and how they relate to the entity as a whole.
· Formal job descriptions or other means of defining tasks that comprise particular jobs do not exist and are effectively used.
· Incompatible duties are not segregated (e.g., separation of accounting for and access to assets).
· Individual compensation awards are not in line with the ethical values of the company, and foster an appropriate ethical tone (e.g., bonuses are not given to those that meet objective, but in the process circumvent established policies, procedures or controls).
· Job descriptions do not contain specific references to control-related responsibilities.
· Job performance is not periodically evaluated and reviewed with each employee.
· Management does not adopt accounting policies that best reflect the economic realities of the business.
· Management does not analyze the risks and potential benefits of ventures.
· Management does not establish and enforces standards for hiring the most qualified individuals, with emphasis on educational background, prior work experience, past accomplishments, and evidence of integrity and ethical behavior.
· Management does not exemplify attitudes and actions reflecting a sound control environment and commitment to ethical values.
· Management does not follow ethical guidelines in dealing with employees, suppliers, customers, investors, creditors, insurers, competitors, regulators and auditors.
· Management does not convey the message that integrity and ethical values cannot be compromised, and employees must receive and understand that message. Management does not continually demonstrate, through words and actions, a commitment to high ethical standards.
· Management does not specify the level of competence needed for particular jobs, and translate the desired levels of competence into requisite knowledge and skills.
· Management does not possess broad functional experience (i.e., management comes from several functional areas rather than just a few, such as production and sales).
· Management does not provide personnel with access to training programs on relevant topics.
· Management does not remove or reduce incentives or temptations that might cause personnel to engage in dishonest or unethical acts.
· Management does not take appropriate disciplinary action in response to departures from approved policies and procedures or violations of the code of conduct.
· Personnel are not cross-trained to understand other functions and the impact of their specific duties on other areas of the company.
· Screening procedures, including background checks, are not employed for job applicants, particularly for employees with access to assets susceptible to misappropriation.
· Senior management does not maintain contact with and consistently emphasize appropriate behavior to operating personnel.
· Situations involving pressure to meet unrealistic targets exist or are not properly controlled – particularly for short-term results.
· The entity does not establish appropriate lines of reporting, giving consideration to its size and the nature of its activities.
· The importance of high ethics and controls is not discussed with newly hired employees through orientations or interviews.
· Executives do not fully understand their control responsibilities and do not possess the requisite experience and levels of knowledge commensurate with their positions.
· The structure of the entity does not facilitate the flow of information to appropriate people in a timely manner.
· There are not policies and procedures for authorization and approval of transactions.
· There is not a structure for assigning ownership of information including who is authorized to initiate or change transactions.
· There is not an established "tone at the top" including explicit guidance about what is right and wrong. This tone is not communicated and practiced by executives and management throughout the organization.  Employees are not aware of what to do when they encounter improper behavior.
· Training policies do not communicate prospective roles and responsibilities and do not illustrate expected levels of performance and behavior.
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	I.  Audit Procedures
	
	

	
	A. Code of Ethics
	
	

	
	1. Obtain the Code of Ethics adopted by Company ABC Management.
	
	

	
	2. Obtain copies of each member of senior management's certification of the Code of Ethics.
	
	

	
	3. Obtain the population of all new employees hired during the period selected for testing, date to date.
	
	

	
	4. Generate a random sample of X new employees.
	
	

	
	5. Obtain copies of the signed code of ethics for each of the new employees selected for testing.
	
	

	
	6. Through inspection, verify that each new employee signed the Code of Ethics.
	
	

	
	B. Incident Hotline
	
	

	
	1. Obtain the Company ABC Employee Hotline Policy and Procedures.
	
	

	
	2. Inspect the policy and procedures and verify a process exists that facilitates the reporting of Code of Ethics, legal, and regulatory violations by employees.
	
	

	
	3. Obtain evidence that this policy is communicated to employees (i.e., new hire package, employee handbook, etc.)
	
	

	
	C. Code of Ethics Communication
	
	

	
	1. Visit the Company’s ethics website.
	
	

	
	2. Through inspection verify that the Code of Ethics is posted on the site.
	
	

	
	3. Obtain a copy of the New Hire Package.
	
	

	
	4. Through inspection verify that the New Hire Packages contains a copy of the Code of Ethics.
	
	

	
	5. Inquire whether or not any new agreements with agents were entered into during the testing period.
	
	

	
	6. If new agreements exist, then obtain evidence verifying they contain the Code of Ethics and Foreign Corrupt Practices Act language.
	
	

	
	D. Insider Trading Policy
	
	

	
	1. Obtain the Insider Trading policy and verify that it includes guidelines for employee transactions involving Company ABC securities during quarterly close times.
	
	

	
	2. Obtain evidence that this policy is communicated to employees (i.e. emails, new hire package).
	
	

	
	E. Disciplinary Action (Violation of Code of Ethics)
	
	

	
	1. Obtain the Code of Ethics policy and verify that it proscribes the disciplinary action to be taken for violations.
	
	

	
	F. Monthly Flash Report
	
	

	
	1. Inquire with the Director of Financial Reporting concerning the process for completing the Flash report, including developing forecasts.
	
	

	
	G. Individual Bonuses
	
	

	
	1. Inquire with the VP-HR as to the process for determining bonus payouts.
	
	

	
	2. Obtain documentation (policies, guidelines) related to the Incentive Compensation Plan that is in place.
	
	

	
	H. Mission / Vision Statement Defined
	
	

	
	1. Obtain a copy of the mission statement from the Company ABC public website verifying it exists.
	
	

	
	2. Through inquiry, confirm that the Mission Statement is reviewed to ensure it is aligned with organizational strategy on an annual basis.
	
	

	
	I. Tuition Reimbursement Policy
	
	

	
	1. Verify that there is a tuition reimbursement policy in place by obtaining a copy of the policy.
	
	

	
	2. Obtain evidence that employees are made aware of the policy (i.e. posted on intranet, included in new hire package, etc.)
	
	

	
	J. Employee Annual Review (Identification of Training Opportunities)
	
	

	
	1. Obtain documentation related to the Demonstrated Effectiveness Appraisal process and verify that identification of training opportunities is a component of that process.
	
	

	
	2. Inspect the Tuition Reimbursement Program policy in the Employee Handbook and verify the company provides up to $X per year of tuition reimbursement.
	
	

	
	K. Management Experience
	
	

	
	1. Obtain bios for Company ABC Officers and Board of Directors and verify that Management collectively possesses experience in the areas of operations, finance, sales, and engineering.
	
	

	
	L. Individual Roles
	
	

	
	1. Obtain the Company's documentation concerning the Org Structure System.
	
	

	
	2. Obtain evidence that the roles within the company have been assigned complexity levels in order to determine the appropriate organizational structure.
	
	

	
	M. Accounting / Finance Personnel
	
	

	
	1. Obtain a copy of the Finance and Accounting Organizational Charts.
	
	

	
	2. Inquire with Accounting personnel regarding the sufficiency of the accounting staff.
	
	

	
	N. Strategy
	
	

	
	1. Obtain agendas, meeting minutes, documentation and plans resulting from the (year) offsite strategy meeting.
	
	

	
	2. Verify that the attendees of the meeting included the top X individuals of the company.
	
	

	
	3. Through inspection, verify that the company's performance in relation to the strategic plan as well as strategic developments and their related benefits and risks were discussed.
	
	

	
	O. Company Newsletter
	
	

	
	1. Generate a random sample of two quarters from the period selected for testing.
	
	

	
	2. Obtain a copy of the Company ABC Express Newsletter distributed for the quarters selected for testing.
	
	

	
	3. Verify that the Company ABC Express newsletter contains a statement from the CEO regarding the company’s activities and outlook and that the Newsletter was distributed.
	
	

	
	P. Communication of Significant Changes
	
	

	
	1. Generate a random sample of two quarters from the period selected for testing.
	
	

	
	2. Obtain evidence of the X meetings for the quarters selected for testing.
	
	

	
	Q. Employee Goals
	
	

	
	1. Inquire with VP of HR concerning the process for employees to follow for determining Critical Success Factors.
	
	

	
	2. Obtain documentation (i.e. policies, guidelines, or communications from HR) regarding the Critical Success Factors process.
	
	

	
	R. Organizational Structure
	
	

	
	1. Obtain a copy of the organizational structure.
	
	

	
	2. Through inspection, verify the organizational structure in place facilitates the flow of information.
	
	

	
	S. Segregation of Duties
	
	

	
	1. Inspect the Risk and Control Matrices documented as part of compliance with the requirements of the Sarbanes Oxley Act.
	
	

	
	2. Verify that Segregation of Duties controls have been documented at the process level for Sarbanes Oxley.
	
	

	
	T. Succession Plan
	
	

	
	1. Obtain a copy of the succession plan.
	
	

	
	2. Through inspection, verify that all individuals included in the succession plan are current employees of Company ABC.
	
	

	
	U. Limits of Authority Policy
	
	

	
	1. Generate a random sample of two months from the period selected for testing (date to date).
	
	

	
	2. Obtain a copy of the Limits of Authority policy current as of the months selected for testing.
	
	

	
	3. Through inquiry, verify that the Limits of Authority policy was updated monthly and sent out to the organization.
	
	

	
	V. Hiring Policies and Procedures
	
	

	
	1. Obtain a copy of the Hiring Policies and Procedures that are in place.
	
	

	
	2. Inspect the Hiring Policies and Procedures and verify hiring searches are based on the qualifications set forth in the staffing requisition form.
	
	

	
	W. Employee Appraisal
	
	

	
	1. Obtain available documentation related to the appraisal program (i.e. policies, guidelines, and communications from HR).
	
	

	
	2. Verify that the program includes steps to evaluate the employee's effectiveness and to set the plan to close any identified "gaps."
	
	

	
	X. Board of Directors
	
	

	
	3. Obtain available information regarding the board of directors.
	
	

	
	4. Verify that X of the X Directors are non-management.
	
	

	
	5. Verify that the governance committee and compensation committee members are non-management.
	
	

	
	6. Visit the company's website.
	
	

	
	7. Verify that the charter is available to the public at www.Company ABC.com.
	
	

	
	II. Reporting Procedures
	
	

	
	A. Compile results from this process review into a report for management to review.
	
	

	
	B. Schedule a meeting with management and appropriate process owners to discuss results.
	
	

	
	C. Receive sign-off from management on the report results and document action steps to address process deficiencies.
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