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THE SPECIFIC REFERENCE TO THE ICAI’s  PUBLICATIONS

WITH REFERENCE TO COMPUTER AUDIT

4
COMPENDIUM OF COMPUTER AUDIT 

4.1
Statement  on Auditing Practice 

The Statement deals specially on the Computers 
Para 2.17

4.2
GUIDANCE NOTE ON AUDIT OF BANKS

Internal Audit and Inspection


Para 2.31 to 2.34

Evaluation of Internal Control System

Para 2.41

Computerisation




Para 3.31 to 3.32

Internal Control




Para 4.01 to 4.06

Report of the Auditors



Appendix III

4.3
AUDITING AND ASSURANCE STANDARDS

4.3.1
AAS  1 : 


a)   Accounting System and Internal Control    
Para 18-20

The Auditor should gain an understand  of the accounting system and related internal controls and should study and evaluate the operations of those internal controls upon which he wishes to rely in determining the nature, timing and extent of other audit procedure. ( Para 19)

b)    Audit conclusion and Reporting

Para  21-23

The auditor should review and assess the conclusions drawn from the audit evidence obtained and from the knowledge of business of the entityt as the basis for the expression of his opinion on the financial informations.

4.3.2
AAS 2 
Objective and Scope of the Audit of Financial Statements   

To form an opinion on the financial statements, the auditor should be reasonably satisfy  as to whether the information contained in the underlying accounting records and other source data is reliable and sufficient as the basis for thepreparation of the financial statements. ( Para 6 )

4.3.3
AAS 4 
Fraud and Errors

Lists “ some factors unique to an EDP environment which relate to the conditions and events in which fraud or error can occur “ (Appendix to the AAS)

4.3.4
AAS 6 :
Risk Assessment and Internal Control

Specific Control procedure included ..  . .  Controlling applications and environment of computer information systems , for example, by establishing controls over :

· Changes to the computer programme

· Access to data files





( Para 9.b)

5
PRELIMINARY  AUDIT PROCESS
5.1
Process Audit. 

· To understand the functioning of the operations of the soft ware vis-a-vis  business and audit requirements.

· Thus, to ascertain the capabilities and incapabilities of the soft ware and its processes. 

This can be achieved by using the questionnaire, multiple rounds of discussions with the system administrators and application owners. A report with list of weakness in the software and details of inadequacy of process and procedures must be prepared.

5.2      Segregation and rotation of duties –  

Examine the Delegated authority  of branch officials. To ascertain what are the procedures maintained to restrict one individual from handling reconciling duties and performing general ledger entries for that same account. Thus individual reconciling should be unable to post to the general ledger. 

This can be ascertained by :

· Ascertaining whether the Logical access controls, procedures are adequate over application software. 

· Reviewing the adequacy of access controls and application documentation. 

· Reviewing access levels for the banking application(s) for personnel

5.3
Special Inquiry into :

· Excess / short credit/ debit interest/commission on advances; 

· of interest on deposits; 

· In case the discrepancies are existing in large number of cases, the auditor should consider the impact of the same on the accounts; 

· Determine reasons for the discrepancies noticed; 

· Check whether the recurrence of such discrepancies are general or in respect of some specific clients;

· ATM Reconciliation. That is whether the reconciliation of each of the ATM to the General Ledger is conducted on a regular basis.

6
ADDITIONAL ASPECTS OF THE AUDIT PROGRAM 

6.1
The OBJECTIVES of the audit are: 

1. To gain an understanding of the bank's Software, transaction flow etc.  

2. To ensure that adequate internal controls are in place to minimize errors, discourage fraud, and provide an adequate audit trail. 

3. To ascertain the contingency and disaster plans when the system is down. 

4. To determine whether management has instituted controls that are appropriate to the type and level of risks arising from computerisation.

6.2
Policies and Procedures 

1. Determine if policies and procedures governing access to are in conformity with the Head Office Guidelines.

2. Review password table and ensure the employees are allowed access only to functions for which they are authorized signers. Also, the same is approved by the appropriate authority.

3. Determine how management monitors of the downtime, logs and complaint summaries. 

4. How the log on ID is created and the password is managed. Control over the same. 

5. Get an understanding of the  of day / period routine. Back dation of the transaction.  Financial statements are to be prepared only after all the routines are carried out.

6. Understand various interfaces and how the same will affect the accounts

6.3
Preliminary Procedures 

1. Obtain a current list of the personnel who work in the Branch ascertain their duties.

2. Obtain or prepare a flow chart 

3. Obtain the following documentation prior to the audit: 

· Details regarding complaints specific to computer software.

· External audit reports and related materials. FDIC 

· Summaries of relevant operating policies and procedures. 

· Review the Information System Audit Report 

· Examine the Delegated authority  of branch officials.

· Evaluate the internal control systems to assist in determining the nature and extent of audit procedures. 

· Prepare a general ledger balance comparison for all general ledger accounts related to Internet Banking. Obtain an explanation for all large differences. 

· Review of Concurrent Audit/RBI Inspection/ Internal Audit  Reports 

6.4
Prior Audit and Examination Reports 

Review the prior Information System Report audit report and determine if management has taken appropriate and timely action to address the deficiencies noted in the audit report.

6.5
Administration 

1. Ascertain if the Banking Security Officer has been named. 

2. On a sample basis, ascertain if users of the Banking system have unique user IDs and passwords. 

3. Whether Supervisory password and Master passwords are changed frequently. 

4. Determine if senior management establishes appropriate levels of access to information and applications for officers, employees, system vendors, customers, and other users. Determine if the access levels are enforced and reviewed on a regular basis (annually, per policy).  The same are withdrawn when not required.

5. Determine if management generates and reviews exception reports on a periodic basis.    

6.6
Accounting and Processing 

1. Determine if the bank's periodic reconcilement procedures incorporate the full scope of transactional capabilities. Determine if the procedures apply to the general ledger and subsidiary accounts, as appropriate. 

2. Confirm that safeguards are in place to detect and prevent duplicate transactions within each system. 

3. Determine if the Daily Task Log is being completed daily and if a supervisor is reviewing it.

6.7
Conclusion Procedures

1. Prepare Records of Audit Findings (RAFs) listing weaknesses, deficiencies, violations, and other problems noted. 

2. Discuss audit findings and recommendations with management. Prepare audit report. 

3. Check that the computer log book register is checked and initialled by the manager once a month.

4. Obtain the computer log book register and check that all accesses other than by authorised personnel are recorded in the register with reasons for access, time in and out being specified.

6.8
CONCLUSION

The above are  the areas the Branch Auditor should review so as to arrive the Internal Control procedures and to satisfy that the controls are in existence which can be relied upon.  

6.9
NOTE

The following sections are to be addressed by the Central Auditors and / or by the System Auditors : 

(a) Appropriateness of the Policies, like Passwords, delegation of authority, Business Resumption and Contingency Planning. 

(b) Integrity of Operating as well as of Application System
(c) Confidentiality & Integrity of Data and program level security, Control weaknesses, bugs in the Software, 
(d) Compliance of the Software in relation to the provisions of various acts and regulations, 
However, if the Branch Auditor, do not agree on this, he may comment upon the same.

7
SPECIAL STEPS

· Test Check the Interest Calculations, with special consideration for the unusal aspects like, including Penal Interest, Overdue Interest Calculations, Pre Mature Withdrawal of Term Deposits, etc.  

· Verify the operations in in-operative account on test check basis.  If there are operations whether they have been done as per proper procedure and authorization in the computer.
· Whether interest provision is required to be made in case of term deposits which are matured but not enacashed by the depositor?

· Log Files / Reports to be checked extensively.

· Audit Trail Reports to be checked / evaluated extensively.

· Various Tables / Masters created for the Controls like Authorisation, Password , Interest, Service Charges etc.

· Date Entry at the time of creating the Account, particularly of the Loans and Advances like code for Corporate / Non Corporate Entity,  Type of Advance etc.

· Cross Tally and Reconciliations

· Study of the Menu and availability of the same to whom. 

· Obtain the list of days when the system was down  ( break doiown) and that the procedure followed is proper to arrive at the correct balances

8
CONCLUSION :

· Overall scope of audit do not change but audit procedures are affected. Though greater assurance needs to be establised for the input, process and the output and special attention to those aspects where EDP system is more vulnerable.

· Since the s/w are standardised by the  Head Office for all the locations, comfort at the branch level is that the software / programme is working properly at all the locations .   However,  functing authority , the local branch manager, can always change the operating parameter and the authoriastion levels. Thus, the prime task for the audit is to ensure that the internal control exists and the internal checks are carried out as per the head office instructions and are in tune with the generally accepted principles.
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