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INTRODUCTION

Audit trails maintain a record of system activity both by system and application processes and by user activity of systems and applications.  In conjunction with appropriate tools and procedures, audit trails can assist in detecting security violations, performance problems, and flaws in applications.  This article focuses on audit trails as a technical control and discusses the benefits and objectives of audit trails, the types of audit trails, and some common implementation issues.

WHAT IS AUDIT TRAIL

An audit trail is a series of records of computer events, about an operating system, an application, or user activities.  A computer system may have several audit trails, each devoted to a particular type of activity.  Auditing is a review and analysis of management, operational, and technical controls.  

BENEFITS AND OBJECTIVES

There are many benefits and objective to have audit trail being maintained, audited and analysed. The same is narrated below :

1)   
One can obtain valuable information about activity on a computer system. The same can also be utilised by the management for the increasing the capacity or assessing the hardware / software performance. Thus, it improves the auditability of the computer system. 

2)
Audit trails can provide a means to help accomplish several security-related objectives, including

(a) individual accountability, by tracking the logging the user activity, User are less likely to attempt to circumvent security policy if they know that their actions will be recorded in an audit log. Comparisons can then be made between the actual changes made to records and what was expected.  This can help management determine if errors were made by the user, by the system or application software, or by some other source. While users cannot be prevented from using resources to which they have legitimate access authorization, audit trail analysis can be used to examine their actions so as to ascertain if they are justified e.g. to investigate whether proprietary data files were sent to an unauthorized party, printing far more data by the outgoing personnel.  

(b) Reconstruction of Events after a problem has occurred.  Audit trails of system activity can pinpoint how, when, and why normal operations ceased. Also, its analysis can distinguish between operator-induced errors (during which the system may have performed exactly as instructed) or system-created errors (e.g., arising from a poorly tested piece of replacement code).  In case of technical problem, it can aid in data recovery process. 

(c) Intrusion Detection, Intrusion detection refers to the process of identifying attempts to penetrate a system and gain unauthorized access.  Depending upon the design and the implementation,  it can monitored on a real time basis, or after the fact basis. 

(d) Problem Analysis, this is often referred to as real-time auditing or monitoring.  If a system or application is deemed to be critical to an organization's business or mission, real-time auditing may be implemented to monitor the status of these processes with the help of sytem performance logs. For example, a significant increase in the use of system resources (e.g., disk file space or outgoing modem use) could indicate a security problem. 

AUDIT TRAILS AND LOGS

A system can maintain several different audit trails concurrently.  There are typically two kinds of audit records, (1) an event-oriented log establishes the event and what caused the same along with the User ID associated with the event, program or command. Event-based logs usually contain records describing system events, application events, or user events.and (2) a record of every keystroke, often called Keystroke Monitoring.  

FEATURES OF AUDIT TRAILS AND LOGS.

The decision of how much to log and how much to review should be a function of application/data sensitivity and should be decided by each functional manager/application owner with guidance from the system administrator and the computer security manager/officer, weighing the costs and benefits of the logging.  Audit logging can have privacy implications; users should be aware of applicable privacy laws, regulations, and policies that may apply in such situations.

Flexibility is a critical feature of audit trails.  Ideally (from a security point of view), a system administrator would have the ability to monitor all system and user activity, but could choose to log only certain functions at the system level, and within certain applications.  

If a System-Level Audit Trails  capability exists, the audit trail should capture, at a minimum, any attempt to log on (successful or unsuccessful), the log-on ID, date and time of each log-on attempt, date and time of each log-off, the devices used, and the function(s) performed once logged on (e.g., the applications that the user tried, successfully or unsuccessfully, to invoke).  System-level logging also typically includes information that is not specifically security-related, such as system operations, cost-accounting charges, and network performance.

Application-Level Audit Trails

System-level audit trails may not be able to track and log events within applications, or may not be able to provide the level of detail needed by application or data owners, the system administrator, or the computer security manager.  In general, application-level audit trails monitor and log user activities, including data files opened and closed, specific actions, such as reading, editing, and deleting records or fields, and printing reports.  Some applications may be sensitive enough from a data availability, confidentiality, and/or integrity perspective that a "before" and "after" picture of each modified record (or the data element(s) changed within a record) should be captured by the audit trail. 

User Audit Trails

User audit trails can usually log:

     -    all commands directly initiated by the user;

     -    all identification and authentication attempts; and

     -    files and resources accessed.

It is most useful if options and parameters are also recorded from commands.  It is much more useful to know that a user tried to delete a log file (e.g., to hide unauthorized actions) than to know the user merely issued the delete command, possibly for a personal data file.

MODEL OF AUDITING SYSTEM

A simple model of an auditing system consists of two parts : 

    Audit Data Collector : This is responsible for collecting the audit data 

Audit Data Analyzer  : This is responsible for analyzing the audit data 

transferred to it by the Audit Data Collector 

Often a file is used to transfer the audit data from the collector to the  analyzer. This leads to problems when the audit data is collected from different  systems. This is due to the  lack of a standard interface for audit trails.  Developing standards for the format and content of audit trails is an ongoing  research effort. 

AUDIT TRAIL STANDARDS

A standard format with wide acceptance would help overcome incompatibility and interoperability issues faced by the developers of audit data analysis systems.  It would also allow the exchange of audit data from audit sources on different  systems and facilitate collaborative analysis of data in a networked  environment.  

Development of audit trail standards for audit format and content that support  security goals and that gain wide acceptance is an important step in overcoming  incompatibility issues. 

Format Standards

Some of the proposed standards for the format of audit trails are : 

1. Bishop's Standard Audit Trail Format (Bis95)

According to Bishop (Bis95) standard, each log  record consists of fields separated by a field separator ('#') and delimited by  start and stop symbols ('S' and 'E'). However, numbers of fields is not fixed to meet the need for extensibility. 

2. Normalized Audit Data Format (NADF) (MOU93, MOU97)

A NADF audit trail is a sequential file of NADF records. Any audit trail can be converted to the NADF format by converting, the audit records of the native audit trail are abstracted into a sequence of audit data values. Each audit data value is stored in a separate NADF record consisting of three fields: (a) Identifier : the type of the audit data value. (b)  Length     : the length of the audit data value and (c)  Value : the audit data value. 

3.  svr4++ Common Audit Trail Interchange Format for UNIX 

This is a standard meant specifically for the Unix systems.  The attributes entered in a audit record are time, event type, process identifier, result, user  and group information, session identifier, labeling information for the process,  information about the object and miscellaneous data. This standard approaches portability but lacks the features for extensibility. 

Content Standards

The content of the  audit trails also needs to be standardized. This would help  analyzing audit data from different audit sources and improve interoperability  in a networked environment. Some of the proposed standards are :  

1. DoD Trusted Computer System Evaluation Criteria 

This is a standard created by the National Computer Security Center against  which a computing system can be evaluated for security assurance. There are four  classes of criteria namely A, B, C, and D, with systems meeting the criteria of  the highest division (A) providing the best level of security assurance. This standard  specifies what events are to be audited and what each event should contain.  Moreover,  each audited event should contain the following information : date and time of  the event,user identifier, type of event, success or failure of the event,  origin of request for identification/authentication events and name of object  for object introduction/deletion events. 

 2. Security Criteria for Distributed Systems 

This is a standard created by the Institute for Defense Analyses in 1995 for  distributed systems. This standard specifies various types of events to be  audited. The events are grouped into six categories: 

   1. Access Control and Administrative Policy Events 

   2. Data Confidentiality and Integrity Policy Events 

   3. Non-Discretionary Policy Events 

   4. Availability Policy Events 

   5. Cryptographic Policy Events 

   6. Default and Dependent Events 

The standard specifies the information to be recorded in each event to be: date and time, subject attribute information, identity of host generating the audit record, event class and event identifier within the class, and event outcome (success or failure). 

IMPLEMENTATION ISSUES 

Audit trail data requires protection, since the data should be available for use when needed and is not useful if it is not accurate.  Also, the best planned and implemented audit trail is of limited value without timely review of the logged data.  Audit trails may be reviewed periodically, as needed (often triggered by occurrence of a security event), automatically in real-time, or in some combination of these.  System managers and administrators, with guidance from computer security personnel, should determine how long audit trail data will be maintained -- either on the system or in archive files.  

· Access to on-line audit logs should be strictly controlled.  

· Computer security managers and system administrators or managers should have access for review purposes; however, security and/or administration personnel who maintain logical access functions may have no need for access to audit logs   

· Audit trail records should be protected by strong access controls to help prevent unauthorized access and thereby modifying the same.

· The integrity of audit trail information may be particularly important when legal issues arise, such as when audit trails are used as legal evidence.  

· The confidentiality of audit trail information may also be protected, for example, if the audit trail is recording information about users that may be disclosure-sensitive such as transaction data containing personal information (e.g., "before" and "after" records of modification to income tax data).  Strong access controls and encryption can be particularly effective in preserving confidentiality.

REVIEW OF AUDIT TRAILS

Audit trails can be used to review what occurred after an event, for periodic reviews, and for real-time analysis.  Audit trail review can be easier if the audit trail function can be queried by user ID, terminal ID, application name, date and time, or some other set of parameters to run reports of selected information. It may be Review After an Event or Periodic Review of Audit Trail Data or Real-Time Audit Analysis.  

TOOLS FOR AUDIT TRAIL ANALYSIS

Many types of tools have been developed to help to reduce the amount of information contained in audit records, as well as to distill useful information from the raw data.  Especially on larger systems, audit trail software can create very large files, which can be extremely difficult to analyze manually. They may be automated, manual, statistical or rule based.  

The use of automated tools is likely to be the difference between unused audit trail data and a robust program.  Some of the types of tools include:

· Audit reduction tools are preprocessors designed to reduce the volume of audit records to facilitate manual review by removing records with little security significance.

· Trends/variance-detection tools look for anomalies in user or system behavior.  It is possible to construct more sophisticated processors that monitor usage trends and detect major variations. 

· Attack signature-detection tools look for an attack signature, which is a specific sequence of events indicative of an unauthorized access attempt. A simple example would be repeated failed log-in attempts. 

COST CONSIDERATIONS

Audit trails involve many costs.  First, some system overhead is incurred recording the audit trail.  Additional system overhead will be incurred storing and processing the records.  The more detailed the records, the more overhead is required.  Another cost involves human and machine time required to do the analysis.  This can be minimized by using tools to perform most of the analysis.  The final cost of audit trails is the cost of investigating anomalous events.  If the system is identifying too many events as suspicious, administrators may spend undue time reconstructing events and questioning personnel.

FOR MORE INFORMATION

This article summarises certain aspects of Audit Trail.  For Any further clarification / explanations you may contact Mr. Mayur Chokshi; FCA, ISA; Mumbai on his e-mail chokshi@bol.net.in
