
Application Controls and Financial Statement Assertions

We are pleased to give below extract from publication of IT Governance Institute (www.itgi.org) on application of COBIT* control Objectives for Sarbanes Oxley Act. The original document titled “IT Control Objectives for Sarbanes Oxley” can be downloaded from www.isaca.org.  This extract from the publication provides sample application controls for evaluation for various business cycles.  It highlights how applications of various business cycles can be evaluated for specific financial statement assertions. The illustrative control questions are relevant for evaluating controls not only as per Sarbanes Oxley Act but are also relevant for evaluating internal controls in financial audits or internal audit. It may be noted that in a computerised environment auditing these controls using audit software is very much required. If audit software is not available, the features in application software can be used as relevant for evaluating these internal controls.

*COBIT refers to Control Objectives for Information and Related Technology published by the Information Systems Audit and Control Association, USA. This can be for download from www.isaca.org.

The Institute of chartered Accountants of India (www.icai.org) has issued AAS-25 on “Computerised Assisted Audit Techniques”. This provides step-by-step approach for using CAAT.  We are providing below extracts from this standard as relevant to evaluation of internal control using audit software.

Using CAATs for evaluating internal controls
The major steps to be undertaken by the auditor in the application of a CAAT are to:

a) Set the objective of the CAAT application: The objective of audit do not change in computerised environment. However, the methodology of audit has to keep on evolving as per changing technology. It is important to keep the audit objective while formulating the detailed audit plan.

b) Determine the content and accessibility of the organizations computer files: In a computerised environment, for using audit software, it is important to get access to digital data directly. Hence, auditors need to understand the format and structure of digital data and know how to convert the application data and import into audit software.

c) Based on the set objective, identify the specific files or databases to be examined: This will require auditor to understand the underlying files and databases, which are to be audited.

d) For the audit area to be reviewed, understand the relationship between the data tables and data elements: This will require review of the user manuals and system manuals and understand the data dictionary. This understanding will enable auditor to determine specific tables and fields required for audit and formulate the relevant tests for audit.

e) Define the specific audit tests to meet the desired audit objective: Based on audit objectives and understanding of digital data, auditor can determine what tests are to be performed manually and what tests can be performed using audit software or using features of application software.

f) Define the output in terms of content, media to be generated (printout, computer file etc): The format or reports or results, hard copy and soft copy to be collected and evaluated as audit evidence and as part of audit process has to be determined.

g) Obtain approval to access the data from the client or custodians of the data. If required transfer the files to a separate audit library so that audit tests are not carried out directly on the live data. Auditor has to inform auditee in advance of usage of audit software and determine the infrastructure requirements and modalities of transfer of data. Concerns about safety of data and technical feasibility need to be clarified and defined.

h) Identify the auditors and systems personnel who will be involved in the design and application of the CAAT: This step involves identifying the staff who will be associated in performing the audit tests. In most cases, using audit software would involve only designing of audit tests and does not require any programming knowledge. However, auditor has to be well-conversant with the features and functionality of audit software.

i) Establish the costs and benefits of performing an audit test using CAATs: This has to be evaluated by auditor and communicated to the auditee. Generally, audit software has standard features, which can be used for audit across enterprises and across technology platforms. Hence, using audit software is a one-time investment. However, benefit of using audit software has to be communicated to the client in advance.

j) Ensure that the use of the CAAT is properly controlled, documented and access to the databases is given only to the appropriate persons: As digital data is provided to the auditor for audit, it is important that appropriate security measures are taken by the auditor to ensure confidentiality of the data is maintained.

k) The administrative activities for obtaining access to the data and computer facilities should be planned well in advance of the audit, so that it does not disrupt the organizations production environment: This has to be planned well in advance to ensure successful use of CAAT software. Generally, audit software would be used by key staff only. Hence, the modalities of usage of the software using auditor’s laptop or computer systems or auditee’s computer systems has to be determined in advance and decided.

l) Execute the CAAT application: This is the most critical aspect of using CAAT software. The first step is to import the identified tables/fields or data and then perform audit tests as per audit plan/procedures. A senior person has to be involved and auditor has to be flexible to conduct additional tests as required rather than just executing the audit tests as per prepared audit plan. Using audit software might throw interesting findings. These may require further evaluation and analysis. The need for reviewing documents as relevant is not avoided by using audit software. This has to be planned separately.

m) Ensure that the data selected, based on the cut off dates, is reconciled with the accounting records: The first step after importing data is to confirm that the data imported and to be used by auditor for further evaluation is correct and complete and reflects the actual data for the audit period. This is to be tested by reviewing statistics of imported data and physical review of key data and records with relevant parameters.

n) Evaluate the results: The audit findings are to be documented and evaluated as per the needs of the assignment. It is important to remember that auditor is planning to provide assurance on the financial statement assertions. All the audit tests performed needs to keep this fundamental principle in focus in evaluating the findings. 
We are giving below extract the publication of IT Governance Institute, which illustrates sample control questions and relevant financial statement assertions. Please note that these are illustrative only and are to be modified as per specific requirements of assignment.

Auditors has to add 2 more columns next to this:

1. Audit Software function to be used

2. Audit Tests to be performed

The type of tests to be performed would depend on various factors such as:

1. Scope and Objectives of audit

2. Areas computerised and type of application software used

3. Technical feasibility of importing data

4. Knowledge, expertise and experience of the audit team in Information Technology

5. Availability of CAATs and an adequate computer infrastructure in the organisation

6. Unavailability of data for manual tests

7. Effectiveness and efficiency of CAATs vis-à-vis manual methods

8. Time constraints
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Application Controls—Business Cycles

Application controls apply to the business processes they support. They are controls designed within the application to prevent or detect unauthorized transactions. When combined with manual controls, as necessary, application controls ensure completeness, accuracy, authorization and validity of processing transactions.

For the most part, control objectives presented in the following figures can be enabled through the use of built-in application control functionality. This functionality is commonly found in integrated ERP environments, such as SAP, PeopleSoft, Oracle, JD Edwards and others. Where this functionality does not exist, these control objectives may require a combination of manual and automated control procedures to satisfy the control objective.

The control objectives presented below should not be considered an exhaustive list, but rather an example of controls that are commonly enabled by application systems. Organizations should consider what additional control objectives are required based on their particular industry and operating environment. 

Figures 23-27 refer to controls that extend into applications and business processes that contribute to completeness, accuracy, validity and authorization controls. 

Figure 23—Application Control Objectives for the Sales Cycle

	Illustrative Control Objectives
	Financial Statement Assertions

	Orders are processed only within approved customer credit limits.
	Valuation



	Orders are approved by management as to prices and terms of sale.
	Validity



	Orders and cancellations of orders are input accurately.
	Valuation



	Order entry data are transferred completely and accurately to the shipping and invoicing activities.
	Valuation

Completeness



	All orders received from customers are input and processed.
	Completeness



	Only valid orders are input and processed.
	Validity

	Invoices are generated using authorized terms and prices.
	Valuation

	Invoices are accurately calculated and recorded.
	Valuation

	Credit notes and adjustments to accounts receivable are accurately calculated and recorded.
	Valuation

	All goods shipped are invoiced.
	Completeness

	Credit notes for all goods returned and adjustments to accounts receivable are issued in accordance with organization policy.
	Validity

	Invoices relate to valid shipments.
	Validity

	All credit notes relate to a return of goods or other valid adjustments.
	Completeness

	All invoices issued are recorded.
	Completeness

	All credit notes issued are recorded.
	Validity

	Invoices are recorded in the appropriate period.
	Valuation 

Occurrence

	Credit notes issued are recorded in the appropriate period.
	Valuation 

Occurrence

	Cash receipts are recorded in the period in which they are received.
	Valuation 

Occurrence

	Cash receipts data are entered for processing accurately.
	Valuation

	All cash receipts data are entered for processing.
	Validity

	Cash receipts data are valid and are entered for processing only once.
	Completeness

	Cash discounts are accurately calculated and recorded.
	Valuation

	Timely collection of accounts receivable is monitored.
	Valuation

	The customer master file is maintained.
	Completeness 

Validity

	Only valid changes are made to the customer master file.
	Completeness 

Validity

	All valid changes to the customer master file are input and processed.
	Completeness 

Validity

	Changes to the customer master file are accurate.
	Valuation

	Changes to the customer master file are processed in a timely manner.
	Completeness 

Validity

	Customer master file data remain up-to-date.
	Completeness 

Validity


Figure 24—Application Control Objectives for the Purchasing Cycle

	Illustrative Control Objectives
	Financial Statement Assertions

	Purchase orders are placed only for approved requisitions.
	Validity

	Purchase orders are accurately entered.
	Valuation

	All purchase orders issued are input and processed.
	Completeness

	Amounts posted to accounts payable represent goods or services received.
	Validity

	Accounts payable amounts are accurately calculated and recorded.
	Valuation

	All amounts for goods or services received are input and processed to accounts payable.
	Completeness

	Amounts for goods or services received are recorded in the appropriate period.
	Valuation 

Occurrence

	Accounts payable are adjusted only for valid reasons.
	Completeness 

Validity

	Credit notes and other adjustments are accurately calculated and recorded.
	Valuation

	All valid credit notes and other adjustments related to accounts payable are input and processed.
	Completeness 

Validity

	Credit notes and other adjustments are recorded in the appropriate period.
	Valuation 

Occurrence

	Disbursements are made only for goods and services received.
	Validity

	Disbursements are distributed to the appropriate suppliers.
	Validity

	Disbursements are accurately calculated and recorded.
	Valuation

	All disbursements are recorded.
	Completeness

	Disbursements are recorded in the period in which they are issued.
	Valuation 

Occurrence

	Only valid changes are made to the supplier master file.
	Completeness 

Validity

	All valid changes to the supplier master file are input and processed.
	Completeness 

Validity

	Changes to the supplier master file are accurate.
	Valuation

	Changes to the supplier master file are processed in a timely manner.
	Completeness 

Validity

	Supplier master file data remain up-to-date.
	Completeness 

Validity


Figure 25—Application Control Objectives for the Inventory Cycle
	Illustrative Control Objectives
	Financial Statement Assertions

	Adjustments to inventory prices or quantities are recorded promptly and in the appropriate period.
	Validity 

Completeness 

Valuation 

Occurrence

	Adjustments to inventory prices or quantities are recorded accurately.
	Valuation

	Raw materials are received and accepted only if they have valid purchase orders.
	Validity

	Raw materials received are recorded accurately.
	Valuation 

	All raw materials received are recorded.
	Completeness 

	Receipts of raw materials are recorded promptly and in the appropriate period.
	Valuation 

Occurrence

	Defective raw materials are returned promptly to suppliers.
	Validity

	All transfers of raw materials to production are recorded accurately and in the appropriate period.
	Valuation

Occurrence 

Completeness

	All direct and indirect expenses associated with production are recorded accurately and in the appropriate period.
	Valuation 

Occurrence

	All transfers of completed units of production to finished goods inventory are recorded completely and accurately in the appropriate period.
	Valuation 

Completeness

	Finished goods returned by customers are recorded completely and accurately in the appropriate period.
	Valuation 

Completeness

Occurrence

	Finished goods received from production are recorded completely and accurately in the appropriate period.
	Completeness

Valuation 

Occurrence

	All shipments are recorded.
	Validity

	Shipments are recorded accurately.
	Valuation

	Shipments are recorded promptly and in the appropriate period.
	Valuation 

Occurrence

	Inventory is reduced only when goods are shipped with approved customer orders.
	Completeness 

Validity

	Costs of shipped inventory are transferred from inventory to cost of sales.
	Validity 

Valuation

	Costs of shipped inventory are accurately recorded.
	Valuation

	Amounts posted to cost of sales represent those associated with shipped inventory.
	Completeness 

Validity

	Costs of shipped inventory are transferred from inventory to cost of sales promptly and in the appropriate period.
	Valuation 

Occurrence

	Only valid changes are made to the inventory management master file.
	Validity 

Completeness

	All valid changes to the inventory management master file are input and processed.
	Validity 

Completeness

	Changes to the inventory management master file are accurate.
	Valuation

	Changes to the inventory management master file are promptly processed.
	Validity 

Completeness

	Inventory management master file data remain up-to-date.
	Completeness 

Validity


Figure 26—Application Control Objectives for the Asset Management Cycle
	Illustrative Control Objectives
	Financial Statement Assertions

	Fixed asset acquisitions are accurately recorded.
	Valuation

	Fixed asset acquisitions are recorded in the appropriate period.
	Valuation 

Occurrence

	All fixed asset acquisitions are recorded.
	Completeness

	Depreciation charges are accurately calculated and recorded.
	Valuation

	All depreciation charges are recorded in the appropriate period.
	Validity 

Valuation 

Occurrence 

Completeness

	All fixed asset disposals are recorded.
	Validity

	Fixed asset disposals are accurately calculated and recorded.
	Valuation

	Fixed asset disposals are recorded in the appropriate period.
	Valuation 

Occurrence

	Records of fixed asset maintenance activity are accurately maintained.
	Completeness

	Fixed asset maintenance activities records are updated in a timely manner.
	Completeness

	Only valid changes are made to the fixed asset register and/or master file.
	Completeness 

Validity

	All valid changes to the fixed asset register and/or master file are input and processed.
	Completeness 

Validity

	Changes to the fixed asset register and/or master file are accurate.
	Valuation

	Changes to the fixed asset register and/or master file are promptly processed.
	Completeness 

Validity

	Fixed asset register and/or master file data remain up-to-date.
	Completeness 

Validity


Figure 27—Application Control Objectives for the Human Resources Cycle
	Illustrative Control Objectives
	Financial Statement Assertions

	Additions to the payroll master files represent valid employees.
	Validity

	All new employees are added to the payroll master files.
	Completeness

	Terminated employees are removed from the payroll master files.
	Validity

	Employees are terminated only within statutory and union requirements.
	Completeness

	Deletions from the payroll master files represent valid terminations.
	Completeness

	All time worked is input.
	Completeness

	Time worked is accurately input and processed.
	Valuation

	Payroll is recorded in the appropriate period.
	Valuation 

Occurrence

	Payroll (including compensation and withholdings) is accurately calculated and recorded.
	Valuation

	Payroll is disbursed to appropriate employees.
	Validity

	Only valid changes are made to the payroll master files.
	Validity 

Completeness

	All valid changes to the payroll master files are input and processed.
	Validity 

Completeness

	Changes to the payroll master files are accurate.
	Valuation

	Changes to the payroll master files are processed in a timely manner.
	Validity

Completeness

	Payroll master file data remain up-to-date.
	Validity 

Completeness

	Only valid changes are made to the payroll withholding tables.
	Validity 

Completeness

	All valid changes to the payroll withholding tables are input and processed.
	Validity 

Completeness

	Changes to the payroll withholding tables are accurate.
	Valuation

	Changes to the payroll withholding tables are promptly processed.
	Validity 

Completeness

	Payroll withholding table data remain up-to-date.
	Validity 

Completeness


