                                                EDP AUDIT
Very imp chapter as Q of around 10 marks come in every attempt.

Q: types of EDP account system

a) Batch processing system
1. Transactions are accumulated and processed in groups ie monthly/weekly etc.
2. Control tools like record count, financial total, hash total are derived to ensure complete and accurate processing.
3. in this two types of files are maintained:
· master file
· batch file

4. Updation doesn’t take place as quickly as in case of on line real time system. 
5. This is a simple system, but now days it is rarely found, due to availability of quick and advanced system. 
EXAMPLE:

1ST Jan: master file- debtors balance = rs. 10000
Between 1ST Jan and 31ST Jan
Batch file created
	2ND Jan                      - 5000

4TH Jan                      + 30000

25TH Jan                     +20000 




Record count 3
Financial total +45000

b) Online real time system (ORLT)
· Transaction are entered and processed at the same time when they occur.
· Continuous updation of date base.
· This system is more complex than batch processing.
· Ordinarily this system doesn’t provide audit trail.
· Thus auditing in such systems requires special consideration by auditors.
·  Ex: airline reservation, railway reservation, ATM etc. 
c) time sharing and service
· Time sharing occurs when a computer serves more than one user.
· A service bureau is an entity that processes transactions for other entities.
· It may handle the complete payroll processing for small cos.

· If a client takes on rent computer time from another entity or uses service bureau, the auditor must obtain satisfaction concerning the controls over the outside processing in addition to examining the client’s own internal control.
· Ex: a thrift institution may rent time on its computer to an investment co that uses it to process loan payments.
Q: types of file systems
a)  Flat file system (for batch processing)
· In flat file system, users own their own data ie the user has exclusive access to and use of his or her set of data.
· It creates redundancy as nos of users require the same set of data.

· Many data sets need to be updated for a single transaction.
· The data storage and processing can be quite expensive given the large data volume.

  b) Integrated database system (For ORLT)
· Data is entered only once and shared by multiple users.
· It contains set of interrelated master files that are integrated in order to reduce data redundancy.
· Software called DBMS handles storage, retrieval, updation and maintenance of data in the database.
· These systems update many files simultaneously as transactions are being processed.
· Ex: processing of sales order updates:
· Accounts receivable control account
· Inventory control

· Sales control and sales details are also posted while transaction is processed.

c) Electronic data interchange (EDI)
· It is computer to computer exchange of inter company business documents in a public standard format.
· It is a technique by which co’s computer system is linked to those of its suppliers and customers and transactions such as purchases, sales and cash receipts and payments, may be initiated automatically by the system.
· EDI eliminates the need to re enter data into accounting system as system on its own does it.
· This results in fewer errors and more timely information.
· These systems also require proper control over input of transactions.
Q: EDP organization structure.
a. EDP manger: he is in overall charge of data processing.
b. System analyst: design new systems and modify the existing systems in accordance with the information needs of users.
c. Programmers: write and test programs based on the designs and/or modification.
d. Computer operator: process transactions through the system in accordance with the operator’s instruction manual.

e. Input preparation group: converts input data into machine readable form.
f. Librarian: maintains custody over master files and programs. Maintains custody over master files and programs. Permits access only on the basis of proper authority.
g. Data control group: distributes output, monitors reprocessing of errors and compares input with output on a cost basis.
Q: pre requisites while auditing in the CIS environment.
a. Skills and competence
The auditor should have sufficient knowledge of CIS to plan, direct, supervise and review the work performed.
Specialized IT skills may be needed to:

· Determine the overall audit risk
· Obtain an understanding of IC structure affected by IT environment and its effect on the business operations of the entity.

· Design and perform appropriate substantive procedures

· Evaluate the results of procedures performed.

          b. knowledge of business
            Matters the auditor would ordinarily consider in obtaining the knowledge includes: 
· The entity’s use and attitude towards IT and the effect of this on the nature and the source of system application. Eg. Extent to which co purchases recognized and proven system application.
· Usage of IT by the entity in comparison to general usage within the industry and total environment in which entity operates.
· Recent and planned changes in entity’s IT and IT environment. Eg. Outsourcing the IT environment, changing the IT platform.
c. planning
to plan includes:

· Understanding the organizational structure of IT activities and extent of concentration or distribution of computer processing and development through out the entity.
· Understanding the significance of computer processing in each significant accounting application.

· Understanding the complexity of computer processing in each significant accounting application.
Examples: 

· Transactions are exchanged electronically with other organizations like EDI system.
· The computer automatically generates material transaction or entries directly to another system. (integrated system)
· Understanding the plans of the entity to replace or significantly change an IT, whether these changes will affect the internal control structure. 
d. assessment of risk
risk may be due to deficiencies in CIS environment and they may increase potential for errors or fraudulent activities.
Auditor should consider the following for risk assessment:
· The client develops and operates their own application rather than outsourcing them and the use of industrial and financial packages.
· Industrial environment may affect the development and application of controls. Eg. Competitive pressure to introduce EDI may result in the entity using a IT that is not adequately controlled.
· Users have the ability to change and develop the reports. Eg. To change the data or formulas of spread sheets.

· Pervasive IT controls like control over users access to sensitive functions, affect the reliability of all application systems that are processed on the computer.
· The nature and the extent of documentation regarding the IT are appropriate, given the complexity of inherent risk faced by the IT environment.
· Factors that affect the quality of audit evidence. Eg. Paperless environment may increase the potential for audit evidence to be incomplete and unreliable.
· Users lack the discipline, knowledge and time to effectively monitor the results of processing.  
Q: audit trail & CIS
Meaning of audit trail: by which transactions are traced from starting to end or visa versa.
Meaning of computer information system (CIS)
· The system where computers are used for processing of data of accounting significance.
· It is mainly of two types: a) batch processing and b) OLRT processing.
· The extent of audit trail available in manual system may not be available in CIS, thus auditor has to adopt some special considerations.
Q: compensating for the loss of audit trail
· Arranging for special printout of additional information for the auditors use. These often involve an additional part of program which would be activated at the auditor’s request.
· Tagging and tracing: 
· It is used for compensating the loss of audit trail.

· It involves tagging the clients input data in such a way that relevant information is displayed at key points to be verified by auditor.
· The hard copy generated is made available only to auditor. Eg. Sales order in excess of 10lacs.
· It uses actual data thus question of estimation of special entries does not arise at all.
· However all erroneous may not be necessarily tagged.

· Auditor used his professional judgment to decide the key points.
· Clerical recreation ie manually generation of figure which have been created by the computers.
Ex. To verify sales total, when no detailed lists have been printed out, the copy of invoices might be add listed and 
Total there can be compared with the computer total.
· Testing on total basis (if individual items cant e checked in detail, then auditor may resort to testing on total basis)
· Relying on other tests like checking other documents ie audit around the computer.

· Using special audit technique like CAAT.
	Record count: no of transactions in file

Finance total: total of finance field like amount.

Hash total: sum of any unusual field.  


Q: approaches to EDP auditing 
a. Audit around the computer
Ie black box approach
· The auditor determines his audit procedures without considering the fact of use of computers for processing of information ie check input and output only.
· Thus computer is just a tool of the auditor to help him on performing audit. eg. To get printout

· It means auditor carries out audit in more or less in the same manner as in manual system except that instead of hand written books of accounts he examines computer printouts.

· The auditor can use technique of audit around the computer when:

I. The system is simple and batch oriented and audit trail is available.
II. The system uses generalized and well tested software like tally or SAP.

· The primary advantage of this approach is simplicity.
· Moreover auditors having little or no knowledge of computers can be trained easily to perform the audit.
· However it is not suitable for complex systems.

b) Auditing through the computer
Ie white box approach

· First of all, the auditor reviews the internal control relating to the EDP and on the basis of this evaluation determines nature, timing and extent (NTE) of his substantive procedures.
· Thus computer is used as a target of audit. Auditor examines processing reliability and accuracy of computer program.

· The auditor can use computer to test:

· The logic and controls existing within the system
· The records produced by the system

· It requires use of CAAT technique.
· It ie required due to :
· Online data entry
· Real time file updating

· Reduction of printout
· However, it may involve high cost and there is a need of extensive technical expertise.

Q: internal controls in computer based system.

These controls include both manual procedure s and procedures designed into the computer system. The controls can be broadly classified into:
· General controls 
· Application controls.

a) General EDP controls: 
General controls relate to the environment within which computer based accounting system are developed, maintained and operated. They apply to all individual application and include:
1) Organizational and management controls
Designed to establish organizational framework over IT activities including

· Policies and procedures relating to control function.
· Segregation of incompatible functions.

2) System software controls
These controls are designed to ensure that acquisition and development of system software is properly authorized and documented.
· Restricted access to software to authorized personnel only.
· Authorization, approval, testing and implementation of new system software
                        3) Data entry and programs control
                         These controls provide reasonable assurance 
                         That all transactions are properly authorized

                        And access of data and programs are restricted 

                        To particular persons only and include an 
                        Authorization structure is established over 

                        Transaction being entered into the system.

                        4) Application system development and maintenance controls:
· Restricted access to system documentation.
· Changes to application system should be authorized.
· Acquisition of application system from the third party should be carefully planned
· Testing and implementation of new system in a proper way.
5) Computer operation control:
· Use of only authorized programs on computer
· Only authorized personnel to use computer

· Systems should be used for authorized purpose only

· Processing errors are detected and rectified on timely basis.
EDP application controls
Application controls are controls over the thoroughness, accuracy and validity of accounting information. These controls include:

1. controls over input:

to check whether

· input is duly authorized
· data inputed is accurate

· transactions are not lost or altered

· Incorrect transactions are rejected or are submitted after correction.

2. controls over processing and computer data files 
to check whether
· Processing errors are detected and corrected on timely basis.
· Transactions are properly processed by the computers.
    3. Controls over output
to check whether
· Results of processing are accurate
· Access to output is restricted to authorized personnel only.

· Output is provided to appropriate authorized personnel on a timely basis.
Q: computer assisted audit technique (CAAT)

A. Audit software
· These are computer programs used by the auditors as a part of auditing procedures to process data from the entity’s accounting system.

· However, auditor should use such programs only after he proves their validity for audit procedures.
Types of audit procedures
a. Package programs:
· These are generalized computer programs that perform data processing like reading computer files, selecting information, performing calculation and printing repots in format specified by the auditor.

· These may be used at many clients site.

              b. purpose written program:
· These are computer programs to perform audit tasks in specific circumstances.
· But it may not be used at many clients site thus cost consideration should be taken care of.
              c. utility programs:
· These are programs for performing common data processing function like sorting, creating and printing files.
· These are not designed specifically for audit purpose.
              d. system management software:
· These are enhanced productivity tool that require specialized knowledge on part of auditor.
· However these are not specifically meant for audit purposes. Thus should be used with care and skill.
· Eg. Flow chart review system.

· It may be used to compare source code and object code ie English language and binary language.

       B. test data
· The auditor enters a set of data into the entity’s computer system and compares the result with predetermined results.
· Test data is used to test specific characteristics in computer programs

· The test data are chosen by the auditor.
1. test packs:
It involves testing a set of data, selected by the auditor from the previously processed transaction, in the entity’s system, separately from the normal processing procedures ie not on the real time basis.
2. Integrated test facility
Here, auditor establishes a dummy unit to which test transactions are posted during the normal processing cycle of the entity.

However, later on, the dummy entries are eliminated from entity’s accounting cycle.

These are used in case of online real time system.

Q: uses of CAAT
CAAT are used to perform various audit procedures like:
1) tests of details of transaction and balances
For example: the use of audit software for recalculation of interest or the extraction of invoices over a certain value from the computer records.
2) Analytical review procedures
For example: use of ARP software to identify unusual fluctuation or unusual items. 
3) Test of general controls
For example: testing the set up or configuration of operating system or access procedures to the program library.
4) Sampling program to select data for testing.
5) Tests of application controls
For example: use of test data to test the fluctuation of the programmed procedures.
6) Reperforming the calculation performed by entity’s accounting system.
Topics to be covered from book
· Use of CAAT in fraud detection.
· Consideration in use of CAAT

· Steps in application of CAAT

· Measures to be taken by auditor to control CAAT application.

· Documentation

· Auditor’s involvement in computerization.
· CAAT in small business computer environment.

· Requirement for internal auditor 






