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INTRODUCTION TO RISK MANAGEMENT AND RELATED CONCEPTS

Risk Management is the process of measuring, or assessing risk and developing strategies to manage it, the practice by which a firm optimizes the manner in which it takes business risks is called risk management. The point of risk management is not to eliminate it; that would eliminate reward. Hence this Risk needs to be managed.

It aims at attempting to identify and then manage threats that could severely impact or bring down the organization. Risk may affect many areas of activity, such as strategy, operations, finance, technology and environment. In terms of specifics it may include, for example, loss of key staff, substantial reductions in financial and other resources, severe disruptions to the flow of information and communications, fires or other physical disasters, leading to interruptions of business and/or loss of records. More generally risk also encompasses issues such as fraud, waste, abuse and mismanagement.

Risk management is essential for reducing the probability that corporate objectives will be jeopardised by unforeseen events. The board must determine the type and extent of risks that are acceptable to the company, and strive to maintain risk within these levels. Internal control is one of the principal means by which risk is managed.

The fundamentals of good risk management and internal control and an indication of some potential benefits of effective risk management and internal control are illustrated below in Figures 1 and 2 respectively.

Figure 1: Fundamentals of Good Risk Management
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Figure 2: Potential Benefits of Effective Risk Management and Internal Controls
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Negligence of Risk Management during the Growth Phase:

In boom times, it is easy for managers to forget about risk. And not just financial risk, but organizational and operational risk as well. Success has a way of binding executives to the many organisational dangers that creep in. There are external as well as internal risks associated with success and it should incite managers to identify the level of internal risk exposure.

Growth phases are usually the most frantically demanding areas, where the company is identifying new products, new markets, new sources of finance and therefore constantly changing strategies. As the company grows, managing risk more holistically can become not only a necessity but also a competitive advantage. Many businesses focus on performance while failing to recognize the importance of risk and control activities. The ability to understand and control the unique risk profile though a formal risk management framework – and to reduce duplication or gaps in risk coverage – can become a key competitive advantage.

The second growth-related pressure point is the rate of expansion in operations. Without careful planning and allocation of resources, the infrastructure to support rapid expansion may quickly become overloaded, resulting in sacrifices in quality. Managers should ask themselves: Are operations expanding faster than our capacity to invest in more people and technology?

A fast-growing company present great opportunities, but there are associated risks encompassing the numerous demands of new product innovation, market shares and customer satisfaction, and high costs for maintaining customers. It is usually identified with substantial turmoil as the company tries to cope with the changing landscape of business.

Another pressure point is decentralized decision making primarily due to growth of companies. Local managers acting without a larger sense of their organization's corporate strategy may unknowingly take on too much risk. Decentralized organizations do not have well-defined information channels for sharing information either sideways or upward. Senior executives may not hear important information until it's too late.
Risk Appetite
Risk appetite, at the organizational level, is the amount of risk exposure, or potential adverse impact from an event, that the organization is willing to accept/retain. Once the Risk Appetite threshold has been breached, risk management treatments and business controls are implemented to bring the exposure level back within the accepted range.

For many organisations, defining their risk appetite now ranks high on the list of priorities in response to the external demands of rating agencies and regulators as well as the growing need to incorporate enterprise risk management (ERM) in strategic decision making

Risk appetite is about well thought through risks where the long-term rewards are expected to be greater than any short-term losses. Indeed, it may even be appropriate in some instances to incur a loss if this paves the way to success in the long-run. By enhancing their approach to determining risk appetite organisatons will be raising their capability to deliver on challenging targets to raise standards, improve service quality, system reform, and provide more value for money.  

The design of a risk appetite framework does not have to start from scratch. It should build on and unify existing risk and business management processes and reports. The unification process can be challenging: managers may initially struggle to articulate which risks are on and off strategy and to set appropriate tolerance levels. The desired ‘top-down’ risk appetite may also turn out to be surprisingly far removed from the ‘bottom-up’ aggregate risk of the existing portfolio. And it can be very tricky to reconcile the competing perspectives and risk tolerances of various stakeholder groups. The ‘top-down’ desired risk profile must be compared with the ‘bottom-up’ reality. Aggregate reporting of actual versus desired risk profile must be improved. The organizational model must be reviewed to ensure clear responsibilities and escalation criteria for ‘hard’ and ‘soft’ tolerance breaches. 

Risk Appetite should be expressed in the same terms as those used in assessing risk. An organisation’s Risk Appetite is not necessarily static; in particular the Board will want to vary the amount of risk that it is prepared to take depending on the circumstances at the time. Factors such as the external environment, people, business systems and policies will all influence an organisation’s risk appetite. 

Organisations use different ways to measure their Risk Appetite, ranging from simple qualitative measures such as defining risk categories and setting target levels around these, to developing complex quantitative models of economic capital and earnings volatility. Once an organisation’s Risk Appetite is defined, the challenge is to implement a robust governance and reporting framework that ensures that day-to-day decisions are made in line with the organisation’s Risk Appetite. In some organisations, Risk Appetite is defined in various pockets across the organisation. Whilst there might be an informal overall understanding of Risk Appetite, it is difficult to say whether these separate definitions are aligned and consistent. As Risk Appetite varies from organisation to organisation, so too can Risk Appetite vary across business units and risk types. For example a bank’s appetite for risk in mature lending activities may be quite different from its appetite for risk in an emerging business.

Again, risk appetite is not a magic number, nor always quantifiable. It is dependent upon the aims of the business and what risks have to be taken to achieve those aims. At the organisational level Risk Appetite can become complicated, but at the level of a specific risk it is more likely that a level of exposure (consequences) that is acceptable can be defined in terms of both an impact if a risk occurs, and the frequency of that impact.

Risk appetite is not always explicitly explained. There is discrepancy between the management and the middle level managers as well as between those who are risk lovers and those who have zero-tolerance for risk. In such a situation, the question arises as to whose appetite counts? Organisations choose to mitigate the risk (sell financial products with guarantee), transfer the risk (Insurance),or to avoid the risk (hospitals not treating patients). One more challenge is to collect all information and disseminate the important data.

One of the more challenging aspects of defining risk appetite is creating a diverse range of key risk indicators, and then level-setting each set of thresholds so that comparable impacts to the organisation are being managed with comparable attention. 

The final aspect of risk appetite is the target risk/reward balance of the organization. While all organizations will seek to achieve at least a minimum level of reward for risk — typically that implied by market prices, where available — most will also set a target premium above this level for all investments. Organizations setting a lower risk/reward premium will be able take on a wider range of opportunities, thus potentially building a larger organization, albeit one with a lower return on capital. The need to balance the concerns of a number of interested parties (stakeholders, employees, management) means that a comprehensive definition of risk appetite will involve multiple aspects of risk and multiple risk measures, covering the nature and amount of risk and the risk/reward balance.

It is equally important that organisations carefully consider how they establish their thresholds from an organisational perspective. They should fully consider whether they are establishing the program within the context of a single business unit, a global corporation, or from a functional perspective. Each threshold should trigger the next organisational level at which the risk needs to be managed. This becomes an actual manifestation of the organisation’s risk appetite as risk management becomes more strictly aligned with management and the board's desire to accept certain levels of risk. These thresholds, or impact levels, should be commensurate with the level at which business decisions with similar implications are managed. 

Key Risk Indicators (KRIs)
Key Risk Indicators (KRIs) – relate to a specific risk and demonstrate a change in the likelihood or impact of the risk event occurring. The number of customer complaints is an example of a risk indicator. As customer complaints increase, the probability that there are some underlying and potentially systemic mistakes and errors of judgement being made is likely to rise. KRIs Benefits Include:

· Understand how the risk profile changes in different circumstances
· Appreciate how risk moves and is affected the business environment
· Focus attention on risk drivers that are most volatile
· Ensure controls around the drivers are robust and effective
· Gain a forward looking perspective on the current risk profile
· Understand the early warning signals for emerging risks
Key risk indicators (KRIs) are a tool, not a panacea for curing the problems of operational risk management. It has been difficult to show that KRIs really track losses well. Firms often use the same indicator, but give it different names in dif​ferent parts of the company. KRIs are often defined and specified differently for no good reason. And they’ve been hard to compare, aggregate and make sense of centrally. Also, it’s essential to ground the use of KRIs within an overall risk management strategy. Taken in isolation, it’s often difficult to decide what exactly a particular KRI is saying about risk.

Setting relevant and reliable indicators is a challenge. It will not be known whether the indicators are “key” until they are refined in the light of experience. Such experience will require at least two years’ worth of complete indicator data and internal incidents. Most firms will not have accumulated such a time series of homogeneous indicators using group-wide concepts and definitions.
There is no consistency in the way organisations use KRIs – various units track the same thing but call it something different, and calculate it differently. And some risks can’t be tracked by a KRI. One such is the risk of a breach of the separation of key staff duties, a major defence against internal fraud. The paradox here is that a breach can only be observed as it happens and preventative action can only be taken at that time. There is no lag​ging or leading indicator of such a risk.

Many KRIs currently collected by businesses and functions are for managing expected rather than unexpected losses. Therefore, their contribution to capital measurement may be limited, but the value added to the businesses for managing exposures to the range of losses between expected and unexpected is immense.
Indictors can be leading, lagging or current in nature. Most managers want leading or preventative indicators – to predict problems far enough in advance to prevent or eliminate them or at least mitigate the damage. Unfortunately, prevention of incidents is a desired but rarely achieved forward-looking aspect of operational risk management. 

Current indicators may identify a situation that may require attention to reduce exposure or minimise loss. Lagging indicators can be considered as more detective” in nature, and can provide useful information regarding the historical causes of loss or exposure. They may also be useful where losses are initially hidden from view, or where changes in historical trends can reflect changes in circumstances, which may in turn have predictive value. An example of a current indicator could be the number of threatened legal actions or the number of customer complaints. An example of a lagging indicator could be the number of critical system outages.

Financial institutions usually have an abundance of credit risk and market risk indicators, but they are challenged in aggregating this data as well as developing operational risk indicators. On the other hand, non-financial institutions may have significant business and quality information, derived from balanced scorecard and quality initiatives, but they are challenged to develop KRIs for financial risk or technology risk. All companies face the challenge of developing leading indicators that can effectively provide early warnings of potential future losses. Clearly, the challenge is to implement KRIs in such a way as to improve consistency, relevance, transparency and completeness. To achieve this, some standardisation is required across the firm and, ideally, across the financial services industry, in terms of both language and approach to KRI implementation.

In summation, the challenges posed by KRIs include:

· Absence of data base of known loss events

· Tendency to focus on well-known risks

· Can be costly to implement and maintain

· People can only manage KRIs they understand

· Incorrect interpretation of data

· Use of lagging indicators

· Requires a good understanding of the risk cause (for likelihood drivers) and consequence (for impact drivers)

· Usefulness varies from risk to risk

· Out of date indicators
· Organisational risk maturity and culture
Risk Management Process


[image: image3]
Roles and Responsibilities

Chief Executive Officer: The CEO ensures the implementation of risk management framework and process and ongoing risk assessment of risks. He also promotes risk culture and ensures the risk management process is sustained organisation wide.

Risk Manager: He is the risk management process owner. He is responsible to ensures the implementation and compliance with the risk management policy and process. 

Risk Management Committee: The RMC defines the risk management policy framework and process. It also promotes and implement monitoring of risk management strategies and policies. 

Chief Risk Officer: The CRO oversights, advices, and communicates information regarding the risk appetite of the organisation. He is generally blames if anything wrong happens in the organisation. However, he is not a manager of risk; but only oversees the risk management process. But most organisations don’t understand that. 

Audit committee: It ensures adequacy of control frameworks to manage risks across the organisation - monitoring.

Types of Risk

Risk Model and Definition of Business Risks

This is a comprehensive organizing framework for defining and understanding potential business risks. The risks are categorized in the following table. 
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I. Environment Risk
Environment risk arises when there are external forces that can affect a company’s performance, or make its choices regarding its strategies, operations, customer and supplier relationships, organizational structure or financing obsolete or ineffective. These forces are outside management’s ability to control. 

A. Competitor Risk
Major competitors or new entrants to the market take actions to establish and sustain competitive advantage over the company or even threaten its ability to survive. 

B. Customer Wants Risk
The company is not aware that customer needs and wants change. Such needs and wants may apply to desired quality, willingness to pay and/or speed of execution. 

C. Technological Innovation Risk
The organization is not leveraging advancements in technology in its business model to achieve or sustain competitive advantage or is exposed to the actions of competitors or substitutes that do leverage technology to attain superior quality, cost and/or time performance in their products, services and processes. 

D. Sensitivity Risk
Sensitivity risk results when management commits the company's resources and expected cash flows from future operations to such an extent that it reduces the company's tolerance for (or ability to withstand) changes in environmental forces that are totally beyond its control. 

E. Shareholder Expectations Risk
The risk of failing to manage shareholder expectations, resulting in a decline in investor confidence that may impair the company's ability to efficiently raise capital and reduce stock evaluations over time. 

F. Capital Availability Risk
The company does not have efficient access to the capital it needs to fuel its growth, execute its strategies, and generate future financial returns. 

G. Sovereign/Political Risk
The risk of adverse consequences through political actions in a country in which a company has made significant investments (a major project, for example), is dependent on a significant volume of business or has entered into an agreement with a counter party subject to the laws of that country. 

H. Legal Risk
The risk that a company's transactions, contractual agreements and specific strategies and activities are not enforceable under applicable law. 

I. Regulatory Risk
Changes in regulations and actions by national or local regulators can result in increased competitive pressures and significantly affect a company's ability to efficiently conduct business. 

J. Industry Risk
The risk that the industry will lose its attractiveness due to changes in the key factors for competitive success within the industry, capabilities of existing and potential competitors, and company’s strengths and weaknesses relative to competitors.

K. Financial Markets Risk
Financial markets risk is defined as exposure to changes in the earnings capacity or economic value of the firm as a result of changes in financial market variables (e.g., currency rates). These changes affect income, expense or balance sheet values. 

L. Catastrophic Loss Risk
The inability to sustain operations, provide essential products and services, or recover operating costs as a result of a major disaster. 


II. Process Risk:

The risk that business processes are not clearly defined, are poorly aligned with business objectives and strategies, do not satisfy customer needs, dilute shareholder wealth, or expose assets to misappropriation or misuse.


A. Governance Risk:

The risk that the organization’s governance processes do not comply with legal requirements or stakeholder expectations and that the board of directors fails to provide adequate monitoring and oversight of executive management activities.

1. Organizational Culture Risk
The organization’s culture does not encourage managers to realistically portray the potential outcomes of transactions, deals, investments and projects and understand and portray the full picture for decision makers. The organization experiences dysfunctional behavior because managers are either risk averse or incented to take risks beyond the organization’s risk appetite. 

2. Ethical Behavior Risk
The organization, through its actions or inaction, demonstrates that it is not committed to ethical and responsible business behavior. 

3. Board Effectiveness Risk
The board does not constructively engage management and provide anticipatory, proactive and interactive oversight of the company’s activities and affairs, with integrity, vision, common sense and unquestioned independence. 

4. Succession Planning Risk
Leadership talent within the organization is not sufficiently developed to provide for orderly succession in the future. 

B. Reputation Risk
The risk of loss of brand image such that the company will be unable to operate in the marketplace.

1. Image and Branding Risk
The risk that a company may lose customers, key employees or its ability to compete, due to perceptions that it does not deal fairly with customers, suppliers and stakeholders, or know how to manage its business. 

2. Stakeholder Relations Risk
A decline in investor confidence may impair a company's ability to efficiently raise capital. The company will not have the same efficient access as competitors to the capital it needs to fuel its growth, execute its strategies, and generate future financial returns.

C. Operations Risk
The risk that operations are inefficient and ineffective in satisfying customers and achieving the company’s quality cost and time objectives.

1. Customer Satisfaction Risk
The company's processes do not consistently meet or exceed customer expectations due to a lack of focus on the customer. 

2. Human Resources Risk
The personnel responsible for managing and controlling an organization or a business process do not possess the requisite knowledge, skills and experience needed to ensure that critical business objectives are achieved and significant business risks are reduced to an acceptable level. 

3. Knowledge Capital Risk
Processes for capturing and institutionalizing learning across the organization are either nonexistent or ineffective, resulting in slow response time, high costs, repeated mistakes, slow competence development, constraints on growth and unmotivated employees. 

4. Product Development Risk
The productivity of the product development process is significantly less than more innovative competitors who are able to achieve higher productivity through a stronger customer focus, concentrating focused resources and faster cycle time. 

5. Efficiency Risk 
The process is inefficient in satisfying valid customer requirements resulting in higher than competitive costs. 

6. Capacity Risk
The effective productive capacity of the plant is not fully utilized, resulting in spreading fixed costs over fewer units and creating higher unit costs and lower unit margins or the capacity does not fulfill customer needs resulting in a loss of business. 

7. Scalability Risk
The inability to operate differently and more efficiently at larger volumes or amortize costs over greater sales volume, resulting in diseconomies of scale that threaten the firm’s ability to generate competitive profit margins.

8. Performance Gap Risk
A business process does not perform at a world-class level because the practices designed into the process are inferior. 

9. Cycle Time Risk
Elapsed time between the start and completion of a business process (or activity within a process) is too long because of redundant, unnecessary and irrelevant steps. 

10. Sourcing Risk
The fewer the alternative sources of energy, metals and other key commodities and raw materials used in a company's operations, the greater the risks of shortages and higher costs. These risks can significantly affect the company's capability to provide competitively priced products and services to customers at the time they are wanted. 

11. Channel Effectiveness Risk
Poorly performing or positioned distribution channels threaten the organization’s capacity to access current and potential customers/end users effectively and efficiently. 

12. Partnering Risk
Inefficient or ineffective alliance, joint venture, affiliate and other external relationships affect the organization’s capability to compete. These uncertainties arise due to choosing the wrong partner, poor execution, receiving more value than is given (ultimately resulting in loss of a partner) and failing to capitalize on partnering opportunities. 

13. Compliance Risk
As a result of a flaw in design or operation or due to human error, oversight or indifference, the company's processes do not meet customer requirements the first time or do not comply with prescribed procedures and policies. Compliance risk can also result in failure to conform with laws and regulations at the international, country, state and local level that apply to a business process. 

14. Business Interruption Risk
The company's capability to continue critical operations and processes may be highly dependent on availability of certain raw materials, information technologies, skilled labor and other resources. 

15. Product/Service Failure Risk
The company's operations create risk of customers receiving faulty or nonperforming products or services. 

16. Environmental Risk
Environmental risks expose companies to potentially enormous liabilities. The exposure is twofold -- (1) liability to third parties for bodily injury or property damage caused by the pollution, and (2) liability to governments or third parties for the cost of removing pollutants plus severe punitive damages. 

17. Health and Safety Risk
These risks expose a company to potentially significant workers' compensation liabilities, financial loss, and negative publicity. Firms and their managers could find themselves criminally liable for failure to provide a safe working environment for their employees. 

18. Trademark/Brand Erosion Risk
The risk that a trademark or brand will lose its value. A trademark is a word, symbol or device -- or any combination of these -- that identifies a product or service and distinguishes that product or service from the products or services of competitors. 

D. Empowerment Risk
The risk that managers and employees are not properly lead, do not know what to do (or how to do it) when they need to do it, exceed the boundaries of their defined authorities, do not have the resources, training and tools necessary to make effective decisions or are given incentives to do the wrong thing.

1. Leadership Risk 
The risk that the people responsible for the important business processes do not or cannot provide the leadership, vision, and support necessary to help employees be effective and successful in their jobs.

2. Authority/Limit Risk
The risk that people either make decisions or take actions that are not within their explicit responsibility or control or fail to take responsibility for those things for which they are accountable. Failure to establish or enforce limits on personnel actions may cause employees to commit unauthorized, illegal or unethical acts or assume unauthorized or unacceptable business risks.

3. Outsourcing Risk
Outside service providers do not act within their defined limits of authority and do not perform in a manner consistent with the values, strategies and objectives of the company. 

4. Performance Incentives Risk 
Unrealistic, subjective or unclear performance measures may cause managers and employees to act in a manner that is inconsistent with the company's business objectives, strategies, ethical standards and prudent business practice. 

5. Change Readiness Risk
The people within the organization are unable to implement process and product/service improvements quickly enough to keep pace with changes in the marketplace.

6. Communications Risk
Communication channels (top-down and bottom-up or cross-functional) within the organization are ineffective and result in messages that are inconsistent with authorized responsibilities or established measures. 

E. Information Technology Risk
The risk that the information technologies used in the business are not efficiently and effectively supporting the current and future needs of the business or threaten the company’s ability to sustain the operation of critical business processes.

1. Integrity Risk
This risk encompasses all of the risks associated with the authorization, completeness, and accuracy of transactions as they are entered into, processed by, summarized by and reported on by the various application systems deployed by an organization. 

2. Access Risk
Access risk includes the risk that access to information (data or programs) or systems will be inappropriately granted or refused. It encompasses the risks of improper segregation of duties, risks associated with the integrity of data and databases and risks associated with information confidentiality.

3. Availability Risk
The risk that information will not be available when needed. This includes risks such as loss of communications (e.g., cut cables, telephone system outage, satellite loss), loss of basic processing capability (e.g., fire, flood, electrical outage) and operational difficulties (e.g., disk drive breakdown, operator errors). 

4. Infrastructure Risk
The risk that the organization does not have an effective information technology infrastructure (e.g., hardware, networks, software, people and processes) to effectively support the current and future needs of the business in an efficient, cost-effective and well-controlled fashion. 

F. Integrity Risk
The risk of management fraud, employee fraud, and illegal and unauthorized acts, any or all of which could lead to reputation degradation in the marketplace or even financial loss. 

1. Management Fraud Risk
Management issues misleading financial statements with intent to deceive the investing public and the external auditor or engages in bribes, kickbacks, influence payments and other schemes for the benefit of the company. 

2. Employee Fraud and Third Party Fraud Risk
Fraudulent activities perpetrated by employees, customers, suppliers, agents, brokers or third-party administrators against the organization for personal gain expose the organization to financial loss. 

3. Illegal Acts Risk
Managers and employees individually or in collusion commit illegal acts, placing the company, its directors and officers at risk to the consequences of their actions. 

4. Unauthorized Use Risk
The company's employees (or others) use its physical and financial assets for unauthorized or unethical purposes. 

G. Financial Risk
Financial risk can occur if the company fails to provide adequate liquidity to meet the firm’s obligations or manages financial risks in a manner that is inconsistent with the firm’s business objectives. Its severity depends on a number of factors, which include the firm’s size, industry, financial position (e.g. public/private, leverage, free cash flow to equity, etc.), and the direction of the market as a whole. 

1. Price Risk
The exposure of earnings or net worth to changes in market factors (e.g., interest rates, currency rates), which affect income, expense or balance sheet values. 

a) Interest Rate Risk
The risk that interest rates deviate from their expected value resulting in lower-than-expected investment yields, higher-than-expected borrowing or product costs, or deterioration of the firm’s competitive position in its industry. 

b) Currency Risk
The exposure to fluctuations in exchange rates may arise as a result of business activity in foreign markets and investment in securities, which are issued by overseas entities or are denominated in a foreign currency.

c) Equity Risk
The exposure to fluctuations in the income stream and/or value of equity ownership in an incorporated entity. 

d) Commodity Risk
This can be a financial market risk if a company chooses an investment as part of a diversification strategy for managing investment risk. From the industrial perspective, commodity risk is the exposure to fluctuations in prices of commodity-based materials or products (e.g., gold, energy, copper, coffee).

e) Financial Instrument Risk
Financial market risk can vary depending upon the particular segment of the market to which the holder of a financial instrument is exposed, or the way in which the exposure is structured. 

2. Liquidity Risk
The exposure to loss as a result of the inability to meet cash flow obligations in a timely and cost-effective manner. Liquidity risk often arises as a result of an investment portfolio with a cash flow and/or maturity profile, which differs from the underlying cash flows dictated by the company's operating requirements and other obligations. 

a) Cash Flow Risk
Actual losses incurred as a result of the inability to fund the operational or financial obligations of the business. 

b) Opportunity Cost Risk
The use of funds in a manner that leads to the loss of economic value, including time value losses, transaction costs due to inappropriate or inefficient management of cash flows and other causes of loss of value.

c) Concentration Risk 
Exposure to loss as a result of the inability to access cash in a timely manner due to the inability to liquidate exposures without moving the market, unusual market conditions, use of “proprietary” financial products, or excessive reliance on a small number of funding sources.

3. Credit Risk
The exposure to actual loss or opportunity cost as a result of default (or other failure to perform) by an economic or legal entity (the debtor) with which the company does business.

a) Default Risk
A counterparty will be unable to fulfill its obligations.

b) Concentration Risk 
Inappropriate emphasis of sales volume or revenues on a single customer, industry sector, or other economic segment leads to exposure to excessive loss. 

c) Settlement Risk

In financial terms, this risk arises when financial counterparties effect their payments to each other at different times or in different locations. In a non-financial context, settlement risk describes the risk of unexpected costs and/or administrative inconvenience associated with the failure to deliver payment in the right place at the right time.

d) Collateral Risk
This is the risk that the value of an asset provided as collateral for a loan, receivable, or commitment to perform may be partially or totally lost. 

III. Information for Decision-Making Risk
The risk that information used to support strategic, operational and financial decisions is not relevant or reliable. This risk relates to the usability and timeliness of information that is either created or summarized by processes and application systems or a failure to understand information needs. 

A. Operational Risk

1. Budget and Planning Risk
Budgets and business plans are not realistic, based on appropriate assumptions, based on cost drivers and performance measures, accepted by key managers, or used as a monitoring tool. 

2. Product/Service Pricing Risk
The company's price is more than customers are willing to pay or does not cover production and distribution costs. 

3. Contract Commitment Risk
The company does not have information that effectively tracks contractual commitments outstanding at a point in time, so that the financial implications of decisions to enter into incremental commitments can be appropriately considered by decision makers. 

4. Measurement (Operations) Risk
Process performance measures do not provide a reliable portrayal of operating performance and do not accurately reflect reality. The measures do not provide relevant information for decision making because they are not informative, understandable, believable, actionable, or indicators of change.

5. Alignment Risk
The objectives and performance measures of the company's business processes are not aligned with its overall business objectives and strategies. The objectives and measures do not focus people on the right things and lead to conflicting, uncoordinated activities. 

6. Accounting Information Risk
Financial accounting information used to manage business processes is not properly integrated with nonfinancial information focused on customer satisfaction, measuring quality, reducing cycle time and increasing efficiency. The result is a myopic, short-term fixation on manipulating the outputs of business processes to achieve financial targets, rather than fulfilling customer expectations by controlling and improving processes. 

B. Public Reporting 

1. Financial Reporting Evaluation Risk
Financial reports issued to existing and prospective investors and lenders include material misstatements or omit material facts, making them misleading. 

2. Internal Control Evaluation Risk
Failure to accumulate sufficient relevant and reliable information to assess the design and operating effectiveness of internal control over financial reporting, resulting in inaccurate assertions by management in the internal control report. 

3. Executive Certification Risk
Failure to accumulate sufficient, relevant and reliable information to assess the design and operating effectiveness of disclosure controls and procedures, resulting in material information not being disclosed timely to certifying officers and in public reports

4. Taxation Risk
Significant transactions of the company have adverse tax consequences that could have been avoided had they been structured differently. Failure to comply with all tax regulations (e.g. payment and filing requirements) creates risks. 

5. Pension Fund Risk
Pension funds are not actuarially sound, e.g., they are insufficient to satisfy benefit obligations defined by the plan. 

6. Regulatory Reporting Risk
Reports of operating and financial information required by regulatory agencies are incomplete, inaccurate, or untimely, exposing the company to fines, penalties and sanctions. 


C. Strategic Risk

1. Environmental Scan Risk
The failure to monitor and stay in touch with a rapidly changing environment resulting in obsolete business strategies. 

2. Business Model Risk
The organization has an obsolete business model and doesn't recognize it and/or lacks the information needed to make an up-to-date assessment of its current model and build a compelling business case for modifying that model on a timely basis.

3. Business Portfolio Risk
The risk that a firm will not maximize business performance by effectively prioritizing its products or balancing its businesses in a strategic context. 

4. Investment Valuation /Evaluation Risk
Management does not have sufficient financial information to make informed short-term and long-term investment decisions and link the risks accepted to the capital at risk. Management and key decision-makers are unable to reliably measure the value of a specific business or any of its significant segments in a strategic context. 

5. Organization Structure Risk
The company's organizational structure does not support change or the company's business strategies. 

6. Measurement (Strategy) Risk
Occurs when overall organizational performance measures focus primarily on near-term financial results or are not consistent with and do not support business strategies.

7. Resource Allocation Risk
The company's resource allocation process does not establish and sustain competitive advantage or maximize returns for shareholders. 

8. Planning Risk 
The company's business strategies are not driven by creative and intuitive input or based on current assumptions about the external environment resulting in strategies that are out-of-date and unfocused.

9. Life Cycle Risk 
An organization's approach to managing the movement of its product lines and evolution of its industry along the life cycle (e.g., start-up, growth, maturity and decline) threatens the ultimate success of its business strategies.
Operational Risk: Risks arising for failures to comply with operational policies and procedures on a daily basis, e.g. maintenance, supplier selection, quality. Risks arising from variations in the quality and availability of the Company ’s personnel, e.g. recruitment, training, remuneration, development, etc. Risks associated with computer and communications hardware, software and data, e.g. obsolescence, security, availability, access, back-up, etc.

Strategic Risks: Risks caused by external factors e.g. economic conditions, war, natural hazards, competition, market changes, political and country risks, etc. Risks caused by internal factors e.g. organisation structures, internal politics, inappropriate strategies, etc.
OPERATIONAL RISK

Every business operates in the internal and external environment. Technology plays a key role in structuring this environment. The internal and external environment has embedded hazards for business operations. These hazards are referred to by auditors as inherent risks of doing business. The inherent risks are managed by putting controls in place. In every business, there are always inherent risks for which controls are not in place. Controls are put in place as a result of cost benefit analysis. Therefore, controls may be ineffective or fail because of weakness in people, processes, systems or external events. There may be times when inherent risks themselves may change because of the events in the external environment.

Operational risks = control risks + inherent risks for which controls are not in place.
The task of every auditor is to detect the inherent risk and control risk. Risks that are not detected by the auditor are called audit risks.

People, processes, systems and external events have been identified as potential hazards for operations. Inadequacy and failure of any of them can result in events that cause losses. Every business has to identify events of relevance. The events may be similar in the same industry, but vary from organization to organization. The whole exercise of operational risk management is to identify potential events likely to cause losses.

Some of the events that could lead to operational risk include:
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Depending upon the level of sophistication for risk measurement, losses further can be divided into the losses incurred within each line of business. Within each line of business, losses further can be divided into different types. Division of losses into different types helps in measurement and mitigation.

Processes, people and systems are closely linked with information systems. Even measurement and recognition of external events need information systems. Therefore, under the new accord, the job of an IS audit and control practitioner will become more onerous and challenging; it will also open up new frontiers for the profession.

How to Manage Operational Risk

Operational risk can be divided into three functions:

· Efficient and effective maintenance of business infrastructure that mostly consists of information systems, including security policy, internal controls and risk management 

· Effective internal audit function, which includes assurance about integrity of information systems, compliance, effective internal controls, assurance and effective internal audit 

· Pricing of operational risk management, which includes measurement of losses, pricing of operational risks for each line of business, RAROC ( Risk-adjusted Return on Capital) and measuring capital requirement 

Each of the functions needs to be implemented for each line of business. Across the three functions, operational risk can be divided into the following four steps:

1. Prepare a Risk Plan
In order prepare a risk plan one must understand the framework for operational risk management and the linkage of information systems with operational risk.

Framework for Loss Estimation Models
There are two types of models--causal and predictive. These need not be separate. Causal models identify the expected losses and establish relationships between losses and events. Causal models are helpful in risk mitigation and risk pricing. Risk pricing is a mechanism to price expected losses into products and services offered by the bank. Once appropriately priced, reserves can be built for operational risks.

Unexpected losses are not factored into pricing. Instead of building reserves, capital is provided. Some extent extra reserves built for expected losses can be utilized towards capital requirements for unexpected losses.

The function of a predictive model is to measure the effects of losses and provide measurements for risks to operations that are not linked to causes. In other words, they are needed to account for the unexpected losses and to predict them over extended periods.

Taken together, causal models and loss models form a complete approach to addressing operational risks.

2. Identification and Measurement of Operational Risks
There are two approaches in operational risk identification and measurement--top down and bottom up. In top down, financial data from the balance sheet and profit and loss accounts are converted into a risk amount. It does not lead to proper capturing of risks nor does it work as an incentive to reduce risks. 

In the bottom-up approach, risks are analyzed for each line of business and their occurrence and losses incurred are identified and measured. This is an effective risk measurement technique. Precise measurement techniques increase the risk management capabilities of financial institutions to statistically measure the risks based on historical data, on frequency of loss occurrence and size of loss. 

In operational risk measurement processes there is a possibility that the loss of data may be hidden by operational management to cover up their failings. To prepare for this possibility an organizational structure needs to avoid operational loss data hiding. This includes independent operational risk management, internal controls and internal and external audit and assurance.

Risk measurement is an essential step towards risk management. It helps in capturing and controlling operational risk. Measurement includes:

· Capturing historical data 

· Measurement of direct loss 

· Possible actual loss 

Even if one of them is not available, models and formulas cannot be used, in which case qualitative or other measures are used for risk measurement.

VaR (value-at-risk) may be the appropriate method to measure the operational risk if direct losses are focused in terms of frequency and severity. Indirect or potential losses could be captured by scenario analysis. 

3. Implementation of Risk Mitigation Techniques

A causal understanding is essential to take appropriate action to control and manage risks because causality is a basis for both action and prediction. Knowing "what causes what," gives an ability to intervene in the environment and implement the necessary controls. Causation is different from correlation, or constant conjunction, in which two things are associated because they change in unison or are found together.

Predictive models (such as loss models) often use correlation as a basis for prediction, but action based on associations is tentative at best. Simple cause and effect relations are known from experience, but more complex situations such as those buried in the processes of business operations may not be intuitively obvious from the information at hand and an IS audit and control professional may be required to establish the cause. Cause models help in the implementation of risk mitigation measures. Cause analysis identifies events and their impact on losses.

In addition to establishing causal relationship, other risk mitigation measures are:

· Self assessment 

· Calculating reserves and capital requirements 

· Creating culture supportive of risk mitigation 

· Strengthening internal controls, including internal and external audits of systems, processes and controls (this includes IS audit and assurance) 

· Setting up operational risks limits (so businesses will have to reduce one or more of frequency of loss, severity of loss or size of operations) 

· Setting up independent operational risk management departments 

· Establishing a disaster recovery plan and backup systems 

· Insurance 

· Outsourcing operations with strict service level agreements so operational risk is transferred 

The IS audit and control professional can play a very important role in each of the techniques. Mitigation and measurement techniques are applied according to the event's losses, and are measured and classified according to loss type.

While recording the loss data, both the event type and the loss type should be identified and recorded in the database. An IS audit and control professional can help identify the event type. The loss further may be divided into direct loss and indirect loss. The following Table has three dimensions: hazard type, event type and loss type.
	Hazard Type
Event Type
Loss Type
	Loss of Recourse
	Restitution
	Legal Liability
	Regulation and Compliance Risk
	Loss or Damage to Assets

	Processes
1. Technology Threat
2. Fraud and Theft
3. Legal and Regulatory  noncompliance
4. Security Failure
5. Transaction Error

	
	
	
	
	

	People
1. Technology Threat
2. Fraud and Theft
3. Legal and Regulatory  noncompliance
4. Security Failure
5. Transaction Error

	
	
	
	
	

	Systems
1. Technology Threat
2. Fraud and Theft
3. Legal and Regulatory  noncompliance
4. Security Failure
5. Transaction Error

	
	
	
	
	

	External Events
	
	
	
	
	


4. Forecasting and Prediction
People, processes, systems and external events have been identified as the potential hazards for operations. Inadequacy and failure of any of them can result in losses. Every business has to identify the events most relevant to it. Events may be similar in the same industry but could vary from organization to organization. The whole exercise of the operational risk management is the exercise to identify events that are likely to cause losses.
 Future predictions come from models. Models use “VaR” (Value at Risk) and Scenario Analysis as techniques for prediction by taking historical data or simulation and qualitative factors. Once the losses are identified, they are measured and predicted. Potential losses are factored into the pricing of products and services and reserves are created to even out the losses. This pricing is driven by risk-adjusted return on capital. Capital is provided for unpredictable losses.

Pricing of Operational Risk

Operational risk is the issue of risk management, not of risk measurement. After measurement, the risk needs to be reflected in the day-to-day operations.

For operational risk management, it is necessary that the risk be priced appropriately. The current practice of pricing operational risk varies widely and explicit price is not common. Today, accounting bodies in all countries do not allow provision for operational risk. IS audit, being a risk-based audit, may be able to provide a methodology in pricing operational risk. Once risks are priced by an independent source, it is possible that accounting bodies may allow provisions to be made for operational risk.
Risk Management and Internal Control
In today’s business environment, the overall profile of risk management and internal controls has increased, resulting in greater responsibilities for those who manage enterprise risk. As such, executive management and board members have higher expectations for the oversight and management of their key business risks, and how risk and control efforts support overall business performance. 

The risk management and internal control challenges facing organizations today have altered roles and responsibilities, strained resources, and caused a paradigm shift in the approach to managing enterprise risk. Some of the key challenges include: 

•   Increasing expectations for effective risk coverage, driven especially by audit committees, executive management, and stakeholder demands for stronger corporate governance and transparency 

•   Providing risk coverage in areas requiring specialized knowledge, such as information technology, major capital programs, contracts, fraud, acquisitions, and international ventures 
•  Interpreting and reconciling the volume and disparity of risk and control information from across the enterprise 

• Maintaining proper investment and alignment in risk management and internal control approach, technology, knowledge, and learning programs 

• Addressing the “war for talent” through staff recruitment, development, career planning, and retention for experienced risk management and internal control professionals 

• Adding benefit through process and control improvement recommendations, sharing of leading practices, and working to implement major change initiatives. 

In many organizations, risk management and internal control activities remain numerous and fragmented. Due to the increase in business and compliance initiatives, multiple functions often manage one or more aspects of a company’s risk profile. These separate groups perform disparate activities, and use different approaches which may result in confusion, duplication of effort, and potential gaps in risk coverage. This lack of alignment and coordination creates inefficiencies. 

In a recent survey, 60% of corporate executives indicated that they believe an integrated approach remains a key factor for successful risk management. Even with the additional risk management investments most companies have made in recent years, 42% of the companies that responded believe they have key risks that are not being formally managed. 

For most organizations, it is a significant challenge to maintain accountabilities for risk and control, and to establish consistency in risk management and internal control activities. In order for a framework to be effective and efficient, it must focus on leveraging elements of leading practices consistently across the lines of defense - or the multiple layers of business units and functions, that create the overall organizational structure. These lines of defense include operations and business units, support functions, and corporate monitoring and control functions and are shown 
in the diagram on the next page. 
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Leading organizations are striving to understand where there may be gaps or inefficiencies in their efforts to manage key risks and how they can drive alignment and coordination across various organizational boundaries. These companies are looking for an approach that helps them answer these questions: How do I compare to others in controlling my risks? How much should I invest? Where should I prioritize my efforts? Companies that are not making focused investments in an enterprise risk and control framework are falling behind. 

Organizations strive to define a risk management and internal control framework appropriate for their industry and individual risk profile. This involves making decisions on a cost/ benefit basis about where to invest in risk management and internal control activities aligned to their business strategies. The objective is to design a risk and control framework that is appropriate, and pragmatically supports improved business performance. This objective may be described as a risk and performance balance, with an organization striving to be simultaneously “risk aware, control conscious, and performance driven.” 
The goal is an efficient risk and control framework designed to leverage the organization’s existing infrastructure - one that recognizes the relative maturity of the organization’s existing competencies. Functional areas and business operational units have varying degrees of capabilities and knowledge when it comes to risk management and internal control. Understanding how those capabilities and related knowledge are applied and how they compare to industry benchmarks creates a clear path for leveraging strengths and developing an improvement agenda and plan. 
Moving to a more mature risk management and control framework doesn’t come without an evaluation of the relative costs and benefits. An analysis should be done to evaluate the expected benefit of implementing enhancements with consideration given to the impact on overall performance. Having a strong risk and control framework relative to industry peers supports enhanced overall business performance.
Components of an Aligned and Coordinated Framework 

To enable effective risk management and internal control activities, the organization must have a well-established framework that serves as a foundation to align multiple functions, processes, and activities, and to achieve the appropriate degree of coordinated coverage and oversight. 

The three primary components of a risk and control framework include “Governance,” “People,” and “Methods and Practices,” and related sub-components, are reflected in the diagram below: 
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Governance 

Governance is a fundamental part of any organization’s effective performance. It begins with establishing the proper tone at the top of the organization to evaluate the mandate and sponsorship for risk management and internal control. The tone at the top of the organization must recognize and reflect the overall strategies and objectives of the organization, and be aligned from a risk management and internal control perspective. These are then articulated into policies and procedures that provide guidance for consistent action on behalf of the organization’s people with respect to risk and control. The organizational structure formulates the functions within the organization that have a broader responsibility for risk, such as a formal risk committee or a dedicated risk function, as well as the way that responsibility for risk and controls are assigned throughout the organization. 
Finally, compliance encompasses expectations for risk management and internal control efforts to 
create an organization that is compliance and risk aware and has established controls to keep the 
organization out of trouble. The detailed sub-components are as follows: 

•   Proper Tone at the Top of the Organization - Is the oversight of risk and control activities in alignment with the organization’s values and beliefs? 

•   Strategies and Objectives - How effectively are risk and control activities aligned to support the overall goals of the organization? 

•   Policies and Procedures - How consistently are risk and control policies and procedures applied throughout the organization? 

•   Organizational Structure - Does the organizational structure support an effective and efficient risk and control framework? 

•   Compliance - How effective is the organization at maintaining compliance through structured risk and control activities? 

People 

The people across the organization are fundamental to effective and efficient performance of risk management and internal control activities. The evaluation of people must encompass the culture of the organization with respect to risk and control, and consider the alignment and coordination of key functions and related activities. Ultimately, the underlying competencies and capabilities of the people are critical to the organization’s ability to manage risk and control in a manner that keeps the organization out of trouble while simultaneously enhancing performance. Clarity around roles and responsibilities for risk and control are crucial so that people understand and accept their obligations related to risk and control across the enterprise. Finally, risk and control information must be effectively communicated throughout the organization and to key stakeholders. The detailed subcomponents are as follows: 
•   Culture and Performance - What is the culture concerning risk-taking? Are the beliefs and behaviours of the organization reflected in individual performance in relation to risk and control activities? 
•   Alignment and Coordination - How well-aligned and coordinated are the existing risk and control activities across the breadth of the organization? 

•   Competencies and Capabilities - Do people across the organization have sufficient skills and experience to execute their roles and responsibilities related to risk and control? 

•   Roles and Responsibilities - Is there consistency in understanding and executing responsibilities for risk and control activities? 

•   Communication - How effectively does the organization communicate risk and control information to key stakeholders?

Methods and Practices 

In leading organizations, methods and practices enable people to manage risk and control across the breadth of the enterprise effectively and efficiently. The methods and practices are designed and built in accordance with the overall strategy and mandate for risk and control objectives, and are built in alignment with the overall business objectives, making them the most tangible aspect for evaluation. The methods and practices encompass aspects of risk identification and assessment, control design and effectiveness, process improvement and efficiency, monitoring and reporting, and information technology. It is the operational effectiveness and efficiency of the methods and practices that ultimately display whether an organization has the appropriate level of competency 
in risk management and internal control activities. Evaluating both the design and consistency in application of methods and practices within the existing business processes, activities, and functions provides the greatest insight into risk management capabilities. The detailed sub-components are as follows: 

•   Risk Identification and Assessment - How effectively are risk identification and assessment activities integrated across the organization? 

•   Control Design and Effectiveness - How effectively are controls designed and operated consistently across the organization? 

•   Process Improvement and Efficiency - Do process improvement and efficiency initiatives include a focus on risk and control from both a design and operation perspective? 

•   Monitoring and Reporting - Are risks and controls effectively and efficiently monitored to recognize adverse trends proactively - are key issues escalated and reported on a timely basis? 
•   Technology - How effectively is IT leveraged to support the organization’s risk and control framework? 

It is these three framework components — Governance, People, and Methods and Practices, and related sub-components, that provide the basis to evaluate the overall design and consistency of risk management and internal control across the breadth of the organization. Improvements in these components should enable improved risk mitigation and enhance business performance.

Information System Risk Management

The cardinal rule of security is that –

“No one thing makes a computer secure”

Security is an ongoing process. No matter how well a system is designed, if it is never changed it gives any potential infiltrator all the time in the world to examine the security for flaws.
The information described here is neither detailed nor comprehensive. This should, however, serve as a good overview of the types of security measures sometimes taken. What measures are appropriate are best determined on a case by case basis.
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I. ACCIDENTAL THREATS

a) Fire damage: Fire is a major threat to the physical security of a computer installation.
Following are the major features of a well-designed fire protection system:

· Installation of both automatic and manual fire alarms at strategic locations.

· Installation of manual fire extinguishers at strategic locations.
· Fire extinguishers and fire exits should be clearly marked.

· Place master switches for power.
· Place smoke detectors.

· Use sprinkler system/ halogen gas to put off fire. 

· When a fire alarm is activated, a signal may be sent automatically to permanently manned fire station.

· All staff members should know how to use the system. 
b) Water damage: Water damage to a computer installation can be the outcome of a fire; the specific system sprays water that enters hardware. It may also result from other resources such as floods, cyclones, etc.

Some of the major ways of protecting the installation against water damage are as follows:

· Have waterproof ceilings and walls.

· Ensure an adequate drainage system exists.

· In flood areas have the installation above the high water level. 

· Have a master switch for all water mains. 

· Use a dry pipe automatic sprinkler system.

· Cover hardware with a protective fabric when it is not in use.
c) Energy Variation: Computers Systems are also exposed to risks due to energy variations. It can take the form of increase or decrease of power or loss of power.

The following diagram explains preventive measures in case of energy variations:
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d) Hardware Failures: 

There are cases when hardware failures cause the operating system to crash.

There could also be cases of system failures which cause the whole segment of memory to be dumped to disks and printers resulting in unintentional disclosure of confidential information.

Backing-up data:
Backing up data is the single most important step in preventing data loss. Entire companies have gone out of business due to losing valuable information. Regular backups are vital insurance against a data-loss catastrophe, yet many organizations learn this lesson the hard way.

Flash memory devices are great for making quick, easy, redundant backups of super-critical files such as databases and accounting files. By far the best method of taking a back-up is replication of data to an off-site location using local mirrors of systems.

Following are some rules of thumb to guide you in developing a solid backup strategy.
1. Develop a written backup plan that tells you:

· What's being backed up,
· Where it's being backed up to,
· How often backups will occur,
· Who's in charge of performing backups,
· Who's in charge of monitoring the success of these backups.
2. Your database and accounting files are your most critical data assets. They should be backed up before and after any significant use. For most organizations, this means backing up these files daily. Nonprofits that do a lot of data entry should consider backing up their databases after each major data-entry session.

3. Store a copy of your backups off-site to insure against a site-specific disaster such as a fire, break-in, or flood. Ideally, you should store your backups in a safety-deposit box.
DISASTER RECOVERY PLAN (DRP):

· Definition: Disaster Recovery is the process, policies and procedures related to preparing for recovery of technology and infrastructure critical to an organization after a natural or human-induced disaster.
Example: 9/11 Terror attacks on World Trade Center
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With the increasing reliance of information technology for the continuation of business critical functions taking place around-the-clock, the importance of protecting an organization's data and IT infrastructure in the event of a disruptive situation has become an increasing and more visible business priority in recent years.
· Objectives of DRP:

· Assures the management that normalcy would be restored in a set time
· Minimization of losses
· General components of DRP:
A. Emergency Plan: This part of the Disaster Recovery Plan (DRP) outlines the actions to be undertaken immediately after a disaster occurs. It identifies the personnel to be notified immediately, for example, fire service, police, management, insurance company etc. It provides guidelines on shutting down the equipment, termination of power supply, removal of storage files and disks, if any. It sets out evacuation procedures like sounding the alarm bell, activating fire extinguishers, evacuation of personnel. It also provides return procedures as soon as the primary facility is ready for operation like backing up data files at off-site, deleting data from disk drives at third party's site, relocation of proper versions of backup files, etc. This plan should be always documented.
B. Recovery Plan: This part of the DRP sets out how the full capabilities will be restored. A recovery committee is constituted. Preparing specifications of recovery like setting out priorities for recovery of application systems, hardware replacement etc. will be the responsibility of the Recovery Committee.

The following steps may be carried out under this plan:

(i)
An inventory of the hardware, application systems, system software, documentation etc. must be taken.

(ii)
Criticality of application systems to the organization and the importance of their loss must be evaluated. An indication must be given of the efforts and cost involved in restoring the various application systems.

(iii)
An application systems hierarchy must be spelt out. 

(iv)
Selection of a disaster recovery site must be made. A reciprocal agreement with another organization having compatible hardware and software could be made. 

(v) A formal back agreement with another company must be made. 
This should cover the periodical exchange of information between the two sites regarding changes to hardware/software, the time and duration of systems availability, modalities of testing the plan etc.

C. Back-up Plan: Organizations no matter how physically secure, their systems are always vulnerable to the disaster. Therefore, an effective safeguard is to have a backup of anything that could be destroyed, be it hardware or software. As regards hardware, standby must be kept with regard to the needs of particular computer environments. So far as the software is concerned, it is necessary to make copies of important programs, data files, operating systems and test programs etc. The backup copies must be kept in a place, which is not susceptible to the same hazards as the originals.
Example: MTNL server @ Navi Mumbai
The above gives a general outline of a DRP but each every organization would like to have a specifically tailored disaster recovery plans.
It is estimated that most large companies spend between 2% and 4% of their IT budget on disaster recovery planning, with the aim of avoiding larger losses in the event that the business cannot continue to function due to loss of IT infrastructure and data. 
Of companies that had a major loss of business data:
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II. INTENTIONAL THREATS
Unauthorized intrusion can take two forms. The intruder by physically entering the room may steal assets or carry out sabotage. Alternatively, the intruder may eavesdrop on the installation by wire tapping, installing an electronic bug or using a receiver that picks up electro-magnetic signals. 
The Intentional attacks can be from Intruders outside the organization or even from privileged personnel who abuse their authority (Ex: Disgruntled employees). 

After obtaining information the intruder can manipulate the information in many ways to use it for personal gains or to cause damage to other parties.

Following are the measures for Risk management:

A. Prevent Unauthorized Intrusion:
1. No visitors should be allowed. There should be a separate visitor lounge.

2. The doors should be locked. Entry should be granted only to IT personnel and using biometric devices, such as fingerprints, voice prints, retina prints, or signature characteristics. These user characteristics are digitized and stored permanently in a database security file or on an identification card that the user carries. When an individual attempts to access the database, a special scanning device captures his or her biometric characteristics, which is compared with the profile data stored internally or on the ID card. If the data do not match, access is denied.

3. Use alarms to alert entry made by an intruder.
4. Remove old accounts. Old, unused accounts are just that many more passwords for someone to find out.
5. Install security patches to the operating system. Invisible security patches should be installed anytime systems are being upgraded. On systems with many users or that are likely targets for illegal entry, the system administrator should install new patches frequently or perhaps instantly when available. 

6. Security checking software. There are programs, like Satan, which will test a system for many known security flaws. These programs were created so that administrators can test the integrity of the system, but they are also a favorite tool for the first step in infiltrating a system. It is a good idea to do this periodically. 
B. Administrative Controls

· Log-on Procedure: A log-on procedure is the first line of defence against unauthorised access. If the system finds a match, then log-on attempt is authorised.  If password or ID is entered incorrectly, then after a specified number of attempts, the system should lock out the user from the system
· Firewall:  Organizations connected to the Internet and Intranet often implement an electronic firewall to insulate their network from outside intruder.  A firewall is a system that enforces access control between two networks.  To accomplish this: 

All traffic between the outside network and the organisation’s Intranet must pass through the firewall.

Only authorised traffic between the organisation and the outside is allowed to pass through the firewall.

The firewall must be immune to penetration from both outside and inside the organisation.

In addition to insulating the organisation’s network from external networks, firewalls can be used to insulate portions of the organisation’s Intranet from internal access also.

Network-level firewalls consist of screening router that examines the source and destination addresses that are attached to incoming message packets. The firewall accepts or denies access requests based on filtering rules that have been programmed into it. 

Application-level firewalls provides user authentication for specific tasks. If an outside user attempts to connect to an unauthorized service or file, the network administrator or security group can be notified immediately.
· Encryption: Encryption is the conversion of data into a secret code for storage in databases and transmission over networks.  The sender uses an encryption algorithm and the original message called the clear text is converted into cipher text.  This is decoded at the receiving end.  The encryption algorithm uses a key which is of 56 to 128 bits in length. The more bits in the key, the stronger is the encryption method. Two general approaches to encryption are use of private key and public key encryption.
· Call Back Devices: It is based on the principle that the key to network security is to keep the intruder off the LAN rather than imposing security measure after the criminal has connected to the LAN server. The call- back device requires the user to enter a password and then the system breaks the connection.  If the caller is authorized, the call back device dials the caller’s number to establish a new connection. This limits access only from authorised terminals or telephone numbers and prevents an intruder masquerading as a legitimate user.
· Anti- Virus Software :
In today's world, virus protection is a necessity for any PC or Macintosh and viruses are starting to appear on UNIX systems also. No system is completely safe from viruses since manufacturers have inadvertently shipped new computers with viruses on the hard drive and minted CDs with viruses. There should also be periodic virus checking.

· Hiring tiger teams: 
A tiger team is a group of honest expert hackers that are hired to break into your system in order to give you an analysis of your security. This is generally done by banks or others with extremely sensitive data.
FINANCIAL RISK MANAGEMENT
What is Financial Risk:

Financial Risk provides the basis for opportunity, the terms financial risk and financial exposure have subtle differences in their meaning, and financial risk refers to the probability of loss, while financial exposure is the possibility of loss, although they are often used interchangeably, financial risk arises as a result of financial exposure. Exposure to financial markets affects most organizations, either directly or indirectly, when an organization has financial market exposure, there is a possibility of loss but also an opportunity for gain or profit. Financial market exposure may provide strategic or competitive benefits. Financial Risk is the likelihood of losses resulting from events such as changes in market prices, events with a low probability of occurring but that may result in a high loss, are particularly troublesome because they are often not anticipated. In short, risk is the probable variability of returns.

	Potential Size of Loss
	Probability of Loss

	Potential for Large Loss
	High Probability of Occurrence

	Potential for Small Loss
	Low Probability of Occurrence


In the modern world, since information is available instantaneously, the market reacts very quickly. Counterparties can rapidly become problematic. As a result, it is important to ensure that financial risks are identified and managed appropriately.
History of Financial Risk:
Early Markets:
Financial derivatives and markets are often considered to be modern developments, but in many cases they are not. The earliest trading involved commodities, since they are very important to human existence long before industrial development, informal commodities markets operated to facilitate the buying and selling of products.

Forward contracts were used by Flemish traders at medieval trade fairs as early as the twelfth century, in seventeenth-century Japan, rice was an important commodity. As growers began to trade rice tickets for cash, a secondary market began to flourish. The Dojima rice futures market was established in the commerce center of Osaka in 1688 with 1,300 registered rice traders. Rice dealers could sell futures in advance of a harvest in anticipation of lower prices, or alternatively buy rice futures contracts if it looked as though the harvest might be poor and prices high. Rice tickets represented either warehoused rice or rice that would be harvested in the future.

The Chicago Board of Trade (CBOT), formed in 1848, was the first organized futures exchange in the United States. Its business was non-standardized grain forward contracts. Without a central clearing organization, however, some participants defaulted on their contracts, leaving others un-hedged. In response, the CBOT developed futures contracts with standardized terms and the requirement of a performance bond in 1865. These were the first North American futures contracts. The contracts permitted farmers to fix a price for their grain sales in advance of delivery on a standardized basis. For the better part of a century, 

Trading in interest rate futures began in the 1970s, reflecting the increasingly volatile markets. The New York Mercantile Exchange (NYMEX) introduced the first energy futures contract in 1978 with heating oil futures. These contracts provided a way for hedgers to manage price risk. Other developments include the establishment of the Commodity Futures Trading Commission.

The first automated exchange began not in New York or in London but at the International Futures Exchange in Bermuda in 1984. In October 1987, financial markets were tested in a massive equity market decline, most of which took place over a couple of days. Some major exchanges suffered single-day declines of more than 20 percent.

New Era Finance:
The 1990s brought the development of new derivatives products, such as weather and catastrophe contracts, as well as a broader acceptance of their use. Increased use of value-at-risk and similar tools for risk management improved risk management dialogue and methodologies.

In 1999, a new European currency, the Euro, was adopted by Austria, Belgium, Finland, France, Germany, Ireland, Italy, Luxembourg, the Netherlands, Portugal, and Spain, and two years later Greece. The move to a common currency significantly reduced foreign exchange risk for organizations doing business in Europe as compared with managing a dozen different currencies, and it sparked a wave of bank consolidations. As the long equities bull market that had sustained through much of the previous decade lost steam, technology stocks reached a final spectacular top in 2000. Subsequent declines for some equities were worse than those of the post-1929 market, and the corporate failures that followed the boom made history. Shortly thereafter, the terrorist attacks of September 11, 2001 changed many perspectives on risk. Precious metals and energy commodities became increasingly attractive in an increasingly unsettled geopolitical environment .New frontiers in the evolution of financial risk management include new risk modeling capabilities and trading in derivatives such as weather, environmental (pollution) credits, and economic indicators.
How Does Financial Risk Arise:

Financial risk arises through countless transactions of a financial nature, including sales and purchases, investments and loans, and various other business activities. It can arise as a result of legal transactions, new projects, mergers and acquisitions, debt financing, the energy component of costs, or through the activities of management, stakeholders, competitors, foreign governments, or weather. 

When financial prices change dramatically, it can increase costs, reduce revenues, or otherwise adversely impact the profitability of an organization. Financial fluctuations may make it more difficult to plan and budget, price goods and services, and allocate capital.
There are three main sources of financial risk are as follows:

· Financial risks arising from an organization’s exposure to changes in market prices, such as interest rates, exchange rates, and commodity prices.
· Financial risks arising from the actions of, and transactions with, other organizations such as vendors, customers, and counterparties in derivatives transactions.
· Financial risks resulting from internal actions or failures of the organization, particularly people, processes, and systems.
Types of Financial Risk:

· Pure Risk:  The situation in which a gain will not occur.  The best possible outcome is that of no loss occurring. 

Example: A pilot flying an airplane will be happy with not crashing the airplane.  He has not gained anything, but avoiding the catastrophe is the best possible outcome. (This is an extreme example, intended to clarify the concept). 
· Speculative Risk: A risk in which either a gain or a loss may occur.


Example: You commit to sell a bag of wheat 3 months into the future at $10.  Three months down if the price of wheat is $5 you make a profit of $5; if it is $15, you incur a loss of $5 by not being able to sell it at the market price.  You speculated on the price of wheat 3 months into the future.
· Diversifiable & Non-diversifiable Risk:


Essentially diversifiable risk is that which can be mitigated through a process of pooling risks and vice-versa for non-diversifiable.  


Example: This is best exemplified through the theory of portfolio diversification.  Buying one stock (portfolio of 1 stock) exposes you to 2 types of risk.  Risk of the market (Systematic risk) and risk of the firm specific stock (Non-systematic risk).  Increasing the number of stocks in your portfolio would be.

What is Financial Risk Management?
Financial risk management is a process to deal with the uncertainties resulting from financial markets. It involves assessing the financial risks facing an organization and developing management strategies consistent with internal priorities and policies. Addressing financial risks proactively may provide an organization with a competitive advantage. It also ensures that management, operational staff, stakeholders, and the board of directors are in agreement on key issues of risk.
Managing financial risk necessitates making organizational decisions about risks that are acceptable versus those that are not. The passive strategy of taking no action is the acceptance of all risks by default. Organizations manage financial risk using a variety of strategies and products. It is important to understand how these products and strategies work to reduce risk within the context of the organization’s risk tolerance and objectives.

Strategies for risk management often involve derivatives. Derivatives are traded widely among financial institutions and on organized exchanges. The value of derivatives contracts, such as futures, forwards, options, and swaps, is derived from the price of the underlying asset. Derivatives trade on interest rates, exchange rates, commodities, equity and fixed income securities, credit, and even weather.
The products and strategies used by market participants to manage financial risk are the same ones used by speculators to increase leverage and risk. Although it can be argued that widespread use of derivatives increases risk, the existence of derivatives enables those who wish to reduce risk to pass it along to those who seek risk and its associated opportunities.

The ability to estimate the likelihood of a financial loss is highly desirable. However, standard theories of probability often fail in the analysis of financial markets. Risks usually do not exist in isolation, and the interactions of several exposures may have to be considered in developing an understanding of how financial risk arises. Sometimes, these interactions are difficult to forecast, since they ultimately depend on human behaviour.
The process of financial risk management is an ongoing one. Strategies need to be implemented and refined as the market and requirements change. Refinements may reflect changing expectations about market rates, changes to the business environment, or changing international political conditions, for example.

Process of Financial Risk Management:

The process of financial risk management comprises strategies that enable an organization to manage the risks associated with financial markets. Risk management is a dynamic process that should evolve with an organization and its business. It involves and impacts many parts of an organization including treasury, sales, marketing, legal, tax, commodity, and corporate finance.
The risk management process involves both internal and external analysis. The first part of the process involves identifying and prioritizing the financial risks facing an organization and understanding their relevance. It may be necessary to examine the organization and its products, management, customers, suppliers, competitors, pricing, industry trends, balance sheet structure, and position in the industry. It is also necessary to consider stakeholders and their objectives and tolerance for risk.

Once a clear understanding of the risks emerges, appropriate strategies can be implemented in conjunction with risk management policy. For example, it might be possible to change where and how business is done, thereby reducing the organization’s exposure and risk. Alternatively, existing exposures may be managed with derivatives. Another strategy for managing risk is to accept all risks and the possibility of losses.
There are three broad alternatives for managing risk:

1. Do nothing and actively, or passively by default, accept all risks.

2. Hedge a portion of exposures by determining which exposures can and should be hedged.

3. Hedge all exposures possible.
Measurement and reporting of risks provides decision makers with information to execute decisions and monitor outcomes, both before and after strategies are taken to mitigate them. Since the risk management process is ongoing, reporting and feedback can be used to refine the system by modifying or improving strategies.

An active decision-making process is an important component of risk management. Decisions about potential loss and risk reduction provide a forum for discussion of important issues and the varying perspectives of stakeholders.
In general, the process can be summarized as follows:

• Identify and prioritize key financial risks.

• Determine an appropriate level of risk tolerance.

• Implement risk management strategy in accordance with policy.

• Measure, report, monitor, and refine as needed.
Different ways of Financial Risk Management:

In a financial context risk can be mitigated in two ways.  One, by hedging using the correlations of stocks Capital Asset Pricing model (CAPM), secondly using Financial Assets.  Investors normally use both, though their applications are different. 
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Hedging Using Capital Asset Pricing model (CAPM):

In a portfolio, the demand for any financial asset rests on the correlation between all the assets in the portfolio.  In a portfolio, if two assets are negatively correlated (a loss in one results in a simultaneous gain in the other) then they have naturally hedged themselves against each other.  Financial models are used to evaluate returns on portfolios.

CAPM or the Capital Asset Pricing model is the most frequently used financial model to enable portfolio diversification.  If returns on risky assets have less than perfect correlation, i.e., they do not naturally hedge against each other, risk averse individuals diversify risk in their holding of assets.  A well diversified portfolio would have less fluctuation than returns on individually held financial assets.  

So how does this work?  Assume that you have a portfolio of financial assets (in this case, equity securities).  Each stock as explained in the types of risk, has two elements of risk.  These are systematic and non-systematic risks.  The non- systematic risk of individual securities can be mitigated through a well-diversified portfolio.  Theoretically it can be completely negated by holding a diversified portfolio that is identical to the market. 

This normally does not happened since 

a) This would be a very large portfolio.

b) People would make money only based on the entire market moving up or down.  (i.e., if your portfolio is a perfect substitute for the DJIA, then you will make money only if the entire market moves up).  Most people who do hold real portfolios would like to make money regardless of the market movements.

Given that non-systematic risk is virtually nullified by a large portfolio (CAPM assumes such a large portfolio), the only risk that remains is the systematic risk.  Thus, the only type of risk for which and investor would earn a return would be the systematic risk.  This systematic risk is measured as Beta.  Beta (β) calculates the volatility/exposure of a security’s return to the entire market (CAPM) portfolio.

Mathematically this is how it is understood.  A security ‘a’ has its βa = σam / σ2m.  βa is the beta of the security ‘a’, σam is the covariance between the return on security ‘a’ and the CAPM portfolio (m since the ideal CAPM would be identical to the market portfolio) and σ2m is the variance of the return on this CAPM (market) portfolio.  The covariance σam can also be expressed as a function of the correlation coefficient (ρam) and the standard deviations of the individual security and the market portfolio.  σam = ρamσaσm.  Thus the beta is 

βa = ρamσa / σm.  

According to the CAPM Model, 

Cost of Capital (Ke) = Rf + β (Rm – Rf);
Where, Rf is the Risk Free Rate, β is the Beta of the portfolio and Rm is the Market Rate.

Hedging Using Market Instruments:

WHAT IS HEDGING? 

Hedge - In finance, a hedge is a position established in one market in an attempt to offset exposure to the price risk of an equal but opposite obligation or position in another market — usually, but not always, in the context of one's commercial activity.

Types of Hedging:

1. Spot Contracts - A foreign currency contract to buy or sell at the current foreign currency rate, requiring settlement within two days. As a foreign currency hedging vehicle, due to the short-term settlement date, spot contracts are not appropriate for many foreign currency hedging and trading strategies. Foreign currency spot contracts are more commonly used in combination with other types of foreign currency hedging vehicles when implementing a foreign currency hedging strategy. For retail investors, in particular, the spot contract and its associated risk are often the underlying reason that a foreign currency hedge must be placed. The spot contract is more often a part of the reason to hedge foreign currency risk exposure rather than the foreign currency hedging solution.
2. Forward Contracts – An FX forward is an agreement to purchase or sell a set amount of a foreign currency at a specified price for settlement at a predetermined future date, or within a predetermined window of time.

There are two types of forward contracts:- 

1. Closed Forward contracts: - Closed forwards must be settled on a specified date. 

2. Open Forward contracts:- Open forwards set a window of time during which any portion of the contract can be settled, as long as the entire contract is settled by the end date.
Description

Closed forwards must be settled on a specified date. Open forwards set a window of time during which any portion of the contract can be settled, as long as the entire contract is settled by the end date.

Why use an FX forward?

FX forwards help investors manage the risk inherent in currency markets by predetermining the rate and date on which they will purchase or sell a given amount of foreign exchange.

Using FX forwards, one can:

· Protect costs on products and services purchased abroad

· Protect profit margins on products and services sold abroad

· Lock-in exchange rates as much as a year in advance

Example:
A Swiss exporter company accepts to receive $ 1,000,000 after 3 months. The exporter has collected following information.

Spot (CHF/$) 

:1.8054/1.8065

3-m forward (CHF/$)
:1.8075/1.8083

3-m LIBOR 

: CHF 5%, USD $ 6.76%

What option does the exporter has to hedge his position for the FX fluctuation risk.

Solution:

Money market cover:
The exporter has a receivable exposure. Hence, the exposure can be covered in the money market by borrowing in USD$. The receivables can be used to pay- off the loan with interest while the dollars borrowed today can be converted into CHF and invested.

Amount, which can be borrowed today = [1,000,000] / [1+0.0676 * 3/12] = USD $ 983,381.

The amount can be converted today into 



CHF (983,381) (1.8054)= CHF 1,775,396.

If this is invested for 3 months, the exporter can get



(1,775,396) ( 1+0.05 * 3/12) = CHF 1,797,588.

Forward Cover:-

Instead of using money market cover, if the exporter takes forward cover then he can get this at CHF / USD 1.8075 which will give him cash flow in CHF of (1,000,000)(1.8075)= CHF 1,807,500.00. In this case the exporter shall go for forward cover.

3. Interest Rate Options – 
Interest Rate Options are options on the spot yield of U.S. Treasury securities. Available to meet the investor’s needs are options on short, medium and long-term rates. The following contracts are available for trading at the Chicago Board Options Exchange:

· Options on the short-term rate (ticker symbol IRX) are based on the annualized discount rate on the most recently auctioned 13-week Treasury bill. The 13-week T-bill yield is the recognized benchmark of short-term interest rates. These bills are issued by the U.S. Treasury in auctions conducted weekly by the Federal Reserve Bank

· Options on the 5-year rate (ticker symbol FVX) are based on the yield-to-maturity of the most recently auctioned 5-year Treasury note. The notes are usually auctioned every month.
· Options on the 10-year rate (ticker symbol TNX) are based on the yield-to-maturity of the most recently auctioned 10-year Treasury note. The notes are usually auctioned every three months following the refunding cycle: February, May, August and November.
· Options on the 30-year rate (ticker symbol TYX) are based on the yield-to-maturity of the most recently auctioned 30-year Treasury bond. Treasury bonds are auctioned every six months in a February and August refunding cycle.
How do interest rate options work?

Options on interest rates and listed stock and stock index options have similar benefits and risks. They are standardized contracts traded on an exchange regulated by the Securities and Exchange Commission. There are two types of contracts: puts and calls. In general, when yield-based option positions are purchased, a call buyer and a put buyer have opposite expectations about interest rate movements. A call buyer anticipates interest rates will go up, increasing the value of the call position. A put buyer anticipates that rates will go down, increasing the value of the put position. A yield-based call option holder will profit if, by expiration, the underlying interest rate rises above the strike price plus the premium paid for the call. Conversely, a yield-based put option holder will profit if, by expiration, the interest rate has declined below the strike price less the premium. Option writers (sellers) receive a premium for selling options to buyers. Sellers tend to view premiums received for selling options as a source of additional income or as a hedge against a possible decline in the value of treasuries they hold or intend to purchase. Yield-based options can be used alone or in conjunction with the underlying securities. The economics of the two approaches may be quite different. Prospective investors should consult their financial advisor about the logistics and suitability of their approach.

The Options’ Underlying Values

Underlying values for the option contracts are 10 times the underlying Treasury yields (rates)— 13-week T-bill yield (for IRX), 5-year T-note yield (for FVX), 10-year T-note yield (for TNX) and 30-year T-bond yield (for TYX). An annualized discount rate of 5.5% on the newly auctioned 13-week Treasury bills would place the underlying value for the option on short-term rates (IRX) at 55.00. A yield-to-maturity of 6% on the 30-year T-bond would place the underlying value of the yield-based option on the 30-year T-bond (TYX) at 60.00. When Treasury rates change, corresponding underlying values for the options on interest rates also change. For example, if the yield-to maturity on the 30-year T-bond increases from

6.25% to 6.36%, TYX would move from 62.50 to 63.60. For every one percentage point rise or fall in interest rates, underlying values would rise or fall 10 points.

Interest Rate Options features:

Cash settled:-. Interest Rate Options are settled in cash. There is no need to own or deliver any Treasury securities upon exercise. 

Contract size:-. Interest Rate Options use the same $100 multiplier as options on equities and stock indexes 

European-style exercise: - The holder of the option can exercise the right to buy or sell only at expiration. This eliminates the risk of early exercise and simplifies investment decisions.
Scenario:

Investor expects rising

Long-term interest rates.

Buy TYX calls.(30 year rate )

Forecast: Rising 30-year Treasury bond yields.

Objective: To profit from rising 30-year interest rates.

If an investor anticipates a rise in the 30-year Treasury bond yield, he might choose to buy TYX call options. If the anticipated rate increase occurs, TYX, the 30-year underlying value for the options

(10 x 30-year yield), also will increase. This strategy gives the buyer the right to a payoff equal to the difference between the strike price and exercise-settlement value of TYX upon option expiration if the underlying value rises above the strike price. The profit is unlimited, while the risk is limited to the premium paid for the calls.

Example:

TYX is at 70.00 (the 30-year interest rate at 7.00%) and a three-month TYX 70 at-the money call is trading at 1.50. For this example, the investor who expects 30-year Treasury yields to rise will buy 5 calls at a cost of $750 (1.50 premium x $100 multiplier x 5 contracts). A profit will be realized if the underlying rises above the breakeven of 71.50 (70 strike price + 1.50 premium) which translate into a current yield of 7.15% (1/10th of the underlying value) on the 30-year Treasury.

Possible Outcomes

Outcome 1:

Exercise-settlement Value Above Breakeven (71.50).

If the 30-year Treasury bond yield rises and the exercise-settlement value for TYX is at 75.00 at expiration (interest rates at 7.5%), the TYX 70 call option would be exercised, the holder of the calls would receive the amount by which the closing yield exceeds the strike price.

Exercise-settlement Value:
75 

Less Strike Price: 

70
5

Amount Paid to Holder: 
$2,500

(5 x $100 x 5 contracts )

Less Cost of Calls:

 -750

Profit:



 $1,750

This investor profited because the yield did rise above the breakeven prior to expiration. Had the yield on the 30-year Treasury risen after expiration the options would have expired worthless. This timing consideration applies to all of the strategies discussed below.
Outcome 2:

Exercise-settlement Value Between Call Strike Price (70) and Breakeven Level (71.50).

If, by expiration, the 30-year Treasury yield slightly increases to 7.10% which equals an exercise-settlement value of 71.00, the holder would exercise his options. He would receive the amount by which the exercise-settlement value is above the strike price. The amount received would be less than what was originally paid, but it would offset some of the cost of the calls.

Exercise-settlement Value: 
71

Less Strike Price: 

70
1

Cost of Calls: 


$750

Less Amount Paid to Holder: 
-500   (1 x $100 x 5 contracts )

Loss: 



$250
Outcome 3:

Exercise-settlement Value At or Below Call Strike Price (70). 

If the exercise-settlement value is at or below 70.00 the yield on the 30-year Treasury at or below7.00%), the holder would have lost the total premium of $750, in this example. However, no matter how low interest rates decline the most that can be lost is the premium paid.

Importantly, if the yield on the Treasury rises substantially and/or the investor’s opinion changes, the calls may be sold at any point in time through the last trading day of that particular series. 

4. Foreign Currency Swaps - A financial foreign currency contract whereby the buyer and seller exchange equal initial principal amounts of two different currencies at the spot rate. The buyer and seller exchange fixed or floating rate interest payments in their respective swapped currencies over the term of the contract. At maturity, the principal amount is effectively re-swapped at a predetermined exchange rate so that the parties end up with their original currencies. Foreign currency swaps are more often used by commercials as a foreign currency hedging vehicle rather than by retail forex traders.
Example:-

A company needs to borrow euros to fund an investment project. The cash flows will also be in euros. It transpires that by issuing a loan in USD the company can obtain the required funds more cheaply than by issuing a loan in EUR. However, in that case, the company would be faced with the situation where the interest payments would be in USD whereas the income would be in EUR. The company therefore decides to enter into a CC Swap whereby it receives the USD interest rate and pays the EUR interest rate.

The following three examples show how, through a CC Swap, the standard interest rate for the term and currency of the debenture loan are swapped.

1. Swap of the principal amounts at the beginning of the CC Swap

Principal in USD



Principal in USD




    Debenture issue in


Principal in EUR
 
USD.


 
2. Swap of interest flows during the CC Swap

 USD interest rate
    USD interest rate






EUR interest rate

     on debenture loan
3. Swap of the principal amounts at maturity of the CC Swap






Principal in USD

    Principal in USD



Principal in EUR

Maturity of debenture loan
In USD
Terms and conditions

· Available in most tradable currency combinations

· Minimum principal (equivalent of) EUR 1 million

· Standard terms from one to ten years

· A CC Swap is a financial contract that can be traded separately

· Swap of interest flows in different currencies

· Swap of principal amounts generally at the beginning and end of the term
Advantages

· A CC Swap enables a company to obtain funding in a specific currency and swap it to another currency in order to reduce costs.

· A CC Swap is a bespoke product and can, in terms of the calculation principal, starting date and underlying term, be very closely tailored to the user's requirements. Installment and drawdown schedules are possible.

· With a CC Swap, it is easy to swap the currency of the cash flow and the nature of the corresponding interest flows temporarily.

· A CC Swap can be easily wound up. This occurs by means of settlement of the spot value of the swap. This may be negative (penalty interest) or positive (income).
Risks

The components that determine the price of a currency transaction, such as the duration, rate and supply and demand on the currency market, are subject to change during the term. Exchange rates may fluctuate. As a result, the price obtained on the market for the transactions during the term may differ from the price that was agreed when the relevant transaction is entered into. The greater the time between entering into the swap and fulfilling the commitment results into a greater risk. Nevertheless, the types of transaction described above may be an excellent tool for managing currency risks stemming from standard business operations

5. Interest Rate Swaps - A financial interest rate contracts whereby the buyer and seller swap interest rate exposure over the term of the contract. The most common swap contract is the fixed-to-float swap whereby the swap buyer receives a floating rate from the swap seller, and the swap seller receives a fixed rate from the swap buyer. Other types of swap include fixed-to-fixed and float-to-float. Interest rate swaps are more often utilized by commercials to re-allocate interest rate risk exposure.
The most popular interest rate swaps are fixed-for-floating swaps under which cash flows of a fixed rate loan are exchanged for those of a floating rate loan. Among these, the most common use a 3-month or 6-month Libor rate (or Euribor, if the currency is the Euro) as their floating rate. These are called vanilla interest rate swaps. There is also a liquid market for floating-floating interest rate swaps—what are known as basis swaps.

To keep things simple (and minimize settlement risk), concurrent cash flows are netted. In a typical arrangement. both loans have an initial payment (loan) of principal, but those net to 0. Both loans have a final return of the same principal, but those also net to 0. Also, the periodic interest payments are generally scheduled to occur on concurrent dates, so they too can be netted. The principal amount is called the notional amount of the swap.

Consider an example. Two banks enter into a vanilla interest rate swap. The term is four years. They agree to swap fixed rate USD payments at 4.6% in exchange for 6-month USD Libor payments. At the outset, the fixed rate payments are known. The first floating rate payment is also known, but the return will depend on future values of Libor. Exhibit 1 calculates the swap payments under a hypothetical scenario for Libor rates over the life of the swap. These are illustrated graphically in Exhibit 2.

	Cash Flows During the Life of a Hypothetical USD 100MM 4.6% Four-Year Swap
Exhibit 1
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	Time
(years)
6-Month
Libor
Fixed Rate Cash Flows
Floating Rate Cash Flows
Swap
Net Cash Flows 
[1]

[2]

[3]

[4]

[3] – [4]

0.0

2.8 %

–100.0

–100.0

0.0

0.5

3.4 %

2.3

1.4

0.9

1.0

4.4 %

2.3

1.7

0.6

1.5

4.2 %

2.3

2.2

0.1

2.0

5.0 %

2.3

2.1

0.2

2.5

5.6 %

2.3

2.5

–0.2

3.0

5.2 %

2.3

2.8

–0.5

3.5

4.4 %

2.3

2.6

–0.3

4.0

3.8 %

102.3

102.2

0.1



	Cash flows under a hypothetical four-year vanilla swap. Fixed payments are based on a 4.6% semi-annual rate. Floating payments are based on 6-month Libor. The initial Libor rate is known to be 2.8% at the outset, so the swap's first payment is certain. Subsequent Libor rates are not known at the outset. The last column indicates cash flows to the receive-fixed party. Cash flows to the receive-floating party are the negatives of these. All cash flows are in millions of dollars. Note that the final Libor rate at 4.0 years is not used to calculate any of the swap's cash flows. Note also how all USD 100MM principal payments net to zero.


 

	Illustrative Swap Cash Flows
Exhibit 2
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	Graphical presentation of the results in Exhibit 1. Swap cash flows are indicated as those received by the receive-fixed party.


In addition to being the financial equivalent of an exchange of loans, a vanilla fixed income swap is also mathematically equivalent to a strip of FRA's.

Interest rate swaps are used for many purposes. If a corporation has borrowed money at a floating rate of interest but would prefer to lock in a fixed rate, it can swap its floating rate payments into fixed rate payments. This is illustrated in Exhibit 3.

	Swapping Floating Debt into Fixed
Exhibit 3
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	By entering into a swap with a third party, a corporation can convert floating rate payments into fixed rate payments.
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Interest rate swaps can also be used to speculate on interest rates. A trader who believes that interest rates will rise could incur the expenses of borrowing and then shorting bonds. A simpler and less expensive solution would be to put on a pay-fixed swap.

Vanilla interest rate swaps are quoted in terms of the fixed rate to be paid against the floating index. The fixed rate is usually quoted as an absolute rate, so a quote of 4.3% against 3-month Libor would indicate that the fixed rate would be 4.3% paid quarterly. The floating rate is always "flat"—that is, any spreads are added or subtracted from the fixed rate only. In USD markets, vanilla swaps are often quoted, not as an absolute rate, but as the fixed rate's spread over the corresponding Treasury yield. In the interdealer market, bid-ask spreads on vanilla interest rate swaps are typically one or two basis points. 

The fixed rates on vanilla swaps are called swap rates. The swap curve is a yield curve comprising swap rates for different maturities of swap. Due to high liquidity in the USD swap market, the swap curve has emerged as an alternative to Treasuries as a benchmark for USD interest rates at maturities exceeding a year.

6. Credit Derivative Swap:- A credit derivative is an OTC derivative designed to transfer credit risk from one party to another. By synthetically creating or eliminating credit exposures, they allow institutions to more effectively manage credit risks. Credit derivatives take many forms. Three basic structures include

a) Credit default swap: Two parties enter into an agreement whereby one party pays the other a fixed periodic coupon for the specified life of the agreement. The other party makes no payments unless a specified credit event occurs. Credit events are typically defined to include a material default, bankruptcy or debt restructuring for a specified reference asset. If such a credit event occurs, the party makes a payment to the first party, and the swap then terminates. The size of the payment is usually linked to the decline in the reference asset's market value following the credit event.
b) Total return swap: Two parties enter an agreement whereby they swap periodic payment over the specified life of the agreement. One party makes payments based upon the total return—coupons plus capital gains or losses—of a specified reference asset. The other makes fixed or floating payments as with a vanilla interest rate swap. Both parties' payments are based upon the same notional amount. The reference asset can be almost any asset, index or basket of assets.
	


c) Credit linked note: A debt instrument is bundled with an embedded credit derivative. In exchange for a higher yield on the note, investors accept exposure to a specified credit event. For example, a note might provide for principal repayment to be reduced below par in the event that a reference asset defaults prior to the maturity of the note.

The fundamental difference between a credit default swap and a total return swap is the fact that the credit default swap provides protection against specific credit events. The total return swap provides protection against loss of value irrespective of cause—a default, market sentiment causing credit spreads to widen, etc. 

Most credit derivatives entail two sources of credit exposure: one from the reference asset and the other from possible default by the counterparty to the transaction. 

CONCLUSION:

Risk management isn’t just about protecting your business — it’s also about making it better. Risk management shouldn’t be thought of as a stand-alone compliance or control activity, but as a competency that allows your organization to realize its potential — whether that means driving top line growth, eliminating costs, enhancing reputation and brand, or making better use of capital assets. Organizations need to understand all of their business risks — strategic, operational, financial, compliance — align their risk functions and activities to eliminate overlaps and gaps, and develop plans to manage, accept, or capitalize on those risks. 
Although return maximization is an objective holding paramount importance for an organisation’s long term goals, the same cannot be achieved unless Risk Minimisation is paid heed to. Hence it is essential that an appropriate balance is struck between Risks and Return. 
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