SAS 70 Overview 
Statement on Auditing Standards (SAS) No. 70, Service Organizations, is a widely recognized auditing standard developed by the American Institute of Certified Public Accountants (AICPA).  A service auditor's examination performed in accordance with SAS No. 70 ("SAS 70 Audit") is widely recognized, because it represents that a service organization has been through an in-depth audit of their control objectives and control activities, which often include controls over information technology and related processes.  In today's global economy, service organizations or service providers must demonstrate that they have adequate controls and safeguards when they host or process data belonging to their customers.  In addition, the requirements of Section 404 of the Sarbanes-Oxley Act of 2002 make SAS 70 audit reports even more important to the process of reporting on the effectiveness of internal control over financial reporting. 

SAS No. 70 is the authoritative guidance that allows service organizations to disclose their control activities and processes to their customers and their customers' auditors in a uniform reporting format.  The issuance of a service auditor's report prepared in accordance with SAS No. 70 signifies that a service organization has had its control objectives and control activities examined by an independent accounting and auditing firm.  The service auditor's report, which includes the service auditor's opinion, is issued to the service organization at the conclusion of a SAS 70 examination. 

SAS No. 70 provides guidance to enable an independent auditor ("service auditor") to issue an opinion on a service organization's description of controls through a Service Auditor's Report (see below).  SAS 70 does not specify a pre-determined set of control objectives or control activities that service organizations must achieve.  Service auditors are required to follow the AICPA's standards for fieldwork, quality control, and reporting.  A SAS 70 Audit is not a "checklist" audit. 

SAS No. 70 is generally applicable when an independent auditor ("user auditor") is planning the financial statement audit of an entity ("user organization") that obtains services from another organization ("service organization").  Service organizations that impact a user organization's system of internal controls could be application service providers, bank trust departments, claims processing centers, data centers, third party administrators, or other data processing service bureaus. 

In an audit of a user organization's financial statements, the user auditor obtains an understanding of the entity's internal control sufficient to plan the audit as required in SAS No. 55, Consideration of Internal Control in a Financial Statement Audit.  Identifying and evaluating relevant controls is generally an important step in the user auditor's overall approach.  If a service organization provides transaction processing, data hosting, IT infrastructure or other data processing services to the user organization, the user auditor may need to gain an understanding of the controls at the service organization in order to properly plan the audit and evaluate control risk. 

Service Auditor's Reports 
One of the most effective ways a service organization can communicate information about its controls is through a Service Auditor's Report.  There are two types of Service Auditor's Reports:  Type I and Type II. 

A Type I report describes the service organization's description of controls at a specific point in time (e.g. June 30, 2003).  A Type II report not only includes the service organization's description of controls, but also includes detailed testing of the service organization's controls over a minimum six month period (e.g. January 1, 2003 to June 30, 2003).  The contents of each type of report is described in the following table: 
  

	Report Contents
	Type I Report
	Type II Report

	1.  Independent service auditor's report (i.e. opinion).
	Included
	Included

	2.  Service organization's description of controls.
	Included
	Included

	3.  Information provided by the independent service auditor; includes a description of the service auditor's tests of operating effectiveness and the results of those tests.
	Optional
	Included

	4.  Other information provided by the service organization (e.g. glossary of terms).
	Optional
	Optional


In a Type I report, the service auditor will express an opinion on (1) whether the service organization's description of its controls presents fairly, in all material respects, the relevant aspects of the service organization's controls that had been placed in operation as of a specific date, and (2) whether the controls were suitably designed to achieve specified control objectives. 

In a Type II report, the service auditor will express an opinion on the same items noted above in a Type I report, and (3) whether the controls that were tested were operating with sufficient effectiveness to provide reasonable, but not absolute, assurance that the control objectives were achieved during the period specified. 

Benefits to the Service Organization 
Service organizations receive significant value from having a SAS 70 engagement performed.  A Service Auditor's Report with an unqualified opinion that is issued by an Independent Accounting Firm differentiates the service organization from its peers by demonstrating the establishment of effectively designed control objectives and control activities.  A Service Auditor's Report also helps a service organization build trust with its user organizations (i.e. customers). 

Without a current Service Auditor's Report, a service organization may have to entertain multiple audit requests from its customers and their respective auditors.  Multiple visits from user auditors can place a strain on the service organization's resources.  A Service Auditor's Report ensures that all user organizations and their auditors have access to the same information and in many cases this will satisfy the user auditor's requirements. 

SAS 70 engagements are generally performed by control oriented professionals who have experience in accounting, auditing, and information security.  A SAS 70 engagement allows a service organization to have its control policies and procedures evaluated and tested (in the case of a Type II engagement) by an independent party.  Very often this process results in the identification of opportunities for improvements in many operational areas. 

Benefits to the User Organization 
User organizations that obtain a Service Auditor's Report from their service organization(s) receive valuable information regarding the service organization's controls and the effectiveness of those controls.  The user organization receives a detailed description of the service organization's controls and an independent assessment of whether the controls were placed in operation, suitably designed, and operating effectively (in the case of a Type II report). 

User organizations should provide a Service Auditor's Report to their auditors.  This will greatly assist the user auditor in planning the audit of the user organization's financial statements.  Without a Service Auditor's Report, the user organization would likely have to incur additional costs in sending their auditors to the service organization to perform their procedures. 

FAQ’s

What are the differences between SAS 70 and the ISO 9000 family of standards? 

Service organizations that contemplate obtaining a SAS 70 audit often inquire about obtaining independent certification against one of the ISO 9000 standards. 

SAS 70 is an auditing standard designed to enable an independent auditor to evaluate and issue an opinion on a service organization's controls.  The audit report (i.e. the service auditor's report) contains the auditor's opinion, a description of the controls placed in operation, and description of the auditor's tests of operating effectiveness (if the report is a Type II).  The audit report can be shared with the service organization's customers ("user organizations") and their respective auditors ("user auditors").  The service organization is responsible for describing its control objectives and control activities that would be of interest to user organizations and the respective user auditors. 

SAS 70 is not a pre-determined set of standards that a service organization must meet to "pass". 

ISO is the International Organization for Standardization.  It is made up of some 140 national standards institutes from countries large and small in all regions of the world.  ISO develops voluntary technical standards which serve to safeguard consumers and general users of products and services. 

ISO 9000 is a family of standards that addresses quality management systems within an organization.  When an organization has a management system certified to an ISO 9000 standard, this means an independent auditor has checked that the processes influencing quality conform to the relevant standard's requirements.  The primary objective is to give the organization's management and its customers confidence that the organization is in control of the way it does things.  An organization that engages an independent auditor or certification body to check their processes receives a certificate of conformity from the auditor/certification body. 

ISO 9000 lays down what requirements an organization's quality system must meet, but the standards do not dictate how they should be met.  Revisions to the ISO 9000 family of standards occurred in late 2000 to reduce the number of standards; provide more explicit requirements for achieving customer satisfaction and continual improvement; provide a more logical structure; and the provide the definition of eight universal quality management principles.  Effective, December 15, 2000, the ISO 9000 standards were revised as follows: 
  

	ISO 9000:2000, Quality management systems - Fundamentals and vocabulary
	Establishes a starting point for understanding the standards and defines the fundamental terms and definitions used in the ISO 9000 family.

	ISO 9001:2000, Quality management systems - Requirements
	Revised to include concepts from the former ISO 9001, 9002, and 9003 standards.  The standard now has five key sections: Product realization; Quality management system; Management responsibility; Resource management; and Measurement, analysis and improvement. It is now the only standard in the ISO 9000 family against which third-party certification can be performed and carried.

	ISO 9004:2000, Quality management systems - Guidelines for performance improvements
	This guideline standard provides guidance for continual improvement in a quality management system to benefit all parties through sustained customer satisfaction.


To better compare elements of SAS 70 and ISO 9001:2000, we have prepared the following table: 
  

	Area of Comparison
	SAS 70
	ISO 9000

	Who develops the standards?
	American Institute of Certified Public Accountants (AICPA)
	International Standards Organization (ISO)

	Who can perform the audit or certification?
	A certified public accounting firm with the appropriate skill set.
	Any firm that has been authorized by the ISO to certify.

	What is the final deliverable resulting from the audit or certification?
	A service auditor's report containing the audit opinion, the organization's description of controls, and a description of the auditor's tests of operating effectiveness.
	A certificate of conformity from the auditor or certification body.

	Can this type of engagement satisfy the customer's external financial audit requirements?
	Yes, usually.
	No.

	Can the evaluation criteria be customized?
	Yes, the service organization is responsible for describing the controls that will be disclosed in the service auditor's report.
	No.

	What areas of the organization's processes are generally covered in this type of engagement?
	Control environment, control activities, risk assessment processes, information and communication processes, and monitoring processes.
	Quality Management processes

	What types of controls are generally evaluated and tested in this type of engagement?
	Organizational controls, application development and maintenance controls, logical security and access controls, application controls, system maintenance controls, data processing controls and business continuity controls.
	None.

	Are the results of the auditor's procedures disclosed at the conclusion of the engagement?
	Yes, in a Type II engagement.
	No.

	Are findings and recommendations presented to the organization as part of the engagement?
	Yes, usually.
	


Who can perform a SAS 70 audit?  What should the service organization look for? 

A SAS 70 audit can only be performed by an independent certified public accountant (CPA) or firm.  CPA firms that perform SAS 70 audits must adhere to specific professional standards established by the American Institute of Certified Public Accountants (AICPA).   Licensed public accounting firms are required to follow specific guidance related to planning, execution, and supervision of the audit procedures and the reporting of the results of the audit.  In addition, public accounting firms are required to undergo a peer review to ensure that their firm's audits are conducted in accordance with the applicable professional standards.  Specific practicing requirements may vary depending on the requirements of the applicable State Board and/or other governing bodies. 

The CPA firm, of course, may employ non-CPA professionals that have relevant business process, information technology, or security skills to participate in a SAS 70 engagement.  However, the final report must be reviewed and issued by a CPA.  This is particularly important if a user organization's auditors plan to rely on the results of service auditor's tests of operating effectiveness. 

There is currently no specific list of authorized SAS 70 service audit providers.  However, a good place to start is a nationally recognized public accounting firm.  When a service organization selects an audit firm to perform their SAS 70 audit, the service organization should consider the following: 

· Experience in performing SAS 70 audits (i.e., service auditor's examinations) 

· Relevant industry experience (e.g., financial services, technology, telecommunications, health care, etc.) 

· Skilled audit professionals that understand the businessa and information technology (IT) controls and processes 

· Availability of resources (i.e., bandwidth to deliver the services on time) 

· Project management skills 

What are the contents of a SAS 70 report? 

SAS 70 reports (Service Auditor's Reports) are generally divided into three or four sections depending on the type of engagement performed.  There are two types of Service Auditor's Reports:  Type I and Type II. 

A Type I report describes the service organization's description of controls at a specific point in time (e.g. June 30, 2000).  A Type II report not only includes the service organization's description of controls, but also includes detailed testing of the service organization's controls over a minimum six month period (e.g. January 1, 2000 to June 30, 2000).  The contents of each type of report is described in the following table: 
  
  

	Section Contents
	Type I Report
	Type II Report

	1.  Independent Service Auditor's Report (i.e. audit opinion)
	Included
	Included

	2.  Service organization's description of controls
	Included
	Included

	3.  Information provided by the independent service auditor; includes a description of the service auditor's tests of operating effectiveness and the results of those tests.
	Optional
	Included

	4.  Other information provided by the service organization
	Optional
	Optional


Can a SAS 70 audit be performed outside of the United States? 

Yes, a SAS 70 audit can be performed outside of the United States.  The audit engagement would have to be performed by a firm based in the United States that subscribes to the professional standards as promulgated by the American Institute of Certified Public Accountants (AICPA).  As noted elsewhere on this site, the SAS 70 auditing standard provides specific guidance to the CPA firm conducting the service auditor engagement. 

For example, a CPA firm based in New York may provide SAS 70 audit services to a multi-national Company based in the United States.  As part of the engagement, the CPA firm's professionals may have to travel to various international locations to complete the audit procedures.  If the CPA firm had local offices in the international locations, resources from those offices could participate in the engagement as long as the engagement remained under the direction and supervision of the office based in New York.  The SAS 70 guidance would still apply to procedures conducted at the international locations as long as the final report was issued by the New York based CPA firm. 

There are many other countries that also have auditing standards similar to SAS 70.  For example, the Canadian Institute of Chartered Accountants (CICA) addresses service auditors' engagements in the CICA Handbook - Assurance Section 5900, "Opinions on Control Procedures at a Service Organization."  Section 5900 would provide guidance to a Canadian "chartered accountant" (similar to CPA) who wants to perform an audit of a service organization's controls. 

