EDP SYSTEMS REVIEW

Name of the Bank 
:





Branch:

Date of Review

:

Review done by

:


Questionnaire answered by :

	1. Is the account & operation of the branch fully computerised?

2. Is a valid login name & password essential to enter into the system?

3. Can a user login from a specified workstation only.

4. Has a minimum length been prescribed for a password?

5. What is the minimum length.

6. Does the password have to be changed at least once during a specified period?

7. What is the specified period?

8. Have maximum number of attempts to login from a workstation been provided.

9. What is the specified number of attempts?

10. Can the system be accessed at all time on all days?

11. Can the system be accessed for a previous date for passing transaction?

12. Are there any restriction on individual users in terms of access to specified directories / files.

13. Are some menus password controlled? (For e.g. opening of an account, closing of account etc.)

14. Can anybody access the system software?

15. Does exception situation require a supervisory password in addition to operator password. (e.g. Activating document a/c’s, allowing excess drawings, etc.

16. Has a user timeout been prescribed

17. Whether an entry / transaction can be rectified or altered without passing additional rectification entries.

18. After the EOD operation can the ledger be opened by

                 *  Operator

                 *  Supervisor

          If so is a log generated to record the event.

19. Is a record maintained of all log in & log outs.  If yes who has access to the record.

20. Are operating instructions flashed on the screen when the account is accessed.

21. Does the system check for cheque number range of operating instruction such as stop payment before processing a transaction.

22. Does the system check the withdrawal with reference to the drawing power.

23. In case the balance is likely to exceed the DP after the transaction, is a message flashed and transaction halted.

24. Can the halted transaction be processed by a supervisory password?

25. Has systems audit been conducted during the year.

26. Have the defects, if any, pointed out in the systems audit report been rectified.

27. Whether regular back ups are taken & stored off site

28. Is there a system to periodically check whether the date-stored offsite is readable.

29. Are the disaster Recovery plans in place for loss / encryption of data.

30. Obtain a list of hard ware and software used by the branch.

31. Was the software amended during the year.

32. If so, under whose authority.

33. Whether any pre / post checks conducted.

34. If year-end accounting is on a separate partition, obtain logs or access to the year end data to ensure data does not include transaction of the current year.

35. Whether the system is designed to automatically pass entries for Income Recognition Norms.

36. Whether RBI norms of provisioning are incorporated into the system, including the current amendments.

37. Obtain a list of exception reports that can be generated in the system.

38. What is the periodicity of these reports.

39. Who reviews these reports.

40. Was any exception Report generated during year-end closing.  If so, what reports were generated.  Obtain a copy and review.
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