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PURPOSE:

The Company prohibits the unauthorized disclosure of any confidential company information as this would have an impact on the business operations and reputation of the Company. 

 POLICY:  

This Policy defining the guidelines concerning confidential company information is applicable to all company employees irrespective of the location. 

PROCEDURES:

Confidential information is a valuable asset to our Company and must be protected from unauthorized disclosure to ensure our success. Confidential Information is the type of information or company specific data which would give the Company a competitive edge in the market place, and which, if released without proper authorisation, could result in harmful consequences for the Company. 

1. Confidential information for this purpose includes but not limited to the following: 

· All trademarks, trade names and service marks
· Proprietary or other trade secrets
· All customer related information
· All documents and other materials including,  but not limited to, reports, letters, memoranda, manuals, handbooks, service registers, software programs,  audio or visual recordings, or other agreements or documents which contain information either on the company or customers 
· Ideas, information, knowledge or data of an intellectual, technical, scientific or industrial nature
· Concepts including but not limited to information relating to proprietary designs
· All methods, techniques, procedures and processes in providing services to customers not readily available through services in the public domain
· Performance, Sales, financial, contractual and non-public marketing information
· Marketing Strategies and Campaigns
· Material Pricing Changes
· Expected Financial Results/Forecasts/Projections
· Technical Data not published previously
· Acquisitions
· Personnel Information/Compensation
· New product or service announcements of significant nature

2. All employees agree to protect the privacy of customer information, whether personal or business, confidential information regarding organizational business and indicate an understanding of this policy and the consequences of violation of this policy. An employee shall not divulge any confidential information under any circumstances. 

3. All employees should not casually discuss confidential information with their colleagues who do not need such information in the performance of their duties or responsibilities or with anyone outside of the company, except in the case of properly authorized communication with governmental agencies.

4. Since sending in the information through e-mail is not always secured, the employees are advised to send any confidential information only through the Company’s network using their official mail id and avoid using any public domain for this purpose.  If the business requirements warrant communicating with someone outside the Company, the employee handling such communication should take care to confirm that an appropriate Non-Disclosure agreement has been signed before communicating outside the network.

5. While at industry conferences or workshops, Trade Exhibitions or Trade Shows, the employees shall take utmost care not to divulge any confidential information even through verbal communications. 

6. The employees shall not on their own furnish any information to the press or any other external agencies and refer such press calls to the designated person.

7. Employees must also use caution and discretion when communicating with vendors and customers. Prior to  disclosing the information the employee shall consider the following:

· Take care to ensure that the appropriate Non-Disclosure Agreements are in place
· To disclose only the information related to the project or contract
· To emphasize the maintenance of confidentiality with the vendor or customer 
· To consult and take prior approval of the immediate superior before providing access to the information to any person not associated with the Company. 

8. If the request is by telephone or a personal visit to our office, the requester will be referred to them Designated Authority.  If he is not available, then the requester should be asked to provide details of his/her/their name, company, telephone number and address, if possible.  They should be requested to furnish the reason for such request and a brief description of the information desired.  This information should be written down and forwarded to the Designated Authority for follow-up.

9. All requests seeking any financial data or information shall be referred to the Designated Authority of the Company who will then decide whether such information should be disclosed to the requesting party. Under no circumstances should an employee divulge confidential Company information.  Press calls should be referred to the designated person.

10. Employees will sign a Confidentiality Agreement either at the time of induction or within ten working days from the date of joining the Company.

11. Confidentiality and the "Confidentiality Agreement" will be reviewed periodically and discussed with each new employee joining the organization.  Each employee will be given an opportunity to ask questions for understanding of the policy by signing the Confidentiality Agreement. An acknowledged copy of the Agreement shall be filed in the employee’s personal file and a copy shall be provided at request. 

12. In case of any report of violation of a breach of confidentiality, the immediate Supervisor shall investigate, conduct an official enquiry and submit the necessary report to the management. 

13. If the breach is substantiated, the management shall take appropriate disciplinary action on the employee including termination of employment. 

























