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I. IT Risks, Security and controls

1. Overview

The overall approach of this article is to provide overview of Information Systems (IS) Audit. The article is not expected to be comprehensive in its approach on the subject but provides ideas which can be explored. This article explains key concepts and inter-relationships of information systems security, controls and its audit.  It provides a sample listing of IS Audit assignments as relevant to banks and its branches.

2. Impact of Technology on Business

The Information Systems Audit and Control Association, USA (www.isaca.org) highlights the impact of technology on business and outlines the scope of Information Systems Audit. Technology has impacted the business environment in three significant ways:

· It has increased our ability to capture, store, analyze, and process tremendous amounts of data and information, as well as changing production and service processes. This has empowered the business decision-maker greatly.

· Technology has significantly impacted the control process. While control objectives have remained fairly constant, except for some that are technology specific, technology has altered the way in which systems should be controlled. Safeguarding assets, as a control objective, remains the same whether manual or automated. However, the manner by which we meet the control objective is certainly impacted.

· Technology has impacted the auditing profession in terms of the knowledge required to draw conclusions and the skills to perform an audit. The need for auditors with specialized skills regarding technology was formally recognized by the founding of the IS Auditors Association, now the Information Systems Audit and Control Around the world reports of white-collar crime, information theft, computer fraud, information abuse and other information/technology control concerns are being heard more frequently. Organizations are more information conscious of the pervasive nature of technology across the business enterprise. The increased connectivity and availability of systems and open environments have proven to be the lifelines of most business entities. Information Technology is used more extensively in all areas. 

The breadth and depth of knowledge required auditing information technology and systems is extensive.  For example, IS auditing involves the:

· Application of risk-oriented audit approaches;

· Use of computer assisted audit tools and techniques;

· Application of standards (national or international) such as ISO-9000/3 to improve and implement quality systems in software development;

· Understanding of business roles and expectations in the auditing of systems under development as well as the purchase of software packaging and project management; 

· Evaluation of complex Systems Development Life Cycle (SDLC) or new development techniques (e.g., prototyping, end-user computing, rapid systems or application developments of commerce.

3. Need for IS Audit 

IS Audit is not a mandatory requirement in India. It is considered to be a subset of internal audit. As in internal audit, the scope and objective are prescribed by the management of the company.  The overall objective of internal audit is to ensure that appropriate internal controls are implemented within the enterprise as designed and envisaged by the senior management. Similarly, the overall objective of IS Audit is to ensure that appropriate controls are implemented in IT as designed and envisaged by the senior management.  IS Audit is expected to provide reasonable assurance to management that appropriate controls are designed and implemented in the Information systems supported by Information Technology. IS Auditors have to understand the key concepts of IS Risks, Risk management, IS Security, Controls, Control objective and the methodology of IS Audit. These are discussed below.

4. IS Risks and Risk Management

Risk is the possibility of something adverse happening. Risk management is the process of assessing risk, taking steps to reduce risk to an acceptable level and maintaining that level of risk. Risk management involves identifying, measuring, and minimizing uncertain events affecting resources.  Any Information system based on IT has its inherent risks. These risks cannot be eliminated but they can be mitigated by appropriate security. This security has to be implemented as per required control system envisaged by the management of the enterprise. IS Auditors are required to evaluate whether the available controls are adequate and appropriate to mitigate the risks. If controls are unavailable or inadequate or inappropriate, then there would be a control weakness, which has to be reported to auditee management with appropriate recommendations to mitigate them.  Based on the point of impact of risks, controls are classified as Preventive, detective and corrective. Preventive controls prevent risks from actualizing. Detective controls detect the risks as they arise. Corrective controls facilitate correction.  

5. Information Systems Security

The risks in IT environment are mitigated by providing appropriate and adequate IS Security. IS security is defined as "procedures and practices to assure that computer facilities are available at all required times, that data is processed completely and efficiently and that access to data in computer systems is restricted to authorised people". 

6. Objective of Information Security

The objective of information security is “the protection of the interests of those relying on information, and the information systems and communications that deliver the information, from harm resulting from failures of availability, confidentiality, and integrity.”  

For any organization, the security objective is met when:

· Information systems are available and usable when required (availability);

· Data and information are disclosed only to those who have a right to know it (confidentiality); and

· Data and information are protected against unauthorized modification (integrity). The relative priority and significance of availability, confidentiality, and integrity vary according to the data within the information system and the business context in which it is used.

7. IS Security and IS Audit

Systems security encompasses the various layers of information systems such as the physical layer (physical aspects of IT) and logical layer (logical/software aspects. The physical layer would encompass physical and environmental security. The logical layer would encompass security at various layers such as Operating system, Network, Database and applications software. Security is as strong as its weakest link. Hence, it is critical to ensure that security that each of the layers is appropriately designed and implemented.  Before implementation of security, it has to be designed building the information security model. This security model is based on overall management philosophy and guidelines.  The overall nature of business, organisation structure, management philosophy and IT deployment would determine the type of security to be deployed in the enterprise. 

IS Audit is expected to provide reasonable assurance to management on IT Governance encompassing the key information criteria of Quality (effectiveness, efficiency and economy), IS security (Confidentiality, Integrity and Availability) and Fiduciary (Compliance and reliability). IS Auditors help their clients in understanding and managing the risks of IT thus enabling organizations to use leading edge technology and stay ahead in a competitive environment by implementing business and process-oriented controls.  IS Audit involves primarily assessing the existence and adequacy of security. 

8. Controls and Control Objectives

a. Controls

Control refers to "The policies, procedures, practices and organizational structures that are designed to provide reasonable assurance those business objectives will be achieved and that undesired events will be prevented or detected and corrected".  Controls are used to reduce or eliminate the causes of exposure to potential loss. Exposures are potential problems areas. All exposures have causes. Some categories of exposures are:

· Errors or omissions in data, procedure, processing, judgment, and comparison.

· Improper authorizations and improper accountability apply to procedures, processing, judgment, and comparison.

· Inefficient activity applies to procedures, processing and comparison

b. Internal Controls

Internal control refers to the system and the plan of an organisation and all the methods and procedures adopted by the management of an entity to assist in achieving managements' objective of ensuring, as far as practicable, the orderly and efficient conduct of its business, including adherence to management policies, the safeguarding of assets, prevention and detection of fraud and error, the accuracy and completeness of the accounting records, and the timely preparation of reliable financial information. Identifying control weaknesses forms core function of a IS Audit. This involves: 

· Assessing conditions, their causes and effects

· Gathering reliable evidence to support such assessments

c. Control Objective 

Control Objective is defined as: “A statement of the desired result or purpose to be achieved by implementing control procedures in particular computer operations". Identifying the control objectives and evaluating them is one of the primary tasks in IS Audit. The control objectives serve two main purposes:

· Outline the policies of the enterprise as laid down by the management: Provide understanding of how controls are implemented in the enterprise.

· Used as a benchmark for evaluating whether control objectives are being achieved:  During the process of audit, control objectives are used for evaluating whether controls are implemented and designed. They are reviewed for providing assurance on compliance with controls and providing recommendations. 
Control objectives are obtained from the management and used for IS Audit or they could also be selected from relevant Audit and technology standards and adapted as per the needs of the assignment.

II. Overview of IS Audit

1. IS Audit Process

The responsibility of assessing the risks and implementing appropriate security and controls is primarily that of the management. IS Auditors are expected to provide reasonable assurance to management whether information systems risks arising out of implementing IT have been adequately and appropriately addressed through relevant security and controls. IS Audit assignment primarily involves review of the IT risks so as to confirm whether adequate and appropriate controls have been implemented as designed by the management. The focus in IS Audit is on evaluating the IT controls and identifying areas of control weaknesses.  In a IS Audit assignment depending on the type of audit, auditor would be primarily interested in ensuring that: 

· IT risks have been appropriately addressed; 

· Required controls are available;  

· Where available – assess whether they are adequate and appropriate; 

· Identify the key areas of control weaknesses; and 

· Recommend corrective steps for mitigating the risks. 

2. IS Audit Steps

IS Audit includes the following generic steps:

A. Finalize scope of audit

B. Identify related standards

C. Perform specific tasks of IS Audit

D. Execute audit as per audit phases

A. Finalize Scope of audit

IS Audit refers to any audit that encompasses (wholly or partly) review and evaluation of automated information processing systems, related non-automated processes and the interfaces between them.  This definition of IS Audit makes it clear that IS Audit could encompass all aspects of operations of the auditee or it may be focused on a particular area. IS Audit could be done by internal auditors or external auditors. It could involve review (view again) and evaluation (against a benchmark or set standard) of any or all aspects of IT processing in the enterprise including the interfaces.  IS Audit encompasses any evaluation of IT processing in an enterprise regardless of the nature of the business operations or the technology deployed.

If IS Audit is done as part of compliance audit, the scope and objective would be determined by compliance requirement. However, as IS Audit is not mandatory, the need, scope, objective, frequency and area of coverage of such audit are primarily determined by the management. IS Audit may be conducted from any one or more of the following perspectives:

· Evaluation of IT Resources

· Review of the Business Processes using Information Technology.

The most important task in performing any IS Audit assignment is to define the scope and objective of the assignment and area or coverage (terms of reference). Audit scope could be defined based on selection of the relevant IT processes or IT Resources or information criteria (security, quality or compliance) to be audited.  

IS Auditors could be required to assist the management in identifying the scope, objective, area or criteria for the specific IS Audit based on materiality or criticality. The auditee management may also determine the exact scope, objective, area or criteria of IS Audit based on which the IS Audit can be executed. For example, many banks in India provide a detailed checklist with control objectives and information criteria based on which implementation audit is to be conducted at computerised branches.

B. Identify related standards 

Based on the scope and objective of audit, the related standards of Systems Audi are to be identified and adapted for use.  The primary sources for these materials are:

· Auditing and Assurance Standards issued by ICAI\IFAC

· IT Guidelines issued by IFAC.

· IS Audit Standards and Guidelines by professional bodies.

· Specific industry standards (for example, banks, IT Companies)

· Technology standards as per technology deployed.

· Compliance requirements as relevant.

· Industry related controls 

· Specific business related controls or guidelines.

Based on the relevant standards and audit requirements, IS Auditors should formulate control objectives which are in tune with the audit objectives. These control objectives should be used for conducting the audit and also ensure that they obtain sufficient, reliable, relevant and useful evidence to achieve the audit objectives effectively. The audit findings and conclusions are to be supported by appropriate analysis and interpretation of this evidence

C. Perform specific tasks of IS Audit

In the case of IS Audit, in addition to the audit tasks applicable to general audit, the following specific tasks need to be adapted and performed, as per the requirements of the assignment:

i. Study technical aspects

Gather evidential matter relating to technical aspects of systems under study, including all relevant documentation describing the computer facility, application programs, operating procedures, security procedures and so on. The focus is to begin from the peripheral controls (general controls) to application's controls.

ii. Use unique techniques

IS Audit would require application of unique techniques to these efforts.  For example, the audit-planning step includes review of technical documentation and interviewing technical specialists. The IS Auditor must understand the procedures for testing and evaluating Information Technology controls as relevant. 

iii. Audit Software usage

These procedures include the use of generalised audit software to survey and analyze the contents of data files or the use of specialised software to assess the contents of operating system parameter files and flow-charting techniques for documenting the automated applications.

iv. Risk Analysis 

Risk Analysis is an important technique used for identifying the area and extent of testing.  The audit areas are assigned a one-digit priority number of 1, 2, or 3 based on their risk score. The highest risk areas receive the highest priority rating of 1, intermediate risk areas a 2, and lowest risk a 3, another category, known as “required” audits, is not analyzed because required audits are needed to satisfy government regulation, regulator policy, a senior management or audit committee request, or by the external auditor.  The areas selected for IS Audit are to be based on a good risk model which considers such elements as internal controls, changes in procedure, transaction volume, previous audits, materiality of each area, and relevant external factors.

v. Evaluation of Internal Controls

There are different techniques for overall evaluation of internal controls. IS Auditors need to adapt the one which is most relevant for the audit. The ratings could be based on representation of controls into categories of good, fair, or poor controls or the ratings could be numerical, for example from 1 to 5. No.1 representing the best controls and No. 5 the worst controls. The higher the number, the poorer is the controls. 

vi. Using Standard audit programs and Internal Control Questionnaires (ICQ)

IS Audits would require audit programs to be prepared based on specific technology and business standards. These standard auditing programs and internal control questionnaires can be obtained form several sources. These audit programs and ICQs (also known as checklists) can be used as the main investigative tool, irrespective of the various activities in the audit area. The instructions and questions on these documents are to be executed and answered, and the answers are evaluated to identify weaknesses in the internal control system.  An ICQ is used to collect information about transaction flow and the control system to help identify control points and locate non-existing controls. Standard ICQs are developed based on the standard controls that should exist in an area. Standard ICQs however, may not include coverage of special or unique activities.  

D. Execution of audit as per audit phases

A typical IS Audit can be divided into seven phases comprising of different activities. Each succeeding phase builds upon the information found in previous phases and, therefore, increases the level of detail in the information collected and reviewed. Each of these phases is briefly discussed here.

a) Planning and scope summary 

b) Preliminary review 

c) Compliance testing 

d) Substantive testing  

e) Reporting, 

f) Wrap up, and 

g) Follow-up.

a) Planning Phase and Scope Summary Preparation 

The planning phase includes the accumulation of information needed to define the auditing work to be performed. The hours needed to complete the work, the number of staff members and the mix of skills needed, and the start and completion dates for each phase are required by auditing standards. To comply with audit standards, the results of the planning phase must be documented, reviewed, and approved by all members of the audit team and audit management. This documentation can be accomplished by use of a standardized from known as “scope summary“. The scope summary is a necessary, deliverable end product for every audit performed. 

i. Risks and Exposures 

The IS Auditor must be aware of potential risk and exposures, their relationship with control objectives of the area, and the key controls, which serve to minimize or eliminate the risk and exposures. The IS Auditor must bear in mind, however, that for every risk and exposure, there is a cause, and the more specifically stated the risk and exposure, there is a cause, and the more specifically stated the risk and exposure, the closer the IS Auditor gets to defining the cause of the exposure. 

ii. Control Objectives

Controls are implemented to mitigate the risks. Controls always have a cost but they also have benefits. The cost could be in terms of time or money. Benefits could be in terms of reduction of risk or in terms of improving the effectiveness and efficiency of operations. . Hence, lack of controls could result in a risk but their existence would cost the enterprise money.  In any enterprise, it is crucial to balance the cost vs. benefits of controls.  To do this, it is important that controls are not implemented for sake of controls but each of them serves a particular objective. The objective for the controls is termed as control objective. Control objectives define what is sought to be accomplished by implementing the control. They also specify the purpose for which control is being implemented.  One of the most important steps in IS Audit is to identify the control objectives. The control objectives serve two main purposes:

· Outline the policies of the enterprise as laid down by the management.

· Used as a benchmark for evaluating whether control objectives are being achieved

iii. Key Controls 

Documented policies and procedures, segregation of duties, documented test standards, and supervisory review are examples of controls techniques, or key control procedures, that the area can use to effect the control objectives that minimize or eliminate risks other key controls procedures, that the area can user to effect the control objectives that minimize or eliminate risks These items are documented in the scope summary to provide the audit staff with a reference tool during preliminary review and compliance testing.  

Evaluation of Internal control system would consider:

· Volume and nature of transactions 

· Nature, timing and extent of substantive procedures in various areas

· Internal control systems get in-built into the applications.

· Inherent risks of Information Technology as deployed.

iv. Audit Objectives

 “Objectives” refers to the ultimate purpose of the audit, in general or specific terms. The more generally stated the audit objectives are, the broader the audit scope. As the objectives become more specific, the audit programs required for review and testing zero in on increasingly particularized functions. Protecting application programs from unauthorized changes, ensuring that they are error-free, protecting data libraries from unauthorized access, and assuring complete data recovery in the event of destruction are example of various audit objectives. IS Audits tend to use specific audit objectives because such audits are targeted at specific environmental areas or applications systems. 

b) Preliminary Review Scope Summary

The objective of the preliminary review phase is to gain an overall understanding of the activities and functions within the audited area and the processing performed by the application. The end product (deliverable) consists of two factors, of which, one is the complete documentation of the flows for all transactions in the audited area or, in the case of a computer application, documentation of the elements of application processing, the second deliverable is the identification of existing controls and the identification of non existing controls. 

c) Compliance Testing (Test of Controls)

The primary focus of compliance testing is to test whether controls as envisaged by management are in operation and working. Based on the results and reliance of the above tests, IS Auditor would determine the extent of substantive testing to be conducted. Existing controls that appear adequate must be subject to compliance testing. The knowledge gained during the preliminary review will permit the IS Auditor to design proper procedures in order to test samples of source documents. These documents are examined so that the adequacy of control points for each of the transactions is verified. Compliance testing is used to verify the adequacy of internal control points documented in the relevant work papers. In developing the test procedures, the IS Auditor must consider the key controls and control objectives. The IS Auditor should design the test procedures to evaluate the key controls. The tests involve taking source documents, reports, and other company records and comparing them, in terms of timing and placement, with prescribed policies and procedures. 

d) Substantive Testing: (Testing of detailed transactions) 

In case the compliance testing reveals:  

· There are insufficient application controls to ensure correct processing of data; or

· There are insufficient general controls to ensure basic integrity of system;

Then the IS Auditor would rely more on substantive testing approach, which involves detailed testing of transactions as required.

Substantive testing is that which validates the details of financial transactions and balance, whereas compliance-testing concentrates on validating the internal control procedures exercised over those financial transactions. Substantive testing validates the amounts of the transactions themselves. The key differences in the two types of testing are the objectives and the scope of the test. In case of compliance testing, the scope is controls themselves and objective is to test whether these have been implemented as envisaged by the management? 

In case of substantive testing, the scope is the sample of transactions or events identified for verification of integrity of processing and the objective is to test the integrity of transactions processed. The procedures and documentation for completing substantive test development, test execution, and documentation are the same as those used for compliance testing. 

i. Identifying Control Weaknesses

Identifying control weaknesses involves assessing conditions and their causes and effects. Much time is spent obtaining reliable evidence to support such assessments. The IS Auditor must obtain sufficient evidence to support the assessment of the nature of the condition reported, its causes and its effect. These three elements are vital to adequate reporting of control weakness. In assessing the condition, the IS Auditor identifies what is wrong: in explaining its cause, the IS Auditor explains why the condition exists and in predicting its effect, the IS Auditor describes the detrimental effects (implications/consequence) that have occurred or can occur in the future if the problem is not corrected. 

Although identifying condition cause and effect are vital elements of reporting control weaknesses, the most important element is the recommendation to management. This describes the fix, which is a cost-effective or enhancement to a procedure that will improve the functioning of the organization. Controls are used to reduce or eliminate these causes of exposure to potential loss. The IS Auditor evaluates the equality of the control, how effectively the control limits causes of loss (detection of preventive control) and how well it reduces loss after it occurs (corrective control).

e) Reporting

The Audit report is the final result of audit. It must report the control weaknesses identified and suggest corrective remedial measures. Each of the finding must be ranked based on a risk ranking. Findings must be confirmed for correctness from the auditee management. IS Auditors should also get the feedback from user management on the recommendations.  

The scope, objectives and format of Audit reports in case of compliance audits such as financial audit, balance sheet audit, tax audit, etc. are laid down by the regulations which also prescribe the formats of the report. However, in the case of IS Audit, as it is not mandatory, the format of the report could be defined by the auditee management or they can be adapted by the IS Auditor from the general reporting standards and formats.  As in the case of compliance audit, IS Audit report is also a formal means for communicating the objectives of the audit, the auditing standards used (if required), the audit scope, the methodology used (if required), and the findings, conclusions and recommendations. The general standards and methodology adapted for reporting of compliance audit are to be followed. However, the format and content would be defined as per the deliverables of the assignment.

f) Wrap Up

Wrap up is the final meeting help by the IS Auditor with the senior management of the auditee. This would involve collection of all the documents, presentation of the finding and recommendations to the senior management and obtaining feedback on the audit. Follow up mechanism or procedures are also established. Wrap up meeting signifies closure of audit. 

g) Follow up

Follow up primarily refers to reviewing whether the recommendations provided to mitigate the control weakness identified have been rectified by the auditee. The first step in this process is to ensure that audit management responds to the audit report. Its response should include the actions it has taken, or plans to take, with respect to audit comments and recommendations. Management’s planned action should include a timetable for implementation of any changes management response, once received, must be evaluated for its adequacy and the completeness and accuracy of its intention to comply. Executive management expects the IS Auditor to evaluate the adequacy of management expect IS Auditors to evaluate adequacy of management response and advise them if the response is inadequate. These could be done by: 

· Reviewing previous audit recommendations during the audit and reporting on any continuing control weaknesses or agreed recommendations not implemented.

· Obtaining agreed action plan from the auditee at the conclusion of the audit and forwarding it to the monitoring authority for implementation.

The methodology of follow up would be laid down by the auditee management as part of the audit responsibility. The IS Auditor has to accordingly follow it.  Follow up is done to ensure successful implementation of the recommendations. This would also provide practical insights into problems on account of which recommendations may not have been implemented. 

III. IS Audit services – emerging avenues
These are challenging times. Information Technology offers one of the biggest challenges for auditors. The recent events of which we are all aware has awakened the debate on the relevance of auditors, their independence and the specific role they play.

A. Changing expectations by management from auditors

Auditors are primarily concerned with reviewing the internal control structure and practices in enterprises. It is expected that IT will result in more and more controls being automated. Controls will be more complex, requiring new knowledge and new decision models and an increased reliance on technologists. Paper will be eliminated, changing the risk of fraud and requiring new audit approaches. Work units will become more decentralized.  Efficiency might increase, but at the cost of corporate culture and with a need for additional accountability. Technology will perform tasks currently done by both white-collar and blue-collar workers. The effects will fall disproportionately on less-skilled workers.

The rapid pace of IT will also result in considerable changes in the workplace. The evident changes would be:

· Shift toward a service economy 

· Increase in home offices 

· Increase in mobile offices 

· Conferencing and networking 

· Flexible scheduling 

· Growth of contingent workers 

· Growth of self-employed workers

B. A peep into future  

The volatile business environment, increasing impact of Information technology and the changing expectations from management provide both challenges as well opportunities to auditors. If auditors need to succeed, they need to bring about a paradigm shift in their thinking.  It is important that Auditor’s conduct a SWOT Analysis and analyse their Strength, Weaknesses, opportunities and Threats.  Auditors have to introspect and find out their own right answers based on their specific requirements. Some of the significant challenges of auditors would be to:

· Enhance their competencies and acquire new skill-sets.

· Know how to be partner with Management

· Learn to be Technologically savvy

· Learn how to implement continuous monitoring/benchmarking

· Develop ability to understand and react to the implications of key indicators

· Be more of facilitator than reviewer of controls

· Learn how to work from virtual office

The role and requirements of Auditing are continually evolving. It is increasingly perceived that auditors need to move on from being just examiners of documents and reviewers of control systems to objective reviews of system of Control and Quality of performance. Management expects auditors to help them achieve their business objectives by providing pro-active consulting on assurances, risk management, control and governance. 
C. Avenues for Auditors using Information Technology

In this digital era, it is said that innovation is the key to success.  In case of enterprises, it is said that there’s plenty of evidence that if enterprises don’t find dramatically new ways of doing business; they are not going to be in business. I think the same concept is applicable for profession of auditors and service of auditing. We need to dramatically find new ways of providing services so as to remain relevant and useful. It is said that the role of auditors has shifted from that of a Policeman to Business Partner and Consultant.  Corporate Governance and Audit Committees have straight away increased our responsibilities and focus. One of the significant advantages we have is:  What we “say” is being “ heard” at the highest corporate levels. 
