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The Objective of this paper is to present an overview of audit procedures of a computerized branch of a bank.  Broadly, the following topics are covered in brief:

1. Auditing standards on computerized Information Systems

2. Specific Audit Procedures in a Computerized Branch.

3. Checklist of Long Form Audit report of a Computerized Branch:

1. Auditing Standards on Computerized Information Systems (CIS)

SAP 1 - BASIC PRINCIPLES GOVERNING AN AUDIT

“The auditor should gain an understanding of the accounting system and related internal controls and should study and evaluate the operation of those internal controls upon which he wishes to rely in determining the nature, timing and extent of other procedures.

“Where the auditor concludes that he can rely on certain internal controls, the substantive procedures would normally be less extensive than would otherwise be required and may also differ as to their nature and timing.”

ISA 15 -  “Auditing in a computerized information Systems Environment:

The Auditor should consider how a CIS environment affects the audit.  In this context, the auditor must obtain information about the scope and areas of computerization so as to have an overview of the packages used and IT environment.  The features and functionality of the package and how it impacts financial transactions and reports need to be understood.

ISA 15: The overall objective and scope of an audit does not change in a CIS environment.   However, the use of a computer changes the processing, storage and communication of financial information and may affect the accounting and internal control systems employed by the entity.   Accordingly, a CIS environment may affect:

· The procedures followed by the auditor in obtaining a sufficient understanding of the accounting and internal control systems

· The consideration of inherent risk and control risk through which the auditor arrives at the risk assessment. 

· The auditor’s design and performance of tests of control and substantive procedures appropriate to meet the audit objective.

Regardless of the areas of computerization, the objective and scope of audit does not change. However, what need to be changed are the audit procedures so as to be in tune with the Computing environment

Skills and Competence:

The auditor should have sufficient knowledge of the CIS to plan, direct, supervise and review the work performed. The auditor should consider whether specialized CIS skills are needed in an audit. These may be needed to: 

· Obtain sufficient understanding of the accounting and internal control systems affected by the CIS environment.

· Determine the effect of the CIS environment on the assessment of overall risk and of risk at the account balance and class of transaction level.

· Design and perform appropriate tests of control and substantive procedures.

If specialized skills are needed, the auditor would seek the assistance of a professional possessing such skills, who may be either on the auditor’s staff or an outside professional. If the use of such a professional is planned, the auditor should obtain sufficient appropriate audit evidence that such work is adequate for the purposes of audit, in accordance with ISA “Using the Work of an Expert”.

A basic awareness about computerization is extremely useful. However, in case of most branches as extensive manual printouts are available, the methodology of auditing around the computer which is repeating the same manual procedures could be adapted.  However, this method could be ineffective in reviewing internal control systems adequately. IT Experts who could be used by auditor could be independent professionals, employees of the branch such as Systems Administrator or the Database Administrator. However, it is essential for the auditor to know how to use the IT expert as peer his needs primarily to evaluate the control objectives so as to provide the requisite assurance for the audit.  The auditor should be able to formulate his judgement about audit assurance based on the information provided by the IT experts.

Planning:

ISA 15: In accordance with ISA “Risk assessments and Internal Control”, the auditor should obtain an understanding of the accounting and internal control systems sufficient to plan the audit and develop an effective audit approach.        In planning the portions of the audit which may be affected by the client’s CIS environment, the auditor should obtain an understanding of the significant and complexity of the CIS activities and the availability of data for use in the audit.

When the CIS is significant, the auditor should also obtain an understanding of the CIS environment and whether it may influence the assessment of inherent and control risks.  The nature of the risks and the internal control characteristics in CIS environments include the following:

Lack of transaction trails: Some CIS are designed so that a complete transaction trail that is useful for audit purposes might exist for only a short period of time or only in computer readable form.  Where a complex application system performs a large number of processing steps, there may not be a complete trail.  Accordingly, errors embedded in an application’s program logic may be difficult to detect on a timely basis by manual (user) procedures.

Uniform processing of transactions: Computer processing uniformly processes like transactions with the same processing instructions.  Thus, the clerical errors ordinarily associated with manual processing are virtually eliminated.  Conversely, programming errors (or other systematic errors in hardware or software) will ordinarily result in all transactions being processed incorrectly.

Lack of segregation of functions: Many control procedures that would ordinarily be performed by separate individuals in manual systems may be concentrated in CIS.  Thus, an individual who has access to computer programs, processing or data may be in a position to perform incompatible functions.

Potential for errors and irregularities: The potential for human error in the development, maintenance and execution of CIS may be greater than in manual systems, partially because of the level of detail inherent in these activities. Also, the potential for individuals to gain unauthorized access to data or to alter data without visible evidence may be greater in CIS than in manual systems. In addition, decreased human involvement in handling transactions processed by CIS can reduce the potential for observing errors and irregularities.  Errors or irregularities occurring during the design or modification of application programs or systems software can remain undetected for long periods of time.

Initiation or execution of transactions: CIS may include the capability to initiate or cause the execution of certain types of transactions, automatically.  The authorization of these transactions or procedures may not be documented in the same way as those in a manual system, and management’s authorization of these transactions may be implicit in its acceptance of the design of the CIS and subsequent modification.

Dependence of other controls over computer processing: Computer processing may produce reports and other output that are used in performing manual control procedures.  The effectiveness of these manual control procedures can be dependent on the effectiveness of controls over the completeness and accuracy of computer processing.  In turn, the effectiveness and consistent operation of transaction processing controls in computer applications is often dependent on the effectiveness of general CIS controls.

Potential for increased management supervision: CIS can offer management a variety of analytical tools that may be used to review and supervise the operations of the entity.  The availability of these additional controls, if used, may serve to enhance the entire internal control structure.

Potential for the use of computer-assisted audit techniques: The case of processing and analyzing large quantities of data using computers may provide the audit with opportunities to apply general or specialized computer audit techniques and tools in the execution of audit tests. Both the risks and the controls introduced as a result of these characteristics of CIS have a potential impact on the auditor’s assessment of risk, and the nature, timing and extent of audit procedures.

Audit Procedures

In accordance with ISA “Risk Assessments and Internal Control”, the auditor should consider the CIS environment in designing audit procedures to reduce audit risk to an acceptably low level.  The auditor’s specific audit objectives do not change whether accounting data in processed manually or by computer.  However, the methods of applying audit procedures to gather evidence may be influenced by the methods of computer processing.  The auditor can use manual audit procedures, computer- assisted audit techniques, or a combination of both to obtain sufficient evidential matter.  However, in some accounting systems that user a computer for processing significant applications, it may be difficult or impossible for the auditor to obtain certain data for inspection, inquiry, or confirmation without computer assistance.

II. Practical Approach for financial audit of a computerized branch

Let’s now look at the practical aspects and audit approach of a computerized branch. The Audit Approach would have the following steps as in a manual audit:

a.
Preliminary Work

b.
Evaluation of Internal Control System

c.
Preparation of Audit program for Compliance and Substantive Testing

d.
Execution of Compliance Testing

e.
Execution of substantive testing

f.
Preparation and Submission of Audit report and certificates

a. Preliminary Work

The Preliminary work involves the following:

i.
Understanding of provisions of applicable laws and ascertain scope and responsibilities with such laws. No change.

ii.
Obtaining understanding of nature of books and records maintained.  Obtain relevant instructions relating to closing of accounts. It is necessary to understand how the computer is processing the information. It is also essential to know the year end process Obtain and review audit reports of previous year such as internal or concurrent Audit Report.  Review specific observations related to computerization

iii.
If there are separate Computer Audit reports available, consider all observations impacting audit.

iv.
RBI Inspection Report - Consider all specific observations of computerization impacting audit.

v.
Obtain the Computerization file, which could provides information on areas computerized. Ascertain whether the packages used are in-house or customized package, review correspondence and circulars pertaining to computers as relevant to the branch and assess their impact on audit.

vi.
Ascertain who is the systems-in-charge or Database Administrator.  Spend time with him for understanding how the package operates and ascertain what controls are prevalent in the package specifically pertaining to Parameter Controls, User access Controls, Business Continuity Planning, Program Change Controls, Exception Reports, Audit Trails, etc.

b. Evaluation of Internal Control System

The nature of Banking is such that the volume and nature of transactions makes it imperative to have effective internal control systems.  Hence, one of the primary requisites other than integrity of financial data is to evaluate how effective are the internal control systems and procedures. Evaluation of design and operation of Internal Control Systems would definitely enable audits that are more effective.  This would assist in determining nature, timing and extent of substantive procedures in various areas depending upon whether internal controls are available, adequate and appropriate as implemented. In case of computerized environment, a significant part of the internal control systems gets in-built into the applications. Further, on account of the inherent risks of computerization, it is crucial to understand and evaluate the existing internal control system.

c. Preparation of Audit program for Compliance and Substantive Testing

Based on the assessment and reliability of the internal control system, audit program has to be prepared which should adequately cover scope of the audit.  It is essential to consider weaknesses observed in internal control system while preparing audit program. The audit program should have a list of all critical controls, which need to be tested and consider how these implemented in computerized branch. Further, the procedures for assessing their reliability need to be highlighted.  For example, the control areas to be evaluated in a computerized area are:

1.
User accesses to information: For each user test, what access is provided and map it with user authorization.

2.
Control on Parameter data:  Assess what and how controls are exercised for the parameters  (Controls at the overall level) such as interest rate, penal interest rate, overdrawing limit, sanction terms, etc. 

3.
Formulate test procedures: Considering the Internal controls system of a branch and review the relevant reports.  For eg. is authorization required for every transaction? Does the computer enforce this? 

d. Execution of Compliance Testing

Compliance Testing refers to tests of compliance. Ascertain the controls, which are supposed to be in operation and verify how they are implemented.  For example, Discretionary powers are vested with the branch manager only. If so, verify whether access to all options or menus related to discretionary powers is available only to branch manager.

e. Execution of substantive testing

Execute planned audit program and keep working papers, which should include details of computerized environment and understanding of the computer system in operation. Take screen printouts of critical parameter files wherever required as evidence. It’s best to obtain access to a Computer terminal and verify how controls are exercised by working on a test data or have access to live data (only in read only mode) and use it for navigating and understanding the package as also performing the required tests.

f. Preparation and Submission of Audit report and certificates

Audit report is the end product of audit. The concept of materiality has to be considered. It is to be remembered that materiality concept could be completely different in computerized environment on account of the inherent risks and features of computerization - lack of visible evidence, lack of audit trail, possibility of frauds, speed, accuracy, consistency, etc.  For example, a clerk having access to manager’s options is material although no changes might have been made by the concerned staff resulting in monetary loss. Materiality has to be assessed from the perspective of the exposure (potential loss) rather than only from the quantum of past transactions. Any inconsistency in any financial transactions even of a small nature in a computerized environment needs to be assessed and highlighted separately.       

2. Specific Audit Procedures in a Computerized Branch

The main principles of Internal controls in a branch:

a. Every Transaction must be checked and authorized by authorized person before it actually takes place.

b. Every transaction must be entered in the books before the next transaction is authorized.

c. Routine procedures (Internal Checks) to prevent and detect errors and frauds in the normal course of transactions itself Evaluation of internal controls, as they exist would determine the effectiveness and extent of substantive procedures in various areas.

The following are only illustrations of need for changes in audit procedures. It is necessary to familiarize thoroughly with changes in environment having effect on banks' activities and with the way computer impact financial transactions. Accordingly, audit techniques need to be changed as required. 

Auditing standards imply that it is the duty of an auditor to exercise reasonable skill, care and caution in examining whether financial statements present a true and fair view, indicating whether they reflect the substance of various transactions and not merely their legal form. Hence, it is important to exercise reasonable care in not just understanding the end-result but also understand the process.

Specific Internal Controls as relevant to computers in banks:

Segregation of duties and job rotation: Review user access controls, creator and checker for every transaction. Review system of data entry and authorizations.

Arithmetical accuracy to be proved every day: Balancing has still to be confirmed every day as data corruption may affect data integrity.

Specimen Signatures in safe custody: Review procedures of scanning specimen signatures and whether access is restricted to authorized persons only. 

Powers of officers at different levels clearly defined: Cash withdrawal limits, over-drawings, expenditure limits, non-operative account operations, interest changes, waivers. Review user rights and privileges for each staff as per their authorization.

While performing the audit procedures, the following features of computerized environment need to be considered.

a.
Volume of Transactions: Regardless of the volume of transactions, computers will work consistently. Considering the speed at with which they operate, it is possible for auditors to perform 100% verifications if necessary.        

b.
Nature of Operations: The area of operations and the interface between the various modules needs to be understood to assess the work flow and impact of all financial transactions.

c.
New types of operations: Computers are facilitating new types of accounts such as Flex Deposit, ATM, Tele-Banking, Suvidha, Electronic Debit, etc.  The features of these accounts and how they operate have to be ascertained and understood before testing for the necessary controls.

d.
Features of computers: Some of the significant aspects of computerization and their resultant effect on accounting are:

1) Concept of manual Balancing Registers is not relevant:  Balance reports can be generated for any day.

2) No Posting: Concept of posting may not exist as computers store and process information as required.  Hence, posting as done in manual environment is not done in computers.

3) No Totaling errors: A computer program is a sequence of instructions, which are, executed in the same way any number of times. Hence, if the totaling is correct once, it will be consistently correct for all accounts unless some changes are made to the programs or there is data corruption.

4) No problem of extractions: If the program for generating the trial balance report is working logically and correctly, then it will work the same way any number of times. Hence, whether trial balance extracted from General Ledger is correct may not be a concern, as General ledger in the way we know manually is not maintained in the computer. Daybook, Statement of account, trial balance, General ledger, etc. are all reports, which are processed from the same database as and when required. Hence, audit trails which are very useful in a manual system may not be relevant to assess the link between Primary books to Secondary books to final accounts.

5) No problems of internal reconciliation: Data is to be captured once and updated as per the logic and sequence the computer programs. If the internal processing is correct, the problem of reconciliation between the accounts such as control accounts and subsidiary accounts may not arise.

6) Integration between primary entries to Final accounts: Data is captured at source and same data with updated control totals is used for preparing the primary books, secondary books and final accounts. Hence, the information is generally integrated. 

7) Segregation of duties: Access to information has to be clearly defined. Computer identifies users based on unique passwords, which could also define the access levels and related user rights. The segregation of duties, which could be effective in a manual system, may not be effective in a computerized system as some of the functions may become redundant.  For example, in a totally computerized branch, the function of the scroll officer is redundant as officer who passes the transaction can scan the signature verify the data entered by the cashier. The ledger clerk may become redundant, as transactions entered by the cashier or the clearing clerk duly authorized are final and no separate data entry needs to be done by a separate ledger clerk.

8) Internal Controls are in-built in computer programs: Most of the internal controls get in-built into the programs and are controllable by setting of parameters. Controls properly implemented can be much more effective in a computerized environment because computers do only what they are asked to do. 

9) Easy Modifications: Data in a computer can be added, modified or deleted without leaving a trace. This means computer data can be easy manipulated if controls are not built-in properly. Hence, it is essential to view the access rights for the functions of modification and deletion. As changes can be made without leaving any trace, it is necessary to ascertain whether proper audit trail or exception reports are generated for such changes and these are being reviewed on a regular basis.

10) Any number of copies: As most of the computer outputs are reports, there may not be restrictions on the number of copies. Hence, manual controls such as passbook required for allowing withdrawing through slip may not be relevant as same printout could be taken any number of times. Further, it is possible to make modifications and generate the output again. Hence, output controls need to be reviewed.

3. Checklist of Long Form Audit report of a Computerized Branch:

Specific controls are to be established for each item of balance sheet and profit and loss account as per the requirements of audit of financial audit, tax audit, LFAR and Certificates to be issued.  An illustrative checklist of procedures for LFAR is given below. It must be appreciated that an overall understanding of the computerized information system (CIS) is essential for formulating the relevant checklist \ audit procedures. In the case of financial audit, as the auditors are not appointed on a continuous basis, appointment is generally at short notice and audit time is also short, it may not be possible to obtain detailed understanding of the packages used in a computerized branch.         However, appropriate time needs to be budgeted for obtaining overall understanding of the CIS. Understanding of CIS and preparing audit procedures accordingly would improve the effectiveness of audit and reduce the audit time as routine manual audit procedures, which are redundant in a computerized branch, could be eliminated and computer itself could be used as an audit tool.

Illustrative Checklists or Control Points for LFAR

I. Assets

A. Cash 

a.
Cash Balance limits - review daily reports, analysis of balances or report for days on which balances exceeded beyond specified limit.

b.
Cash verification - features for recording of verification, withdrawals, 

B.
Balances with RBI, SBI and other Banks

· Reconciliation   - manual procedure only, if feature is available for reconciliation, review how it is used.

C.
Money at Call and Short Notice 

· Review relevant statement of account.

D.
Investments 

· Review relevant statement of account.

E.
Advances 

General control points 

· Review of Advances is the most critical aspect of financial audit. The   Critical factors to be considered are:

· Sample could be selected using computer

· Review Discretionary powers, Sanction terms, parameter controls, access controls, interest computation  - rate, penal interest, service   charges, incidental   charges, NPA, Income Recognition, Due date   diary, specimen signatures, documents, insurance, Properly disclosed in the respective schemes - obtain printouts scheme-wise, review parameter settings of schemes.

· Classification  - Standard, Sub-standard, Doubtful and Loss - test check of each type of account.

· Income Recognition - test check based on select sample

· Documentation of Advances - Manual procedure, feature of recording these details in computers.

· Sanction terms - Review who has access to enter, which can authorize, who can modify these. If amended, what are the implications, any exception report generated?

· Creation of account - who can enter, who can authorize? Alteration of terms - review whether access, authorization, audit trails or exception report are available.

· Discretionary terms - which has the access and mandatory reports printed for such usage. Review operations, review all exception reports and verify whether the appropriate officer or manger reviews these.

· Interest computations - Interest correctly entered in the parameter files, access restricted.  History of changes maintained.  Are changes printed in mandatory exception report?

· Reporting - standard, ad-hoc: review the package to understand what types of reports are available. 

· Closure - access, authorization, procedures to close, any features of waivers, interest computation

· Insurance - feature available to monitor and overall supervise 

Specific control points 

        a.
Credit Appraisal 

i. Loan application obtained in appropriate form - manual

ii. Compliance with procedures \ instructions, preparation of proposals for grant \ renewal – Manual review. 

iii. Change in limits - access, exception report, audit trail, documentation - manual review 

iv. Shortcoming in credit appraisal - Review of procedures- mostly manual review.

b.
Sanctioning \ disbursement: Creation of account, all terms as per sanction order, discretionary powers, access. 

c.
Documentation - Manual verification and manual controls

d.
Review/monitoring/supervision 

· Compliance with Procedure: what controls are required and what features are available for such review in the applications used at the branch’

· Stock \ book debt statements obtained periodically, scrutinized and action taken. Review whether feature available in the package for controlling this.
· Advances to non-corporate borrowers beyond 10 lakhs to be audit: Review features available in the package for controlling this.

· Physical verification of security charged - manual review and control.

· Identification and classification of advances as per health code. Understand how the package provides this feature and whether it is executed correctly and consistently.
· Identification and classification of advances as per NPA norms. Review features of the package and verify whether it is functioning correctly and consistently.

· Recovery action execution by branch - manual review

· Reporting of sticky /sick advances to controlling authority-mandatory report feature available

· Claims for DICGC\ECGC  - identification of accounts could be possible, however, computations may be mostly manual

· Deficiencies in credit supervision - professional judgement and experience. Additional comments could be based on how computers are used for this.

F. Other Assets

a. Stationery and Stamps - Security register maintenance and control in the package

b. Suspense Accounts/Sundry Assets        - review of accounts - accounts can be analyzed, 

II.
LIABLITIES

· Bills Payable, Sundry Deposits, etc. - items pending > 3 years - Review of Statement of accounts

PROFIT AND LOSS ACCOUNT

1. Test check of Interest -Review whether Interest rates are correct, consistent, in case of changes - audit trail is available. Verify access controls. Manually verify interest computations for select sample.

2. Income recognition norms as prescribed -Understand what features provided by the application and conduct test check. Special focus on whether the norms are hard-coded or branch has discretion to change any of master data.

3. Interest on Deposits - Interest rates as per scheme terms, Changes, access control, exception reports, Interest table set as per terms of scheme. 

4. Divergent trends in major items of income and expenditure - computer could be used for analysis any internal reports available in the package

5. Effect of changes in accounting policies - manual review

IV.
General

1.
Books and Records

a.
Scrutiny reveals properly maintained, inked and authenticated

Maintenance through computers - policy regarding printing of reports, mandatory printing, storage of data, back up procedures, inking does not apply, authentication  - For all transactions - information about person entering and authorizing captured though his user-id.  Password secrecy maintained.  User         creation controls

b.
Position relating to Balancing of books: Refers to posting errors  - generally should not be a problem area in a computerized branch.  If there any error between the primary books and secondary books, causes need to be analyzed, implications could be serious as data integrity is affected.

2.
Reconciliation of Control and Subsidiary Records  - generally, there should be no problem of balancing. If there is difference, analyze the cause for the difference; period from difference is occurring, whether it is consistent and what action has been taken.        

3.
Inter-branch accounts

a.
Dates of reconciliation - generally done at HO, not applicable at branch

b.
Unusual entries in Inter-branch/HO Accounts. Review of accounts will reveal this.

c.
Long outstanding items of high value identified and reported

· Verify whether mandatory reports based on parameters are available

· Previous Reports- Adverse comments of previous reports.

· List out specifically items and all aspects related to computers.  Formulate Substantive Test procedures to verify the rectification, compliance and their clearance.

· Frauds discovered during year to be reported with suggestions - Auditors could report on even possibility of frauds on account of weak Password policy, lack of password Secrecy and Control. Whether access has been restricted as per specific authorizations can be reviewed and reported.

6.
Miscellaneous

a.
Window dressing - Analysis of accounts

· Any other Matter- Specific aspects related to lack of computer security and control.

This checklist has to be adapted based on the specific CIS This brief write-up has attempted to highlight the salient features of auditing a computerized branch as relevant to financial audit. It can adapted for tax audit as also for the various certificates to be issued during the course of financial audit by identifying related data and controls and formulating the necessary control objectives and testing procedures.

