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The above photo is a priceless example of American corporate executives  assuming full responsibility This act of contrition occurred in late 2004, when top executives of Citigroup—a much beloved company of late!—had to apologize for "missteps that led [Japanese] regulators to close its private banking group" and "for several ethical lapses, including some that may have helped criminals to launder money."


The regulators revoked the Citi Bank Japan license for serious violations of Country Bank Laws, Including that they had failed to put in effective measures to prevent Money Laundering.

Meaning: Money Laundering

Money Laundering is the practice of disguising illegally obtained funds so that they may seem legal and is the main operation of the underground economy. The goal of most criminal acts is to generate a profit, to enjoy their ill-gotten gains; criminals commonly seek to disguise the illegal source of those profits. Money laundering is the processing of criminal profits to disguise their illegal origin.

Definition according to Swiss Bank…. Money Laundering is a process whereby the origin of funds generated by illegal means is concealed (drug trafficking, gun smuggling, corruption, etc)

Definition as per PMLA, 2002:

Sec.3 of PML Act, 2002 defines ‘money laundering’ as:

“Whosoever directly or indirectly attempts to indulge or knowingly assists or knowingly is a party or is actually involved in any process or activity connected with the proceeds of crime and projecting it as untainted property shall be guilty of the offence of money-laundering”   

[image: image3.png]Drugs/Arms Trafficking
Terrorism Criminal Activities
Extortion

lllegally Obtained
Money





Examples of Proceeds of Activities which constitute Money Laundering

· Drug trafficking                                          

· Embezzlement

· Bank fraud

· Illegal gambling

· Smuggling                          

· Human Trafficking

· Forgery

· Terrorism

· Robbery

· Organized crime

· Bribery

· Tax Evasion
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Stages of Money Laundering
Placement 

This is the movement of cash from its source. On occasion the source can be easily disguised or misrepresented. This is followed by placing it into circulation through financial institutions, casinos, shops, bureau de change and other businesses, both local and abroad. The process of placement can be carried out through many processes including:

· Currency Smuggling – This is the physical illegal movement of currency and monetary instruments out of a country. The various methods of transport do not leave a discernible audit trail FATF 1996-1997 Report on Money Laundering Typologies. 
· Through Bank Complicity – This is when a financial institution, such as banks, is owned or controlled by unscrupulous individuals suspected of conniving with drug dealers and other organised crime groups. This makes the process easy for launderers. The complete liberalization of the financial sector without adequate checks also provides leeway for laundering. 
· Currency Exchanges – In a number of transitional economies the liberalisation of foreign exchange markets provides room for currency movements and as such laundering schemes can benefit from such policies. 
· Structuring Large deposits of Cash – Brokers can facilitate the process of money laundering through structuring large deposits of cash in a way that disguises the original source of the funds. 
· Blending of Illegal Funds with Legal Funds – The best place to hide cash is with a lot of other cash. Therefore, financial institutions may be vehicles for laundering. The alternative is to use the money from illicit activities to set up front companies. This enables the funds from illicit activities to be obscured in legal transactions. 
· Asset Purchase – The purchase of assets with cash is a classic money laundering method. The major purpose is to change the form of the proceeds from conspicuous bulk cash to some equally valuable but less conspicuous form. 

Layering 

 In the course of layering, there is the first attempt at concealment or disguise of the source of the ownership of the funds by creating complex layers of financial transactions designed to disguise the audit trail and provide anonymity. The purpose of layering is to disassociate the illegal monies from the source of the crime by purposely creating a complex web of financial transactions aimed at concealing any audit trail as well as the source and ownership of funds. The purpose of this stage is to make it more difficult to detect and uncover a laundering activity. It is meant to make the trailing of illegal proceeds difficult for the law enforcement agencies.

Typically, layers are created by moving monies in and out of the offshore bank accounts of bearer share shell companies through electronic funds' transfer (EFT). Given that there are over 500,000 wire transfers - representing in excess of $1 trillion - electronically circling the globe daily, most of which is legitimate, there isn’t enough information disclosed on any single wire transfer to know how clean or dirty the money is, therefore providing an excellent way for launderers to move their dirty money. Other forms used by launderers are complex dealings with stock, commodity and futures brokers. Given the sheer volume of daily transactions, and the high degree of anonymity available, the chances of transactions being traced is insignificant.

The known methods are:

· Cash converted into Monetary Instruments – Once the placement is successful within the financial system by way of a bank or financial institution, the proceeds can then be converted into monetary instruments. This involves the use of banker’s drafts and money orders. 
· Material assets bought with cash then sold – Assets that are bought through illicit funds can be resold locally or abroad and in such a case the assets become more difficult to trace and thus seize

Integration

Integration constitutes the final stage of the money laundering process. This is the movement of previously laundered money into the economy mainly through the banking system and thus such monies appear to be normal business earnings. Integration of the "cleaned" money into the economy is accomplished by the launderer making it appear to have been legally earned. By this stage, it is exceedingly difficult to distinguish legal and illegal wealth. 

The known methods used are:

· Property Dealing – The sale of property to integrate laundered money back into the economy is a common practice amongst criminals. For instance, many criminal groups use shell companies to buy property; hence proceeds from the sale would be considered legitimate. 
· Front Companies and False Loans – Front companies that are incorporated in countries with corporate secrecy laws, in which criminals lend themselves their own laundered proceeds in an apparently legitimate transaction. 
· Foreign Bank Complicity – Money laundering using known foreign banks represents a higher order of sophistication and presents a very difficult target for law enforcement. The willing assistance of the foreign banks is frequently protected against law enforcement scrutiny. This is not only through criminals, but also by banking laws and regulations of other sovereign countries. 
· False Import/Export Invoices – The use of false invoices by import/export companies has proven to be a very effective way of integrating illicit proceeds back into the economy. This involves the overvaluation of entry documents to justify the funds later deposited in domestic banks and/or the value of funds received from exports. 
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Methods popular to money launderers at this stage of the game are: 

· The establishment of anonymous companies in countries where the right to secrecy is guaranteed. They are then able to grant themselves loans out of the laundered money in the course of a future legal transaction. Furthermore, to increase their profits, they will also claim tax relief on the loan repayments and charge themselves interest on the loan. 

· The sending of false export-import invoices overvaluing goods allows the launderer to move money from one company and country to another with the invoices serving to verify the origin of the monies placed with financial institutions.  

· A simpler method is to transfer the money (via EFT) to a legitimate bank from a bank owned by the launderers, as ‘off the shelf banks’ are easily purchased in many tax havens. 
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Techniques of Money Laundering

Whether it is hundreds of thousands or millions of dollars that the criminal has to hide, government regulations which require the reporting of large cash transactions force them to either stockpile the cash generated, then spend it in dribs and drabs, or be creative in legitimizing and accounting for it so they can purchase huge mansions and luxury yachts without concern.

1. Smurfing
Meaning: It is used as a tool by money launderer. It involves multiple deposits of low value monetary instruments purchased from banks or financial institutions with proceeds of crime. It may be in several forms like, multiple deposits of cash or monetary instruments in amounts specifically below the ceiling amount (it is Rs.50, 000 in India). It can be done by one or more persons by making deposits into one or more accounts during several visits to bank. Some times, it involves, deposit of multiple monetary instruments into accounts with different financial institutions.

If the criminal only needs to move a few million dollars a year, the simplest way to launder cash without detection is "smurfing "— having people deposit random amounts of less than $10,000 into variously named accounts at many different banks. They will also buy bank drafts from various financial institutions to circumvent thresholds for transaction reporting. Then a middleman can ship the compact negotiables for deposit elsewhere. Due diligence rarely catches this activity. Laundering of accounts held by relatives or friends is also popular.

Example: One smalltime drug trafficker had his wholesalers deposit money into his account using the "Interac" bank tellers. He then withdrew the money to purchase money orders in U.S. funds which he sent out of the country both to purchase more drugs and for safekeeping.

This first hurdle is bypassed by customers paying by certified cheque, money order or credit card as opposed to the more prominent use of cash in drug sales.

A currency structuring charge stems from attempts to make bank transactions in such a way as to evade notice by the federal government, which requires banks to report transactions of more than $10,000.

2. Shipping Money Abroad:

Meaning: Shipping money abroad enables individuals to exchange foreign currency that can then be transported out of the country.  
Sometimes they have to resort to shipping the money abroad in bulk cash then arrange to get it back. Someone might smuggle cash to Mexico, deposit it in a United States dollar account, draw out a draft, mail or carry it back into the U.S., deposit or cash it in a bank, with no requirement for the bank to report the transaction.

Sometimes less bulky items are purchased domestically such as diamonds, gold or even precious stamps and other collectibles. The criterion is that they be of high value in relation to bulk, making them physically easy to smuggle as well as relatively easy to reconvert into cash at the point of destination
Example: The proceeds will be wire transferred to accounts back in the U.S.. Enforcement officials believe that as much as $10 billion in Mexican bank drafts is laundered through such schemes each year in Panama alone.

The currency of choice for illegal transactions is the U.S. dollar, which circulates widely outside of the borders of the United States. Indeed, of the $400 billion in U.S. currency in circulation, $300 billion is in circulation outside the United States.

3. Correspondent Banking:

Meaning: Correspondent banking relationships create a situation in which a credit institution carries out financial transactions on behalf of customers of another institution. This indirect relationship means that the UK based correspondent bank provides services for individuals or entities for which it has neither verified identity, nor obtained first-hand knowledge, of the respondent's customers. In correspondent banking, therefore, the correspondent institution must rely on the respondent bank performing all the necessary due diligence and monitoring of its own customers account activity.
· use of Letters of Credit and other methods to move money between countries where such trade is inconsistent with the customer's usual business;

· customers who make regular payments or receive wire transactions from countries which are tax havens
· frequent requests or use of travelers cheques, foreign currency drafts or other negotiable instruments;

· reluctance to provide normal information or providing minimal or fictitious information that is difficult or expensive for the financial institution to verify when applying to open an account

· using accounts with several financial institutions then consolidating them prior to onward transmission of the funds

· greater or unusual use of safe deposit facilities;

· companies' representatives avoiding contact with the branch; and 
· Requests to borrow against assets held by the financial institution or a third party, where the origin of the assets is unknown or the assets are inconsistent with the customer's standing.
Example: A drug smuggler is believed to have laundered approximately $100 million (US) a year over a six year period through deposits into a branch of a Canadian bank located in Nassau, Bahamas. Several accounts would be used, all of them in the name of Nassau-registered corporations. The money was then wired to the bank's Cayman Islands branch and into the account of a company. From there the money was wired back to the U.S. into the bank's New York City branch. It would then be dispersed among numerous corporations owned by the individual in the U.S.
4. Credit/Debit cards:

Meaning: Credit and debit cards are efficient ways for money launderers to integrate illegal money into the financial system. By maintaining an account in an offshore jurisdiction through which payments are made, criminals limit the financial trail leading to their country of residence. 
Structured cash payments for outstanding credit card balances are the most common use of credit cards for money laundering, often with relatively large sums as payments and in some instances, by cash payments from third parties. Another method is to use cash advances from credit card accounts to purchase cashiers cheques or to wire funds to foreign destinations. On some occasions, cash advances are deposited into savings or current accounts. A large number of identified scenarios involve the use of lost or stolen cards by third parties
Example: A Chinese entrepreneur brings a number of debit cards with large balances into Singapore. The entrepreneur sets up a bank account and has the stored value on the cards transferred into the account. 
5. Use of "Pass Through" or "Payable Through" Accounts:

Meaning: Payable-through accounts are demand deposit accounts maintained at financial institutions by foreign banks or corporations. The foreign bank funnels the deposits and cheques of its customers (usually individuals or businesses located outside the country) into a single account that the foreign bank holds at the local bank.
Financial institutions must take care in opening accounts for foreign deposit-taking institutions because a foreign bank may open a “chequing” account to enable their clients, whom the domestic bank may not have sufficient knowledge of, to conduct financial transactions in Canada. The foreign customers have signing authority over the account as sub-account holders, and can thereby conduct normal international banking activities. Many banks offering these types of accounts have been unable to verify or provide any information on many of the customers using these accounts.

6. Trading and other business activities:

Meaning: Companies, partnerships and sole trader businesses can be used as a cover for money laundering. Cash-based businesses can provide a cover for depositing additional, illegally earned cash into a bank account, and the payment of suppliers, both domestically and internationally, provides a good excuse for transfers of amounts of all sizes.
Criminals might also pay an inflated price for shares in order to obtain control of a company and then use the company to inject the criminal proceeds along with the legitimate earnings, or use legitimately earned company profits to fund further criminal activity. It is not uncommon for criminals to operate cash-intensive business in order to "justify" large cash deposits (which may be reported). In order to reduce the volume of data and cost to financial institutions of filing the reports, customer businesses which are known to involve cash deposits will be flagged, or profiled, to indicate the expected, or usual, level of cash deposits.

Example: a large fast food restaurant can easily do $10,000 a day. Assuming the business is legitimate, nothing is gained by reporting its cash transactions (in this case, deposits). A criminal could open an apparently legitimate business that does more than $10,000 a day and get this profile flagged by the financial services firm; then any "extra cash" (from illicit activities) is then also "exempt" from reporting. Note that it would not always be necessary for the criminal to open and operate a new business; it would be possible to work out an arrangement with a business already known to have a profile with a bank.

7. Lawyers ,Accountants and Other Intermediaries:

Meaning: Lawyers, accountants and estate agents can become involved in money laundering through their role in setting up corporate and trust structures, when acting as directors or trustees, and when acting on behalf of those buying and selling property. In addition, their client accounts can provide a money launderer with a conveniently hidden route into a bank account.
Since 1 March 2004, these parties have been subject to the Money Laundering Regulations in their own right. Although they now have a duty to identify their client, financial services firms dealing with such intermediaries must form a view, as with any other intermediary, as to whether account may be taken of their customer due diligence procedures. No business, however respectable or closely regulated, is immune from being drawn into laundering the proceeds of crime or establishing vehicles or into arrangements to facilitate this. Lawyers, accountants and other financial advisers can also be a used for laundering money through the sale of personal investment products.

8. Electronic Wire Transfers:

Meaning: This money laundering method consists of sending funds electronically from one city or country to another to avoid the need to physically transport the currency. 
Criminals are making extensive use of the electronic payment and message systems for wire transfers. Modern financial systems permit criminals to transfer instantly millions of dollars though personal computers and satellite dishes. The rapid movement of funds between accounts in different jurisdictions increases the complexity of investigating and tracing the source of funds especially when non-customers and non-correspondent banks transfer to equally unknown third parties.

Example: Large cash deposits may be made by drug traffickers or others who have smuggled criminal property out of the country where the crime originated.
9. Placement Using Insurance Products

A particular area where the life insurance industry is vulnerable is the single premium product so they must now keep the client application form for every purchase of an immediate or deferred annuity and any insurance policy for which the client will pay $10,000 or more.

An individual who was convicted of stealing over $100,000 from two charitable organizations was discovered to be the owner of a fully paid annuity policy having a value of $140,000.

Unusual signs include:

· A request by a client to purchase an insurance product where the source of the funds to purchase the product is inconsistent with the customers financial standing or is a third party cheque;

· A client who does not wish to know about the performance of an investment but is concerned only about the early cancellation provisions of a particular product.

10. Placement Using Investment Related Transactions

Meaning: All types of securities, commodities, futures and options can be used to launder criminal proceeds - usually in the layering or integration stages. An investment might be made by way of a stockbroker, a portfolio management service from an investment bank, or direct with a securities house. The wholesale market is attractive due to the ease and speed with which products can be purchased, sold, converted between currencies and transferred from one jurisdiction to another. A further attraction is the availability of bearer products and the relatively large sizes of transaction that are permitted (or expected, and so cause less interest to be taken in them). When washing large sums through a relationship, the high net worth individual or corporate launderer may not draw as much attention as they would in a more conventional banking operation.
The use of cash within the securities sector is relatively unusual, and many market operators restrict or prohibit the acceptance of cash. Consequently, the use of the securities sector for laundering purposes is primarily part of the layering and integration stages. However, from time to time cash can be introduced through the sector, particularly if brokers were to break their own rules and accept cash, perhaps if attracted by increased commissions. Another way within some countries is to allow cash to be used in margin trading. In an effort to turn a quick profit, settlement within the margin trading market is often left until the last minute, when cash is a popular means of settlement.

11. Loan Back Arrangement: 
Meaning: A criminal provides an associate with a sum of illegitimate money and the associate creates the paperwork for a loan or mortgage back to the criminal for the same amount, including all of the necessary documentation. This creates an illusion that the criminal’s funds are legitimate. The scheme’s legitimacy is further reinforced through regularly scheduled loan payments made by the criminal, and providing other means to transfer money.
Back to back loan arrangements can be used for cash smuggling. A money launderer transfers his criminal proceeds to another country as security or guarantee for a bank loan, which is then sent back to the original country. This method not only gives laundered money the appearance of a genuine loan, but often provides tax advantages. 

12. Misuse of Non Profit Organisations (NPOs):

Meaning: The misuse of NPOs by terrorist groups can take many forms. One possibility is the establishment of an NPO with a stated charitable purpose, but which actually exists only to channel funds to a terrorist organisation. Another possibility is that an NPO with a humanitarian or charitable purpose is infiltrated by the terrorists and their supporters, often without the knowledge of the donors, or the members of staff, or management. Still another possibility is for the organisation to serve as the intermediary or cover for the movement of funds, usually on an international basis. In some cases, the NPO support function could extend to the movement and logistical support of the terrorists themselves.
Indicators -Suspicious Transactions

Suspicious transaction means a transaction whether or not made in cash which, to a person acting in good faith –

· Gives rise to a reasonable ground of suspicion that it may involve the proceeds of crime

· Appears to be made in circumstances of unusual or unjustified complexity

· Appears to have no economic rationale or bonafide purpose;

· Providing misleading information / information not easily verifiable while opening an Account

· Large cash withdrawals from: a dormant or inactive account or account with unexpected large credit from abroad

· Sudden increase in cash deposits of an individual with no justification

· Employees leading lavish lifestyles that do not match their known income sources

· Large cash deposits into same account

· Substantial increase in turnover in a dormant account

· Receipt or payment of large cash sums with no obvious purpose or relationship to Account holder / his business

· Reluctance to provide normal information when opening an Account or providing minimal or fictitious information

Who will come across the suspicious Transactions?

Financial entities - Includes banks, credit societies, trusts and lending Institutions/companies and agents of such institutions who accept deposit liabilities;

Life insurance companies - brokers or agents;

Securities dealers - Portfolio managers and investment bankers, and other middleman in Securities markets.

Forex Dealers - Persons who are engaged in the business of foreign exchange.

Money services businesses - This includes alternative remittance systems, popularly known as Hawala, Hundi, Chitti, etc.

Agents - Who are selling National Saving Certificates, money orders and other Financial Instruments etc.,

Chartered Accountants - While carrying out certain activities on behalf of their clients

Real estate - Brokers or sales representatives of real estate when they carrying

out certain activities on behalf of their clients;

The process of money laundering involves disguising the sources of money or assets derived from criminal activity. The techniques of laundering funds vary considerably and quite often ticklish.

Suspicious Behavior Indicators  

Account Opening Stage

· Customer appears to be acting as agent for another person or entity but declines/evades or is reluctant to provide information in response to questions about that person or entity

· Customer’s name appears in negative list circulated by regulators

Transaction Stage

· Customer requests for avoiding Bank’s normal documentation requirements.

· Customer refuses to provide information necessary for Banks to make report / records as per regulatory requirements

· Customer provides information that  Bank determines to be  false 

· Customer splits transactions involving cash deposits in order to avoid  threshold limit reporting requirements 

· Customer seeks to change or cancel a transaction after informing of currency transaction reporting, information, verification or record  keeping requirements 

· Customer exhibits unusual concern about secrecy or requests information regarding how to conceal transactions from government authorities 

· Customer exhibits unusual curiosity about bank’s internal systems, controls and policies 

Trade Finance 

· Wire transfers

· Other Inward/Outward remittances

· Review Letter of Credits,

· Shipment of items inconsistent with customer’s business

· Businesses in high risk jurisdictions

· Business involving high risk commodities 

· Goods entering/exiting high risk countries

· Irregular pricing of goods

· Excessively amended letters of credit

· Transactions designed to avoid home country legal restrictions

Red-Flags & Warning Signs

· High activity and low balances

· Frequent fund transfers to/from the same locations, especially to high risk countries

· Insensitivity to transaction charges

· Changes in account activity patterns or inconsistency with account activity history

· Credits by different people into same account

· Immediate turnaround (ins and outs)

· Refusal to provide identification or other information

· Any transaction that appears to lack a business or economic justification

· Desires unnecessarily complex transactions

· Reference by persons impossible to contact/ difficult to verify

· Inadequate or unusual documentation

Case Studies

Case Study 1

· ABC Pvt Ltd deals in manufacture and local sale of rexin goods, as per  documents provided

· Transactions in account were normal with no inward or outward remittances

· Customer receives an inward remittance of INR 5.5m and issues cheques for smaller amounts to various persons

· Customer explains  transaction as proceeds of an export of wrist watches to Dubai

· No proof shown regarding trading in wrist watches and no explanations given for  payouts

· Unusual transaction. Activity not in line with  known business/ source of funds - an apt case for raising a ‘Suspicious Account Report’ (SAR)

Key Message 

Continuously look out for transactions not in line with customer’s known business activity

Case Study 2

· ABC Enterprises has a current account. ABC Enterprises is a dealer of house hold appliances. Normal transactions in accounts are daily cash deposits of about INR 100 000 and deposit of cheque and credit card charge slips for about 100,000. Payments to various distributors are through cheques. There are some cash withdrawals especially in beginning of month for salary payments. During last 15 days, you have noticed that cash deposits are in range of INR 250,000 to INR 300,000 and there have been some increase in deposits by cheques and charge slips as well.

Solution

· Mere increase in cash deposit does not necessarily mean a suspicious activity. Here in this case, there has been an increase in cheque/ charge slips deposit as well. There could be some reason for increase in sale, like a festival season. Make enquiry about a reason for increased sale and also check payments to see whether money is going anywhere other than usual suppliers. File a STR only if you are not convinced about reason for increase in cash deposit. 

Case Study 3

· Mr. X is one of your savings bank account holder.  Account was opened about 2 years ago. As per KYC profile, Mr. X is working as a journalist for a small newspaper and transactions in account had been mostly deposit of salary and withdrawals by cash or cheques in small amounts. For last three months, he has been receiving foreign inward remittance of approximately USD 5000 from an individual in London every month.  Customer withdraws amount in cash in two or three withdrawals. When you enquired with customer about purpose of remittance, he mentioned that he was helping in a project regarding tribals in India and remittances are in this respect; he mentioned that he continued to work with the newspaper. You do not find any credit for salary in his salary in his account for last few months and a telephone call to newspaper office confirmed that Mr. X had left newspaper.

Solution

·  Transactions are suspicious and should be reported as a STR
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Risks involved with money Laundering

Reputational Risk

· The potential that adverse publicity regarding a bank’s business practices, whether accurate or not, will cause a loss of confidence in the integrity of the institution 

· Reputational Risk : a major threat to banks as confidence of depositors, creditors and general market place to be maintained

· Banks vulnerable to Reputational Risk as they can easily become a vehicle for or a victim of customers’ illegal activities

Operational Risk

· The risk of direct or indirect loss resulting from inadequate or failed internal processes, people and systems or from external events

· Weaknesses in implementation of banks’ program, ineffective control procedures and failure to practice due diligence

Legal Risk

· The possibility that lawsuits, adverse judgments or contracts that turn out to be unenforceable can disrupt or adversely affect the operations or condition of a bank

· Banks may become subject to lawsuits resulting from the failure to observe mandatory KYC standards or from the failure to practice due diligence

· Banks can suffer fines, criminal liabilities and special penalties imposed by supervisors

Concentration Risk

· Mostly applies on the  assets side of the balance sheet: Information systems to identify credit concentrations; setting prudential limits to restrict banks’ exposures to single borrowers or groups of related borrowers

· On liabilities side: Risk of early and sudden withdrawal of funds by large depositors- damages to liquidity  

Impacts Of Money Laundering

Increased Crime and Corruption 

Successful money laundering helps make criminal activities profitable; it rewards criminals. Thus, to the extent that a country is viewed as a haven for money laundering, it is likely to attract criminals and promote corruption. Havens for money laundering and terrorist financing have: 

· A weak AML/CFT regime; 

· Some or many types of financial institutions that are not covered by an AML/CFT framework; 

· Little, weak or selective enforcement of AML/CFT provisions; 

· Ineffective penalties, including difficult confiscation provisions; and 

· A limited number of predicate crimes for money laundering.

· If money laundering is prevalent in a country, it generates more crime and corruption. It also enhances the use of bribery in critical gateways to make money laundering efforts successful, such as: 

· Employees and management of financial institutions

· Lawyers and accountants

· Legislatures

· Enforcement agencies

· Supervisory authorities

· Police authorities

· Prosecutors

· Courts. 

A comprehensive and effective AML/CFT framework, together with timely implementation and effective enforcement, on the other hand, sig​nificantly reduce the profitable aspects of this criminal activity and, in fact, discourage criminals and terrorists from utilizing a country. This is especially true when the proceeds from criminal activities are aggressively confiscated and forfeited as part of a country’s overall AML/CFT legal framework.

International Consequences and Foreign Investment

A reputation as a money laundering or terrorist financing haven, alone, could cause significant adverse consequences for development in a country. Foreign financial institutions may decide to limit their transactions with institutions from money laundering havens; subject these transactions to extra scrutiny, making them more expensive; or terminate correspondent or lending rela​tionships altogether. Even legitimate businesses and enterprises from money laundering havens may suffer from reduced access to world markets or access at a higher cost due to extra scrutiny of their ownership, organization and control systems.

Any country known for lax enforcement of AML/CFT is less likely to receive foreign private investment. For developing nations, eligibility for for​eign governmental assistance is also likely to be severely limited.

Finally, the Financial Action Task Force on Money Laundering (FATF) maintains a list of countries that do not comply with AML requirements or that do not cooperate sufficiently in the fight against money launder​ing. Being placed on this list, known as the “non-cooperating countries and territories” (NCCT) list, gives public notice that the listed country does not have in place even minimum standards. Beyond the negative impacts referred to here, individual FATF member countries could also impose spe​cific counter-measures against a country that does not take action to remedy its AML/CFT deficiencies.

Weakened Financial Institutions 

Money laundering and terrorist financing can harm the soundness of a coun​try’s financial sector, as well as the stability of individual financial institutions in multiple ways. The following discussion focuses on banking institutions, but the same consequences, or similar ones, are also applicable to other types of financial institutions, such as securities firms, insurance companies, and investment management firms. The adverse consequences generally described as reputational, operational, legal and concentration risks are interrelated. Each has specific costs: 

· Loss of profitable business

· Liquidity problems through withdrawal of funds

· Termination of correspondent banking facilities, 

· Investigation costs and fines, 

· Asset seizures, 

· Loan losses and 

· Declines in the stock value of financial institutions.

Banks and their account holders are protected when effective due dili​gence regimes are in place. Identification of the beneficial owners of an account is critical to an effective AML/CFT regime. Such identification proce​dures protect against business relationships with fictitious persons or corpo​rate entities without substantial assets, such as shell corporations, as well as known criminals or terrorists. Due diligence procedures also help the finan​cial institution to understand the nature of the customer’s business interests and underlying financial issues. 

Compromised Economy and Private Sector

Money launderers are known to use “front companies,” i.e., business enter​prises that appear legitimate and engage in legitimate business but are, in fact, controlled by criminals. 

These front companies co-mingle the illicit funds with legitimate funds in order to hide the ill-gotten proceeds. Front companies’ access to illicit funds, allows them to subsidize the front company’s products and services, even at below-market prices. As a consequence, legitimate enterprises find it difficult to compete with such front companies, the sole purpose of which is to pre​serve and protect the illicit funds, not to produce a profit. 

By using front companies and other investments in legitimate compa​nies money laundering proceeds can be utilized to control whole industries or sectors of the economy of certain countries. This increases the potential for monetary and economic instability due to the misallocation of resources from artificial distortions in asset and commodity prices. It also provides a vehicle for evading taxation, thus depriving the country of revenue. 

Short Tax Collection

Money laundering has a major impact on a country's national security as drug dealers, terrorists, illegal arms dealers, corrupt public officials and other criminals can use the money to expand their illegal and criminal businesses. Illicit funds from money laundering can devastate a country's financial systems and negatively affect the capital markets. However, there is another financial aspect of money laundering. It has an impact on tax collection.

Since the origin of the illicit funds is not known, people who indulge into money laundering do not declare the funds to the tax authorities. As a result taxes are not paid for the ill-gotten funds. This effectively reduces tax revenues for the governments and ends up damaging economic development as governments will not have sufficient funds to take up new projects.

Today, not just the United States but many other nations are facing money laundering and its impact on tax collection. Criminals have managed to use financial centers around the world and bank secrecy laws to hide away illicit funds from tax authorities. It is estimated that billions of funds are hidden in tax havens just to avoid paying taxes and being incriminated for money laundering.
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Riggs Bank – USA, pleads guilty to money laundering:

· Old line Washington bank that drew prestige from its near exclusive franchise on business with the capitals’ diplomatic community

· The civil fine was for alleged violations of laws to prevent money laundering in its handling of millions of dollars in accounts controlled by Saudi diplomats and Equatorial Guinea officials

· Suitcases stuffed with millions in cash being hauled by a bank officer to the bank branch

· Dummy offshore companies allegedly set up by bank managers for Chilean dictator Augusto Pinochet and the Government of Equatorial Guinea

· Names altered on accounts to deceive investigators

· Illegal payments from oil companies into an account of a 14 year old relative of the President of Equatorial Guinea.

Po Sang Bank which was subsequently taken over by the Bank of China:

· “Black Money” – profits made by businesses in China in both local and foreign currency – had been smuggled by a mainland syndicate into Hong Kong to evade Chinese taxes

· Cash delivered by syndicate couriers in plastic bags

· Escaped the detection of the “anti-money laundering regime” because the banks mechanism was only devised to spot “regular large cash transactions” made by customers

· Tapped into the banks internal transfer system to disguise the funds as bank transfers before distributing the money via the bank to a network of hundreds accounts in different banks.

· Company even stationed staff at the bank to handle day to day operations

· One 35 day period, 3 billion HK Dollars sent by the syndicate to the money changer

· Money changer said to have laundered HKD 95 billion in dirty money over a 5 year period.

Relationship with Terrorism

Terrorist groups need money to finance their activities and that these are often raised from other criminal activity which have tragic effects:-

· 80% of the heroin on the streets in United Kingdom originates from Afghanistan and the proceeds often end up in the coffers of Islamist terror groups; 

· Both Protestant and Catholic terrorist paramilitaries in Northern Ireland derive income from smuggling and extortion; 

· Bank robbery is a preferred form of fund raising for terrorists in both Italy and Spain.

· Globally its estimated US$800 billion – 1 trillion of illicit funds is circulating worldwide, about US$400 - 500 billion is associated with drug trade, about US$200-250 billion are associated with U.S. drug sales
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Measures to deter Money Laundering

· Appropriate measures to ensure that ML risks are taken into account in daily operations, development of new financial products, establishing new business relationships and changes in the customer profile

· Screening of employees before hiring and of those who have access to sensitive information

· Appropriate quality training to staff

· Quick and timely reporting of suspicious transactions

· Board and management oversight of AML risks

· Appointment a senior executive as principal officer with adequate authority and resources at his command

· Systems and controls to identify, assess & manage the money laundering risks

· Make a report to the Board on the operation and effectiveness of systems and  control

Summary - Prevention Of Money Laundering 
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Initiatives in Anti-money laundering

Deception is the heart of money laundering. Laundered funds find their way into legitimate trade and commerce. It becomes difficult to carry the business in legal way for an honest businessman due to competition by a money launderer who has unlimited cash resources from undisclosed source. With these and other factors money laundering is considered as a crime and the United States became first country to enact law as the Money Laundering Control Act, 1986. Subsequently, the international community also felt the need for curbing transactions resulting money laundering.

Indian Initiatives

With the intention of protecting our society from the globally recognized and, growing problem of money laundering, the Central Government moved the Prevention of Money laundering Bill in the Parliament on 29th October 1999. After incorporating several suggestions both Rajaya Sabha and Lok Sabha passed the Bill in the winter session of the Parliament in 2002.

Prevention of Money Laundering Act passed in 2002; Notification issued on 
July 01, 2005.
Maintenance of Records of transactions

Every banking company or financial institution or intermediary, as the case may be, shall maintain a record of:

· All cash transactions of the value of more than rupees ten lakhs or its equivalent in foreign currency ;

· All series of cash transactions integrally connected to each other having a value below rupees ten lakhs or its equivalent in foreign currency where such series of transactions have taken place within a month

· All cash transactions where forged or counterfeit currency notes or bank notes have been used as genuine and where any forgery of a valuable security has taken place

· All suspicious transactions whether or not made in cash and by way of :
Cheques, Travelers Cheques, A/c Transfer, Credits or debits into or from any non-monetary accounts, Money transfer or remittances, Loans and Advances, Collection Services

Records Containing Information

· The nature of the transactions

· The amount of the transaction and the currency in which it was denominated

· The date on which the transfer was conducted

· The parties to the transactions     

Retention of records 

Records have to be maintained for a period of ten years from the date of cessation of the transactions between the client and the banking company

Procedure and manner of furnishing information 

Any suspicious activity should be reported to the FIU within 7 days of its occurrence. Monthly information should be submitted by the 7th of the succeeding month to the Director of FIU.

Verification & Maintenance of the records of the identity of clients:

Records to be maintained for ten years.

RBI issued a circular on Feb 16, 2006 reiterating the above rules. With regard to accounts for which a SAR has been filed with the authorities, Banks may not put any restrictions on operations in those accounts. However, it should be ensured that there is no tipping off to the customer at any level. 

Income Tax - Rule 114B: "Every person shall quote his PAN in all documents pertaining to the following transactions with a banking company, namely (among others):

· A time Deposit or an account (not being time deposit), exceeding INR 50,000

· payment in cash for purchase of bank drafts or pay orders or bankers cheques from a banking company for an amount aggregating INR 50,000 or more during any one day;

· deposit in cash aggregating INR 50,000 or more, with a banking company during any one day

International Initiatives

The International Criminal Police Organisation (INTERPOL):

An International organisation having 168 member countries headquartered at France, functioning as a means for exchanging information about crime and criminals. This agency is Coordinating through National Central Bureau of all member countries (for example CBI in India) around the world. INTERPOL is continuously monitoring and taking aggressive steps towards international crimes money laundering and drug trafficking, etc., developing and implementing model legislation, providing training and other technical inputs to member countries.

United Nations:

The United Nations Narcotics Convention of 1988, popularly known as Vienna Convention, made the member signatories to make money laundering as criminal offence, and an extraditable. It also ensures co-operation and greatest assistance amongst member countries in investigations, prosecutions, and judicial proceedings.

British Commonwealth: 

The member countries have set up a “Common Wealth Scheme for Mutual Assistance in Criminal Matters”, for tackling international money laundering activities. Each members are assisting each other in criminal investigations, to include “identifying, locating, and assessing the value of, property believed to have been derived or obtained, directly or indirectly, from, or to have been used in, or in connection with, the commission of an offence and believed to be within the requested country”.

Financial Action Task Force

It is an international organization formed with the initiatives of G-7 countries in July 1989 at Paris. The Task force continuously monitors its members' progress in implementing necessary measures, reviews money laundering and terrorist financing techniques and counter-measures, and promotes the adoption and implementation of appropriate measures globally. It has also released a series of task reports recommending changes in legislation on criminal law, banking and international cooperation. The priority of the FATF is to ensure global action to combat money laundering and terrorist financing, and concrete implementation of its 40+9 Recommendations throughout the world.  Starting with its own members, the FATF monitors countries' progress in implementing AML/CFT measures; reviews money laundering and terrorist financing techniques and counter-measures; and, promotes the adoption and implementation of the 40+9 Recommendations globally. Accordingly, FATAF is active in its aim of curbing the money laundering activities and accepted to the working definition of money laundering as -

The conversion or transfer of property, knowing it is derived from a criminal offence, for the purpose of concealing or disguising its illicit origin or of assisting any person who is involved in the commission of the crime to evade the legal consequences of his actions, ¨ The concealment or disguising of the true nature, source, location, disposition, movement, rights with respect to, or ownership of property knowing that it is derived from a criminal offence, ¨ The acquisition, possession or use of property, knowing at the time of its receipt that it was derived from a criminal offence or from participation in a crime.

Asia / Pacific Group on Money Laundering (APG)

It ensures the adoption, implementation and enforcement of internationally accepted anti-money laundering and counter-terrorist financing standards as set out in the FATF Forty Recommendations and FATF Eight Special Recommendations. It is assisting countries and territories of the region in enacting laws to deal with the proceeds of crime, mutual legal assistance, confiscation, forfeiture and extradition; providing guidance in setting up systems for reporting and investigating suspicious transactions and helping in the establishment of financial intelligence units. The APG also enables regional factors to be taken into account in the implementation of anti-money laundering measures. The APG also expanded its scope of functions to counter terrorist financing after the events of 11 September 2001.

The Financial Crimes Enforcement Network (FinCEN)

It is a network formed in 1990 and acts as a means of bringing people and information together to fight the complex problem of money laundering. It has worked to maximize information sharing among law enforcement agencies and its other partners in the regulatory and financial communities. Through cooperation and partnerships, FinCEN's network approach encourages cost-effective and efficient measures to combat money laundering domestically and internationally.

The mission is to support law enforcement investigative efforts and foster interagency and global cooperation against domestic and international financial crimes; and to provide U.S. policy makers with strategic analyses of domestic and worldwide money laundering developments, trends and patterns. FinCEN works toward those ends through information collection, analysis and sharing, as well as technological assistance and innovative, cost-effective implementation of the Bank Secrecy Act and other Treasury authorities.

Software solutions

Recently many software development enterprises have come out with innovative banking and financial solutions towards Anti-money laundering and it can be useful to Retail Banks, Commercial Banks, Investment Banks, Brokers & Trading Organisations and Insurance Firms etc., this solution pro-actively monitor all transaction activities across the organisation and effectively detects money laundering activities and terrorist financing. The system generates all statutory reports and provides for generation of suspicious activity reports. It also captures customer details, stores compliance rules, monitors transactions and flags any violation of transactions against customer profile and compliance rules.

Role of Chartered Accountants

Legislation on Anti-money laundering has opened wide professional opportunities to the profession of Chartered Accountancy.

Development of Accounting & Auditing Standards:

Guidance notes and Standards can be set and can be made compulsory to follow while undertaking auditing of clients books of accounts. A chartered accountant who audits the booksOf accounts of a client may come across the several transactions which may directly/indirectly reflects money-laundering practices. He is also under professional obligation to report such activities in his audit report and to concerned authorities.

Monitoring Mechanism:

As a profession of great importance on financial sovereignty and integrity, research studies can be enunciated to know and assess the new methods of deployment of illegal funds by launderer. It can also assist enforcement directorate in framing regulations to curb financial crimes of the nation.

Enforcement Directorate:

It should contain efficient staff with sufficient knowledge on insurance, banking, securities market, foreign exchange etc., Here, a qualified chartered accountant who is adept in the above filed of knowledge shall be a right person for this right job. He can also undertake an Independent investigation under this authority.

Adjudicating Authority:

There is no doubt that a CA excels in the filed of finance, accountancy, etc., Hence, he shall be having an advantage over others in becoming a member to the adjudicating authorities. [Under section 6(3) of the Prevention of Money-laundering Act, 2002.]

Member to Appellate Tribunal

Act specifically provides an opportunity to a practicing Chartered Accountant in becoming a member to ‘Appellate Tribunal’, which hears appeals against the orders of the Adjudicating Authority and authorities. [Under section 28(2) of the Prevention of Money-laundering Act, 2002.]

Legal representation

A person preferring an appeal to the Appellate Tribunal [under section 39(1) of the Prevention of Money-laundering Act, 2002] may appoint a representative of his choice to present his case before the Appellate Tribunal. Here, a qualified Chartered Accountant, who is an authoritative in finance, accounting, taxation and other matters shall be in better position to appreciate the client’s case before the Tribunal.
Others

· Identification of red flags 

· Conduct of pre-enquiries

· Study of the methodology of scam / fraud

· Assisting in documentation / verification of documentation  

· Investigation Report / Forensic Accounting Report

· Expert Advisory Services

· Witness services

· Training the officers on latest trends in global scenario 

Inference

Money laundering is serious threat to global financial system and good governance. It is also boosting international crimes and terrorist activities. In this regard, most of the governments have already enacted statute to combat money-laundering activities. Efforts of the Indian Government in enacting the Prevention of Money Laundering Act 2002 are most timely, appropriate and appreciable.

It is difficult at the present time to assess the scale of the money laundering problem. Although the experts generally agree that it amounts to hundreds of billions of dollars annually, they also acknowledge that previous attempts to arrive at a precise estimate have been empirically flawed. Nevertheless, the collective opinion is that developing a methodologically sound measure is a laudable objective and must be pursued.

Drug trafficking remains the single largest source of illegal proceeds, although there is general consensus among the experts that non-drug related crime is increasingly significant. Indeed, in some members, non-drug related crime is by far the predominant source of illicit funds.

Conventional money laundering techniques are still prevalent. Cash smuggling across national borders. Professional money launderers are playing an increasingly active role, facilitating transactions to mask the origin and ownership of tainted funds.

In addition to these traditional methods, potential money laundering threats have been identified in certain rapidly developing industries. Foremost among these is the emerging cyber payments technology sector. While there is no evidence to suggest that this industry is currently being manipulated by criminal interests, the experts agree that the economies cannot afford to wait until it happens. The ability to access cyber payments systems to launder illicit profits could seriously undermine the effectiveness of existing anti-money laundering measures. 

BOTTOM LINE

Billions of ‘dirty’ pounds are mistakenly ‘cleaned’ by financial institutions and professional advisers, or received by businesses turning a blind eye to large cash payments. As a consequence, money laundering represents a serious threat, not just to sound economic and financial development but to the political integrity and stability of our nation. Thus information professionals should play their part in ensuring their business has the right systems in place to help them ‘know their clients’ better and hence combat international crime and protect the assets of their business and its customers.
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