Executive Summary

Phishing is the new 21% century crime. Globally, the stories are
covered by almost all international media covering the latest organisation to have
their customers targeted and how many victims succumbed to attacks. Phishing
is an online identity theft in which confidential informations are obtained from an
individual. Phishing includes deceptive attacks, in which users are tricked by
fraudulent messages into giving out information, malware attacks, in which
malicious software causes data compromise, and DNS ( Domain Name System)
based attacks, in which the lookup of host names is altered to send users to a
fraudulent server.

There is no precise estimation of losses due to phishing, however the Gartner
group estimates that the total financial losses attributable due to phishing for US
Banks will be approximately US$ 2.8 billion for the year 2006. The indirect losses
are much higher, including customer service expenses, account replacement
costs and higher expenses due to decreased use of online services in the face of
widespread fear about the security of online financial transactions.

This report cover the countermeasure implemented by various foreign banks
against phishing, informations that are available in public domain.

Harish Kesharwani

CA.Grad CWA, M.Com
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Steps in Phishing attack’

All phishing attacks fit into the same general information flow. At each step in the
flow, different countermeasures can be applied to stop phishing. The steps are:

0. The phisher prepares for the attack. Step 0 countermeasures include
monitoring malicious activity to detect a phishing attack before it begins.

1. A malicious payload arrives through some propagation vector. Step 1
countermeasures involve preventing a phishing message or security exploit from
arriving.

2. The user takes an action that makes him or her vulnerable to an information
compromise. Step 2 countermeasures involve detecting phishing tactics and
rendering phishing messages less deceptive.

3. The user is prompted for confidential information, either by a remote web site
or locally by a Web Trojan. Step 3 countermeasures are focused on preventing
phishing content from reaching the user.

4. The user compromises confidential information. Step 4 countermeasures
concentrate on preventing information from being compromised.

5. The confidential information is transmitted from a phishing server to the
phisher. Step 5 countermeasures involve tracking information transmittal.

6. The confidential information is used to impersonate the user. Step 6
countermeasures center on rendering the information useless to a phisher.

7. The phisher engages in fraud using the compromised information. Step 7
countermeasures focus on preventing the phisher from receiving money.

! Content taken from Report Title — Online Identity Theft: Phishing Technology, Choke points and
Countermeasures available in website
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1. Abstract

As more and more systems are getting connected to the Internet,
the risk of system attacks by malicious users is also increasing. Most of the
services are becoming online these days. Nowadays one can make transactions
with financial institutions and shopping marts just with a click of the mouse.
Phishing is a form of cyber attack in which scammers make internet users divulge
their sensitive information about their bank accounts and personal details. The
scammers are able to target internet users due to some inherent weakness in
web browsers and other technical aspects of the Internet. The solution to this
problem lies in taking countermeasures at financial institution and at the end user
levels.

2. Introduction

In computing, phishing is a criminal activity using social
engineering techniques. Phishers attempt to fraudulently acquire sensitive
informations, such as passwords and credit card details by sending
impersonated fraudulent e-mails and web pages. In a typical phishing attack a
user will receive an e-mail message impersonated to be sent by a financial
institution. The e-mail will carry the spoofed image or logo of the financial
institution and convince the user to provide personal and account details by
means of visiting a web link given in the message. When a user clicks the web
link a malicious web page, which is exact replica of the financial institution and
actually hosted by the fraudsters, is opened. A normal user unaware of such
malicious activity in turn provides his/her personal and account details to the
fraudsters. The phishers use this information for fraudulent use amounting to
financial gains. Phishing attack involves fraudulent message sent to thousands of
users or even more in an attempt that atleast a small percent of users will
respond.

Pharming is a technique to redirect users from real websites to the fraudulent
websites by using malware/ spyware. Pharming uses modification in name
resolution system, so as when a user clicks a financial institution web page, it
actually goes to spoofed website.

3. Phishing attack

There has been significant rise in the phishing attack during recent
pasts. Phishing attacks are also combined with malicious code attack like Trojans.
In such blended attacks these virus/ worms carry the viruses which harnesses e-
mail addresses from the internet and affected systems and further launch
phishing attacks.
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3.1 Phishing trends

The Anti-Phishing Working Group (APWG) is the global pan-
industrial and law enforcement association focused on eliminating fraud and
identity theft that result from phishing, pharming and email spoofing of all types.
The group provides a forum to discuss phishing issues, trials and evaluations of
potential technology solutions, and access to a centralized repository of phishing
attacks. The group is publishing Phishing Site Outbreak Report on a regular basis.
The highlights of Phishing Site Outbreak Report October, 2006 are mentioned
below :

*  Number of unique phishing reports received in October 26877
* Number of unique phishing sites received in October 37444
* Number of brands hijacked by phishing campaigns in October 176

*  Number of brands comprising the top 80% of phishing 18
campaigns in October

* Country hosting the most phishing websites in October  United States
* Average time online for site 4.5 Days

* Longest time online for site 30 Days
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4, International Scenario

The trends of phishing attack dates back to 1996 when the first
phishing attack was on American Online Limited (AOL) accounts by hackers, to
steal passwords from AOL users. Over a period of time phishing attack has taken
varied faces like Spoofed email, Malware based phishing , Key loggers, Screen
loggers, Man-in —-middle phishing, Data Theft, Web Trojans, Pharming, Sessions
Hijackers etc. The type of phishing and the method of phishing attack evolve
every day.

Various groups like Anti Phishing Working group, governments and private
financial organisations are actively involved in preventing damages due to
phishing attacks.

US government has passed a legislation called Anti-Phishing Act in the year
2005. The UK has also passed similar act called Fraud Act 2006. Various other
governments have recognized phishing as a type of sophisticated criminal fraud
and have taken steps to punish the guilty.

The US government has even started a dedicated website to create awareness
among the people for phishing and identity theft.

As per Gartner Group, the average loss per phishing attack was $ 1244 during
the year 2006, up from the average loss of $255 last year in US alone. Estimated
total financial loss to be around $ 2.8 billion for year 2006. The recovery
percentage has decreased during the year 2006 and is around 54% down from
80% a year back.

A number of international banks have iniated various countermeasures to protect
their customers from phishing attacks. The general steps taken by various banks
are focused on customer awareness, technological changes of their online
platform and recommendation of use of anti-viruses etc.

The report outlines the initiatives taken by various banks around the world to
protect their organisation, customers and people at large from phishing attacks.
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4.1 Bank of America.
Bank of America the No.7? bank in the world in terms of asset size,

has taken the following steps to prevent online frauds and phishing:

1) Anti — Phishing toolbar to all customers at no cost.
2) First Level of authentication known as SITE - Key.
3) Zero Liability guarantee for unauthorized online transaction.

4.1.1 Anti — Phishing toolbar to the entire customer at no cost.

Bank of America provides Anti-Phishing Toolbar to all their
customers, which if installed by the customer in their computers helps in
identifying the genuinity of the website browsed by the customers.

o
C?’,/H Home - Locations . Contact Us . Help .

Bank of Ameri igher Standards
I E

Privacy & Security

Overview

Bank of America Toolbar powered by EarthLink®

Dur Products Are Secure

Preventing Fraud we - % 9 9 G Qe (s Protect yourself against online scams

ks [ henp:feswes. barbol amesiics. conl
. F @ Sentacte | @PPUR 4 Identifies fraudulent websites
+ Works on all websites

How ou Can Protect
ScamBlocker * Free for everyone
Yourself @ ON | Of

Bank of Armerica Toolbar

Typez of Online Fraud Download now @

ACCEPFTED For Internet Explorer

How Bank of Arnerica
Protects vou

Using Cards Safely

Detecting Fraud

Features of Bank of America Toolbar are:

« Displays a security rating for every website the customer visits

« Alerts customers before customers enter a website on a list of known
fraudulent sites

* Includes EarthLink's innovative Pop-Up Blocker™ tool

The Toolbar's ScamBlocker™ feature alerts the customers to “phisher” websites —
fraudulent sites that mimic legitimate bank, auction, or internet payment sites in
an attempt to steal credit card number, social security number, pass codes or
identity.

The indicators of the tool bar are:

2 As per published report in bankersalmanac.com website
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 Ared “thumbs down” in the toolbar - means that the website is potentially
dangerous and the customers shouldn't provide the site with any of their
personal informations.

* Avyellow “thumbs down” - means the website is questionable.

* A green “thumbs up” means a website is safe.

A “shadow” icon means the website doesn't appear fraudulent.

The use of the Toolbar in conjunction with a personal firewall and anti-spyware
and anti-virus protection, gives an added level of online protection.

4.1.2 Site Key.

Bank of America has implemented “ Site Key” features as a part of
online login to internet banking, which provides an extra level of authentication.

The process:

Customers pick one of thousands of images, write a brief phrase and select three
challenge questions. The customer and the bank can pass that information
securely back and forth to confirm each other's identity.

Customers can register their computer, hence when a customer login through a
registered computer, the images are shown. If customer logs in from any other
computer, any of the three-security questions will be asked. Please refer page 37
for detailed login process.

4.1.3 Zero Liability guarantee for unauthorized online transaction.

The bank provides 100% refund of losses due to any unauthorized
online transaction in the customers account.

4.2 The Hong Kong & Sanghai Banking Corporation.

HSBC bank the no. 212 bank in the world in terms of asset size, has
taken the following steps to prevent online fraud and phishing:

1) HSBC - Security device.
2) Customer awareness - 5 golden rules.

4.2.1 HSBC - Security device.

3 As per published report in bankersalmanac.com website
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HSBC Security device is used to authenticate the identity when
any customer logs on to HSBCnet, the internet banking portal of HSBC. It works
by generating a one-time security code (one time password) unique to a
customer’s account that HSBCnet can recognise. The code can only be used to
access the site once and the security device calculates a new security code the
next time the customer logs on. The code is also referred to as a one-time-
password. This security code also has an expiry period and will only be valid for
a set period of time before a new code will be generated using the Security
device.

This dynamic security code system has a number of advantages over traditional
static passwords, code changes each time the customer logs in, making it
extremely difficult to guess or successfully compromise using malicious
software.

The Security device, therefore, represents a significant enhancement in online
security as compared to traditional passwords.

The Security device is also protected by a PIN that must be entered into the
device before it can be used.

/2 HSBCnet - Getting Started Guide - Microsoft Internet Explorer =121l
File Edit Wiew Favorites Tools  Help ﬁ
s=Back -~ = - 2} 7t | @ Search (Gl Favorites 4 | By S
Address I:Eil http: S, hsbenet, comfhsbefonlineabout-hsbonet fsecuriby-device j @Go | Links **
Y_’ - év I Search Wweb |v| E‘v E‘v Pop-Lp Blocker | Maill ~ Shopping = @ My Yahoo! ¥

Home AN arte EeCur evice ;I

Security Device

Introduction

Welcome fo

YWelcarme to your HSBC net Security Device — it is used to authenticate your identity when you log on to
HESBChet Itworks by generating a security code unigque to your account that HSBC net can recognise.
Username ll Logon This code can only be used to access the site once and the Security Device will calculate a news
security code the nexttirme you log on. Far this reason, this code is sometimes referred to as a one-
time-passward. This security code also has an expine period and will only be valid for a set period of
tirme hefore a new code has to be generated using the Security Device.

Register | Take a tour

Announcements This dynamic security code systern has a number of advantages over traditional static passwords;

not leastthatthe code changes each time you log on, making it extremely difficult to guess or
Customer suppart successiully compromise using malicious software. The Security Device, therefore, represents a
CIBM Careers signhificant enhancement in security when compared to traditional passwoards,

The Security Device is protected by a PIM that must be input to the device befare it can be used.

Depending on the functionality vou are trving to access, HSBC net may also seek to re-authenticate
ywour identity after you hawve logged on by requesting you provide anather security code.

cet Adobe Ifyou do not have Adobe's free Acrobat Reader installed on your computer, please
Reader click the icon to download.
[7} Download Security Device pdf A
1 | »
[&] Dane | Internet

sston | (2 @ 5 2 | G 2] €7 @ e[ ) m sar CeABELT oo

4.2.2 Customer awareness - 5 golden rules.
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HSBC displays prominently on its website (www.hsbc.com) the 5
Golden Rule to be followed by customers for online security. The 5 Golden Rules
are:

Latest Security updates & patches.
Installation of anti-virus software.
Use of personal firewall.
Password advice.

Anti Spam spyware.

agprLON=

3 http:/ /'www . hsbc.com//hsbc /security /five-golden-rules fanti- virus-software - Microsoft - |5’ |1|

File Edit Wiew Faworites Tools Help ﬁ

duBack ~ = - &) o3 | Qi Search [ Favorites ¢4 | EN- S B -
Address I@ http: v, hsbe, comfhsbefsecurity ffive-galden-rules) anti-virus-software LI 6>G0 | Links **
Y_’ - év I [Search Web |v| E‘v E‘v Pop-Up Blocker | =) Mail ~ [ Shopping - @ My ¥ahoo! p33
[=
HSBC m The world's local bank Search: lm @

About M Investor Corporste Social o contact Perzonal | Business & | Corporate & Irterret
HEBC SIS Faom Relations Responsibility Aresrs Ontact us Banking Commercial Institutionsl Banking

“ou are here: Home = Online Security = Five golden rules = Anti-virus software

Online Security Anti-virus software
Five golden rules Updates &  Anti-virus Personal Password -
atch oft i I T sSpyware Useful tools

Secure personal paiches software irewalls advice e
banking Print thiz page
Secure business In our wiew, thes_e five rules offer the r_‘nost pro‘h_action for the Ieasl.t armaount _of Increase font
banking effort. By following these rules yvou will grestly increase your PC's protection,

not just when vou usze owr Internet Banking services but when you use the Decrease font =

internet generally. y —

Site map

Online jargon
They are not all the measures you can take, but are an excellent start. They are
equally applicakle to business owners and to privete individuals:

Phishing
Other online fraud Install anti-virus software

“ou may already be using anti-virus software but to be
Resources

effective, the software should be updsted on a regular
hasziz with the latest virus definition files. If you are unsure
howy 1o do this, you should refer to the program's Helgp

[&] pone [ | |4 mternet
hstart||| (1) @ 3 D || .| A €| £ | 1 [[E | W0 sar.| [@EABEL  ssen

=l

In addition, the site also displays steps taken by HSBC Bank to protect online
identity theft fraud and the steps customers should take to prevent the same.

4.3 US Bank.

US bank the No.6 ¢ bank in the world in terms of asset size, has
taken the following steps to prevent online fraud and phishing:

1) Risk - free guarantee.

2) Customer awareness - E Newsletter.

3) Recommendation to download Security Patches of Microsoft.
4.3.1 Risk —Free Guarantee.

* As per details provided in US bank website
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http://www.hsbc.com/

U.S. Bank displays prominently on its website a risk free guarantee
to all their customer, which covers losses from any unauthorized use of the
customers accounts.

3 Dnline Security - Microsoft Internet Explorer

File Edit  Wiew Favorites  Tools  Help

S Back - = - () fat | Qi Search  [GeFavorites 4 | By S B -

TR
[ = |

Address I@ hitkp: . usbank. cornfcgi_wfcfrfabout fonline_security findesx. cfrmzbanner_id=r3z85

=l @so |umks >
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[ Search Wweh l - I =~ (2~ Pop-Up Blacker | = Maill - Shopping ~ 0 My tahoo!
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Related Links — - i

- _ we understand the importance of security when manadging your
= = finances online. We're custormers too. That's why .S, Bank uses
advanced security methods to ensure your personal and account

infarmation is for your eyes only.

LS. Bank ahays:
e uses the maximum levels of online security and
monitoring technology to ensure vour safety.
= implements strict policies and procedures to safeguard
wour personal information and keep it confidential.

Risk-Free Guarantee

Our Risk-Free Guarantee protects customers from fraud loss.
1.8, Bank Internet Banking is so secure that we guarantee we'll
cover any losses ifthere's ever any unauthorized use of your
account

How Dol...

Feport Identity Theft or Fraud
FPrevent Identity Theit
Eecognize Online Fraud
Erotect by Personal Inforrmation
Erotect iy Computer

L
LS. Bank has been
named the most
trusted bank for privacy
inthe Privacy Trust
Study for Retail
Banking conducted by
the Ponemon Institute,
LLiC.

[#&] pane

=l

I_ I_ I_ |4 Internet

Hhstont || (1 @ 8 D || Blin.| vr | san | @e | @ | SR Ew. [ETa

4.3.2 Customer awareness - E Newsletter.

=8 eNewsletters from U.5. Bank - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help

[RGB =

_(=x]

<= Back ~ =» - @ Y | @Search [3] Favarites 8 | %v =3

Address I@ htp: f fuwvn ., ushank. cornfogi_wfcPmfpersonalfachiewve _goalsiemail_archive.cFr

| e |Links EB

xr 2 [scorcnwen )

Pop-Lp Blocker | = Mail - Shopping -~ @My ahoo! £

=l

Ebank

Search |
Five Sear Servics Gnaranteed (5.5)

Search Tips

* Personal

eNewsletters from U.S. Bank

AtLULS. Bank, we're committed to helping you achieve your financial
goals. That's why when you subscribe to our valuable newsletters,

Related Links you can be assured that vou'll be "in the know" with:

timely tips and topics
the latestfinancial news

new features, products and services
useful tools and information

So stay in touch with your bottorn line and sign up today!

Protect Yourself and Your Identity
Learn rmore on how to protect yvourself from email fraud with valuable
online secutrity tips

#* Account Login

Internet Banking
Online Investing

Enroll Today
Wiew Al Loging

=l

@
Astart|| 1) @ 59 D || Bio| vl &1 &1 €1 r| B ae] E1a[Ee. F
4.3.3 Recommendation to download Security Patches offered by Microsoft.
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US Bank advises all their customers to download security patches
offered by Microsoft, which eliminates masked URLs and displays the actual URL
or URLs used in the fraudulent email and Web site scams.

File

3 Email Fraud Information and Help - Microsoft Internet Explorer

Tools  Help

18] x]
[ = |

d=EBack - = - &) at | ‘@ search  [GeFavorites £ | BN S -

Address I@ http: v, usbank, comjcgi_wyicfm/promofpersonalifraud_email_info_and_help, cfm

| @eo |Links =

[ Search Web | - | v v Pop-Up Blocker | =) Mail - Shopping - @ My Yahoo! »r

Email Fraud: Information and Help

=

L5 Bank Security Commitrment
Email Fraud Update

YWhat ls "Phishing "

Who Are Cyber-Criminals?

Howe Cyber-Criminals Operate
Eecent Phishing Examples
Eeporting Email Fraud

Online Security Tips

Learn more about identity theft

LS. Bank Security Commitment

At LLS. Bank, we're cammitted to protecting yvour privacy and
security. We will never initiate a request for sensitive infarmation
from you via email {ie., Social Security Mumber, Personal 1D,
Fassword, PIN ar account number). We strongly suggest that
vwou do not share your Personal ID, Password, PIM or account

Internet Banking

Online Investing

Enroll Today
Wiew Al Lodins

Important: —
In an effort to protect you

from future phishing

scams, we recommend

that you install the latest

icrosofE Security

Fatch* The patch will

eliminate masked URLs

and display the actual

URL or URLs used in the

fraudulent email and
Webh site scams.

number with anyone, ever.

IMPORTANT: Ifyou're a U.3. Bank customer and have replied to
such an email, please immediately call the U.S. Bank Fraud
Liaizon Center toll-free at 1-877-595-6256.

Email Fraud Update
The |1 S RAank name and lnnn have heen nsed withoot noe LI

[&] I_I_I_lo Internet
#start||| 1] @ 0 B || Blo | Am| €1 £ €1 Sr| Bw] sk £ [&%e. k| ([ @@QB@L  ovem

4.4  Wells Fargo Bank.

Wells Fargo bank the no. 40° bank in the world in terms of asset size,
provides online security guarantee to prevent online fraud and phishing.

4.4.1 Online security guarantee.

Wells Fargo Bank provides guarantee to all their customers covering
100% for any funds removed from customers account in Wells Fargo account
without the customers approval, while using Online Banking or Bill Pay services.
The guarantee includes funds removed as a result of online theft of customer
account numbers or passwords, subject to customer password protection
responsibilities.

> As per published report in bankersalmanac.com website
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; Wells Fargo Privacy and Security - Online Security Guarantee - Microsoft Internekt Exp! - |E’ |5|
File Edit Miew Faworites Tools Help ﬁ
dBack ~ = - () ot | iQySearch (Gl Favorikes ¢4 | By S =
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-
| M Sign On | Custormer Service | Locations | Apply | Home T
WELLS
FARGO |

» Individuals || > Small Business | » Commercial

| Privacy and Security 1

v Your Onlineg Security onli s ity G + a
How W Protect ou niine ecurlty uarantee L, Print thiz page

online 5 ity G nt
> Onfine Security Guarantee e guarantee that vou will be covered 100% for any funds removed from your YWells Fargo
accounts without vour approval, while using our Online Banking or Bill Pay senices. This
includes funds removed as a result of online theft ofyour account numbers or passwoards,

subject to your personal password protection responsihilities described below:.

Joining Forces With You

Your security is our top priority, and we want to provide you with helpful information abhout keeping your
accounts safe. Just like safeguarding yvour AT PIN, you are responsible for not sharing your
username, password and other confidential account information with anvane - this includes family,
friends, hookkeeper ar an employee. Ifyou would like to share access to your accounts you can either
make them an Authorized Signer or an Online User with limited View-Only access.

Our Commitrment

For 150 years, Wiells Fargo has been a leader in its standards for account security. Today, we remain
as committed as ever and utilize the latest technology to protect your personal information and privacy.
To learn mare about how Wells Fargo protects you read about our Online Security.

Toa learn the steps you can take to help protect your account and personal information review our Online LI

|@ Dane |_|_|T§|0 Inkernet
dhstart| | 1 @ 9 D || Olo| @m | &) | e | er | Gre | Bw ] £ [[E 1w, | @OQBEL o33

4.5 Nat West bank.

Nat West (Part of The Royal Bank of Scotland Group) Bank the no. 4°
bank in the world in terms of asset size, has provided Anti-Virus software at 32%
discounts to all its customer to prevent online fraud and phishing.

4.5.1 Anti-Virus software at discounted price.

Nat West Bank as part of its online security features provides anti-
virus software at discounted prices to all its customer.

The features of anti-virus software are:

« Fire wall Protection - protects from hackers, spyware, and other internet
threats.

* Integrated Anti-Spyware and Antivirus updates.
« Real-time security updates and new attack protection capabilities.
* |dentity and Privacy Protection.

* Email Security - quarantines suspicious email attachments and blocks
outbound messages containing potential viruses.

¢ As per published report in bankersalmanac.com website
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* Phishing and Spam Blocker.

2} NatWest - Security Advice - Microsoft Internet Explorer ==l =]
File Edit Wiew Favorites Tools Help ﬁ
EBack ~ = - &) ot | @l Search G Favorites ®| B S =
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Cay to day | and invest | Borrow | Insure | Latest deals * Sign up for Online Banking

< Back to previous page SECUFitU AdViCE

Simple steps to help you bank safely

We are committed to protecting vou when you bank with us, KE‘E‘[J your PC secure
Qur banking services are designed with your security in mind, £ = "

To learn more about our services and how you can better Save 32% with Zone
protect yourself, select any of the topics below: Labs!

Credit Card Safety

Staw Alert: Mon-Internet Fraud
Cnline Banking Safety
Con'tbe a money mule!
Report Fraud

Find out more »

and to help you protect vour PC we've partnered with Zone
Labs to bring you 32% off award winning security software

[

&) pone |_|_|_|Q Internet
§a5tart||J T & 5 “ Clirbox ...| ®writeu...| &antip... | &]'mask... |[£7Natw... @http:ﬁ...' BEIR@FEA 1z2rm

4.6 eBay & PayPal.

eBay is the world's online marketplace, enabling trade on a local,
national and international basis. eBay has a diverse and passionate community
of individuals and small businesses. eBay offers an online platform where
millions of items are traded each day. Millions of items are traded and paid online
through Paypal, an online payment solution that claims to have over 100 million
accounts as on date and increasing. Ebay has taken the following steps to help
the online customers of eBay & Paypal to protect them from phishing and identity
thefts.

4.6.1 eBay Toolbar.

eBay recommends that all their registered users use eBay toolbar.
The toolbar apart from keeping a track of buying and selling activities of the users
also provides the Account Guard protection. The Account Guard helps to prevent
users from providing the eBay account information to any spoofed or phished
websites.
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The features of Account Guard are:

1) Warns the user whether they 're on a potential spoof web site.

It has a Site Indicator on the eBay Toolbar that changes the color of the Account
Guard button that indicates whether the user is on a verified site or a potential
spoofed web site. Account Guard identifies only eBay and PayPal spoof web

sites.

The Site Indicator turns:

Green if you are on a verified eBay or PayPal web site.
Red if you are on a potential spoof web site.
Gray if you are visiting an unidentified web site.

/3 using eBay Toolbar’s Account Guard - Microsoft Internet Explorer ==
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I ‘\ ® home | pay | register | site map IStar‘t new search Search |

| Buy | Sell | My eBay | Community m Advanced Search

| FOWERELD BV

ava
Hello! Sign in or register. J'FEEHCNDLDEIJIJ O Sun =

Home = Help Topics = Cnline Security = fccount Security = Using eBay Toolbar's Account Guard

Help

eBay Help Enter your Help search terms (Example: "contact seller”)
|EnteraHeIptopic: here Search Help Pages

Help Topics
A-F Index

eBay Acronyms Using eBay Toolbar's Account Guard
eBay Glossary

eBay Toolbar is a helpful tool to keep track of your buying and selling activities. For more information at
Contact Us to download the free eBay Toolbar, go to the eBay Toolbar Home page.

Related Links Why Account Guard is important

Learning Center eBay Toolbar includes Account Guard to help you protect your eBay account information. One of the bi
| — threats tn the security of wonr eRaw arcnnnt and woor identity is fraudolent email and WF!I’IIRHF!S nalliilll
4 3
|=@j |e Internet

iastart”J ] & 5 2 |J Inbox—M...l B8 wiriteup —I 4 Anti-Phis. .. | 47 "masking ...II@Using eB... @@Qgﬁg 12:50 M

2) Provides eBay Password Protection.

It warns the users when they are entering eBay password into an unverified site
(even if it looks like an eBay or PayPal site), and blocks eBay password from
being submitted to the web site unless you affirm that you want to use your eBay
password on that site.
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3) Report spoofed web sites to eBay

If a user suspects any fraudulent (spoof) eBay or PayPal web site, the user can
use the eBay Toolbar to report the site to eBay.

4.7 Lloyds TSB bank.

Lloyds TSB Bank the no. 307 bank in the world in terms of asset size,
has taken the following steps to prevent online fraud and phishing:

1) Online banking guarantee.
2) Anti-Virus software at a discount to all their customers.

4.7.1 Online banking guarantee.

Lloyds TSB Bank provide guarantee to refund money to customers
in the event of fraud with their internet banking service. The condition is that
customers have to be careful and take reasonable steps to keep their personal
online banking information safe.

<A Lloyds TSB - Security - Microsoft Internet Explorer = |
File Edit ‘Wiew Fawvorites Tools Help ﬁ
=Back v = - (2 ot | @ search [GalFavorites £ | By S B
Address I@ htkp:f feavae, llowdsksb, com) security . asp?link=side_navigation LI @Go | Links **
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=l

< never respond to these emails,

< never provide any Internet banking or telephone banking log on
details, or any credit card details,

< install anti-virus software, and keep it up-to-date,

< install personal firewall software, and keep it up-to-date.

Ifwou receive an ermail that appears to be from Lloyvds TSE that wou suspect
i= fraudulent, do not click on any link contained within the email or provide
any Internet banking or telephone banking log on details. Please forward &

copy to emailscams@laydstsh.co.uk
This information will be used to help reduce online fraud.
Wiewy examples of email scams™™.

Online banking guarantee

e guarantee to refund your money in the unlikely event you experience fraud

with our Internet banking service —as long as yvou've been careful, for

example, by taking reasonable steps to keep vour secdrity information safe.
wie protect you with safeguards that meet industry standards.

Helpful security tips

Internet banking is a safe and convenient way to manaoe vour finances. bhut Ll
|&] pone |_|_|_|' Internet
ghstart ||| = @ 259 || Blinko.. | Super 06 | uress...| ®wrik,., | #]cam...|[&LI0y... e E  o0LPM

4.7.2 Anti-Virus software at a discount to all customers.

7 As per published report in bankersalmanac.com website
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Lloyds TSB Bank advises all its customer to install anti-virus
software for protecting their PCs from spyware and malicious attacks. The bank
has tied up with an anti-virus software company and provides the software at a
discounted price to all its customers.

/2 Lloyds TSB - Zone Labs software offer - Microsoft Internet Explorer == =]
File Edit Wiew Faworites Tools Help ﬁ
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Home | Help | Accessibility | Site map | Legal | Privacy | =|

You first ¥8 Lloyds TSB
Personal banking | Business banking | Private Banking | Corporate Markets

| Internet banking I Current accounts I Savings & Investments I Credit cards I Loans I Mortgages I Insurance I Product A-7

DRSS, - S curity > Security software offer
Deciulinformation Security software offer

Security Free security scan and save up to £10 on Security software
Using Internet hanking Every time vou receive an unknown ermail or use the internet, your cormputer
safely rmay be exposed to viruses, trojans ar other harmful programs that could
Frotecting your compiter enable fraudsters to steal your personal details. As part ofthe Lloyds TSB

) BankSecure prograrmime of security initiatives, we've arranged special
Security software offer software discount offers to help you protect your computer. Try the sward-
Cur systerm security winning internet security sofware from Zone Labs™ today - and you'll save

rroney too.
Security learning centre

Get Safe Online Let us help you

Help protect i Help safeguard : Free 30-day trial

Common frauds your computer i your personal i and save up to Fraud alerts

A from viruses, i details from : £10% Keep up-ta-date on
Frotecting vour cards 2 s H H

=k trojans and i fraudsters i recent fraud alens.
Security glossary phishing E B
Useful security links ﬁf‘f‘_\a“ Eff}!ﬂn =1
|@ |‘ Inkernet

iastart”J Ty & ) S |J Slorarts ... | EYwritew... | Elantirh. | E7'mask... ”@Lloyds... & Lloyvds | @@QQ 1:20 PM

4.8 Barclays Bank.

Barclays Bank the no. 1% bank in the world in terms of asset size, has
taken the following steps to prevent online fraud and phishing:

1) Anti-Virus software free to all its customers.
2) SMS service

3) Multiple log-in process.

4) Online shopping verified by VISA.

4.8.1 Anti-Virus software free to all their customer.
Barclays Bank advises all its customers to install anti-virus software,

to protect them from spyware and malicious attacks. The Bank provides the
software free of cost to all their active online banking users.

8 As per published report in bankersalmanac.com website
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Online Banking : Login | Register
Our security offers

online Banking is a safe way to manage vour money but we're taking two steps to help protect
wou even more - with a free anti-virus software offer and text message updates.

1. If vou're an active Barclays Online Banking customer you'll be eligible for free anti-wirus i {
software through our partners F-secure. We've written to all eligible customers — ]
detailing how to get the free software.

2, our free SMS service, for active online Personal customers who regularly make payments
to third parties, will send a text message to custormers when new online third-party
pavments are set up an their account, This allows vou to alert us immediately if the
transaction is suspicious. We've written to eligible customers with details of this
Service.

Visit our security advice pages
wie've got a host of information to help you bank safely online, including what to do if you think
wou've received a scam email.

Go D

Mot ranictarad far Mnlina Lankina? Jhd|

[&) [ | | |4 nternet
dhstart ||| (1) @ =3 || B | Sae | S0 | Eee | E15 | 236 [[E0e. SR | B [BEERE@E 2ezem

4.8.2 SMS services.

Barclays Bank offer SMS service, to all their active online personal
customers who regularly make payments to third parties through online medium.
Bank sends a text message to customers when new online third-party payments
are set up on their account. This allows customer to alert the Bank immediately if
the customer feels the transaction is suspicious.

4.8.3 Multiple Log-in process.

Barclays Banks log- in process to online internet banking has the
following authentication grid as part of the bank’s fight against online crime. The
login process has multiple steps. The steps are as follows:

e Bank issues each customer with a unique membership number.

 Bank asks for customer surname as a piece of personal information a
fraudster would not know in relation to a customer’s membership number.

» Afive digit passcode.

e Bank asks for 2 random letters from customer’s memorable word. These
letters are taken at random so that if someone is tracking customers
keyboard's actions through a virus on computer, the letters will be different
next time. The customer can change this memorable word online.
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The log-in process : Barclays Personal Banking - Microsoft Internet Explorer

== =
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Security | The log-in process Online Banking : Login | Register

The loeg-in process Ask a question

General Security

Scam emails /“‘\\\‘ As part of our fight against crime, the
Twpes of fraud (j‘ _) log-in process has multiple steps. Useful things
Stay safe online
Security links !/ ] We know that this is not the easiest » Order broadband and get
Protecting yourself process but itis designed to keep up to £40 cashback
Wictirn of fraud? ‘ online E‘-ankl_ng and your money as . |
Your questions safe as possible. > U'_e_rlfled by VISA .
. Additional security for online
Security software shopping.
What are we doing? what we do
online guarantee
Qur systern security 1. We issue you with a unique membership P
The log-in process number. This can be saved for future use by ticking i Keep out fraud [
werified by WISa the b_ox an Step 1. More |nf0rmat§|0n on saving these ﬁ Protect yourself from scam emails. |
ask a question details, This can also be deleted in the future, | Well never ask you to disclose all 4
| your security details__ ]

2. We ask for your surname as a piece of personal [} C

information a fraudster would not know in relation to P ——

your membership nurmber, ;I
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4.8.4 Online shopping verified by VISA.

Barclays bank in association with VISA has further tightened the
security for online shopping. The customer is asked to register with VISA,
thereafter every time if customer makes a purchase online, VISA asks the PIN for
authentication.

2 Barclays | ¥erified by ¥isa | Overview - Microsoft Internet Explorer =] =]
File Edit Wiew Fawvorites Tools Help ﬁ
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Welcome to Verified by Visa

As avalued custarmer, we are pleased to offer yvou
verified by Visa.

Yerified by Visa, provided in association with Visa, protects

your card against unauthorised use when you shop online at Hew to Werified by Visa?
participating retailers You can register now
for free!

Ifyou make a purchase in a shop, you enter a PIN number
or sigh a receipt to validate the transaction. i r
Yerified by Wisa mimics this process over the Internet by
providing a digital receipt that you sign off with your own
personal password.

To set up your account and password now, click on the —
"Register MNow” button on the right and follow the instructions. Already registered?
Onece registered you will be automatically prompted to enter
vour password when you shop at a paricipating online retailer. Login:

Ifyvou have already registered and would like to manage yvour

d
account profile or wiew approved receipts, click here Forgot vour password?

Verified by =
|@ {5 items= remaining) Opening page https: fverifiedbyvisa.barclays.co. uk,l'barclays,l'reglstratlon,l’\- E |° Internet
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4.9 Wachovia Bank

Wachovia Bank the no. 36° bank in the world in terms of asset
size, provide online service guarantee to prevent online fraud and phishing.

4.9.1 Online service guarantee.

Wachovia Bank provides guarantee to refund money to customers
in the event of any unauthorized access to the customers accounts. The
condition is that the customers have to be careful and report within sixty days of
receiving the statement.

/} wachovia Online Services Guarantee - Microsoft Internet Explorer =121 x|
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Online Banking with BillPa
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accessing your financial infarmation online. We are serious about

Online BillPay Features ! A i S -
protecting vour privacy and the security of your banking information. In the

g;l;n:cjt:::::rds unlikely event that someone establishes unauthorized access to your Contact Us _
) deposit accounts thraugh Online Services, you are 100% covered for any | Contact Us Directony
S (e UEmES funds removed from those personal deposit accounts, including loss of
FAGs interest, insufficient funds and overdraft charges, when you contact us Locations
Oniling Brokerage within sty days of receiving your statement that contains the ATWiBranch Locations
Wachovia One Stop unauthorized activity.
Crilllne (REAIFHIETE SEEEss WWhen you use Wachovia Online Banking, Wachovia Business Online, Personal Finance
OGS SEHEES CEmEs and Online BillPay, you can rest assured that yvour transactions will be Customer Sernvice
Bianking Center secure and completed correctly as long as you adhere to the terms and Personal Finance Contacts
Investing Center conditions of the Customer Agreement forWachovia Online Services. Fersonal Finance FAQS
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410 National Australia Bank.

National Australia Bank the no. 50 bank in the world in terms of
asset size, has taken the following steps to prevent online fraud and phishing.

1) Two Factor authentication (SMS Payment Security)

4.10.1 Two Factor authentication.

° As per published report in bankersalmanac.com website

' As per published report in bankersalmanac.com website
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National Australian Bank (NAB) as part of its login process has
implemented the second factor authentication i.e. SMS payment security. SMS
payment security is an effective and convenient form of second factor
authentication using the customer mobile. The authentication process is as
follows

At the time, the customer is making a payment to a third party, within seconds,
the customer receives a unique one time password via sms to complete the
payment.

<2 National Australia Bank - SMS payment security - Microsoft Internet Explorer I |
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customers, we are pleased to announce the introduction of NAB's
second factor authentication solution, SMS pavment security.
Transactions and Savings |Please Felect... ;l m
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:ﬁniggt is SMS payment security and how does it protect 1 s, e & GEiRES

Financial planning @ Forms & Documents
O Calculstors & Financial Tools
o Exchange Rates

Credit Cards learn more ahout...

Investments WWhen you login to Internet Banking, vou use your KAB D and
passwoard - a single factor of authentication {something you know)
The same password is used to make payments outside of your —
Insurance ot accounts ifyou have this level of access

Ifyour MNAB 1D and password is compromised in amaway, a
fraudster may be able to transfer funds out of your accounts

Portfolio Facility

Private Bank

Rates, fees & charges SME payment security is an effective and convenient form of
. zecond factor authentication using yvour mahile phone (something

Internet Banking - you have)

Start banking Atthe time of making a payment outside of wour own

accounts, within seconds, we send you a unique one time
How to start passward via sms to complete the pavment
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4.11 Royal Bank of Canada.

Royal Bank of Canada the no. 43" bank in the world in terms of
asset size, has taken the following steps to prevent online fraud and phishing:

1) Two Factor authentication.
2) 100% reimbursement for unauthorized online banking transaction.

' As per published report in bankersalmanac.com website
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4.11.1 Two Factor authentication.

The Royal Bank of Canada (RBC) as part of its login process has
implemented the second factor authentication. To ensure the integrity of the
systems and the safety of their customer information, RBC Online Banking uses
several layers of robust security mechanism, technologies and processes. Sign-In
Protection is the second level of authorisation that RBC has implemented as part
of its fight against phishing and identity theft.

Like a second lock on door, Sign-In Protection adds an extra barrier between
customer online accounts and any unauthorized users. The feature works when a
customer signs in to online banking from any location i.e. using a publicly
available computer - such as in a library or airport - or be signing in from home.

The system uses a combination of advanced safeguarding techniques to confirm
identity. The customer will be asked to create three unique personal verification
questions - answers to which only customers would know - such as the year and
model of his first car or his favourites vacation spot.

Sign-In Protection will then prevent access to Online Banking information from
any computer it doesn't recognize unless the correct answer to a personal
verification question is provided.

Step by step description of how Sign-In Protection works:

Step 1 - The customer enters the card number and password.

Step 2 - The customer click Sign In.

Step 3 - If Bank recognizes the computer, the bank will display the home page
and the customer can safely begin his online banking session.

Step 4 - If Bank don't recognize the customer computer, Bank will ask one of the
personal verification questions the answer of which is known only to the
customer. Once correctly answered, the Bank will display the home page and the
customer can safely begin his online banking session.
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Sign-In Protection Related Links

® Information Securi
To ensure the integrity of our systems and the safety of vour infarmation, RBC Online Banking uses t‘f.
several lavers of robust security mechanisms, technologies and processes. k Consurner Information on Fraud

We are constantly reviewing these features and making changes based on client feedback and
industry trends. This is why we have added Sign-In Protection to our online hanking senvices.

Like a second lack on your door, Sign-In Protection adds an extra barrier between yaur online
accounts and any unauthorized users. The feature will wark when you sign in to Online Banking fram
any location; you can be using a publicly available camputer - such as in a library ar airport - ar be
sighing in from home.

The systermn uses a caombination of advanced safeguarding technigues to canfirm your identity. You
will be asked to create three unigue personal verification guestions - answers towhich anly you would
knowy - such as the year and madel of your first car, ar your favourite wacation spot.

Sign-In Protection will then prevent access to your Online Banking information from any computer it
doesn'trecaognize unless the correct answer to a persanal verification question is provided.
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4.11.2 100% reimbursement for unauthorized online banking transaction.

Royal Bank of Canada provides a guarantee to refund money to the
customer in the event of any unauthorized access to the customer accounts
subject to certain conditions.
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Search To ensure reimbursement under this guarantee, there are a
few steps you'll need to take, including:

= Signing out and closing your Internet browser at the
end of each online banking session;
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4.12 Amarillo National Bank.

Amarillo National Bank is based in the US. The Bank is a community
based bank and is 110 years old. The Amarillo National Bank has taken the
following steps to prevent online fraud and phishing.

1) Two Factor authentication

4.12.1 Two Factor authentication - PASSMARK.
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Introducing PassMark from Amarillo National Bank.
Internet Banking is more Secure than Ever.

Faszstdank

Click here to enrall for Consurmer Online Banking.

Amarillo National Bank is proud to deliver the highest level of security for our Internet Banking custc
additional layer of security is being added to our log in process. This will help ensure that your infor
secure, protecting you from fraud and identity theft. Click & [ earn

How it works - Fasshark werifies your identity in tivo-ways. Every time vou log in to Internet Banking, the
identifies you, and it Iets you identify the hank using a private image and pass phrase.

Enroll for Passhark

To enroll for PassMark, follow these steps. Click & Learn Enrollment
Information
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Amarillo National Bank has added an additional layer of security to the log in
process i.e. PassMark. This process will help ensure that the customer
information is secure, protecting from fraud and identity theft.

PassMark verifies the customer identity in two-ways. Every time the customer
logs in to internet banking, the bank identifies the customer, and it lets the
customer identify the bank using a private image and pass phrase.

The steps are:

1. Log in by entering current Access ID.
2. Enter current password.
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3. Complete the enrollment form.

e Provide a current e-mail address (if needed).

* Enter a phrase for the randomly selected authentication image.

* Provide answers for 3 challenge questions.

» Select whether the customer logs in with his personal computer or a
public computer. Only register personal computers that the
customer frequently uses and are not available for public use.

* Complete the registration

The next time the customer logs in, PassMark will recognize the customer and
display the private images and pass phrase.

The advantages are:

* The customer knows that the website is a genuine website of the Bank

* Even if the first level of password is compromised the fraudster will not
know the answer for challenge question, which will be asked if the
customer logs in through some unregistered computer.

413 Nantucket Bank.

Nantucket Bank is based in the US. The Nantucket Bank has taken
the following steps to prevent online fraud and phishing.

1) Two Factor authentication.
4.13.1 Two Factor authentication — OnGuard.

The OnGuard Authentication - Enhanced Security for online banking
is an effort to protect financial information and prevent identity theft. The new
security feature and with the use of a more complex password for online banking
helps preventing frauds and unauthorized usage of online banking. OnGuard
provides strong authentication to protect the online account from unauthorized
access.

In addition to the OnGuard system, a more complex password will be required -
one that has a minimum of six characters including a combination of letters and
numbers and contains at least one capital letter.

After initial logon, the customer will be asked to pick and answer several
personal questions. During next few logons after having answered the personal
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questions, this new high-tech system will recognize whether the customer
continue to use the same computer and will not ask questions for further logins.

On Guard will compare over 15 different access characteristics to authenticate
the customer access.

After OnGuard has enough access history, it will determine if the computer that is
used to logon is different from the computer have been used in the past. If it is
different, as well as at certain intervals, the customer will be asked to verify the
identity by answering one of the selected questions.

Incorrect answers, the same as an incorrect logon ID and password, will prevent
from accessing the account.

a Welcome to Nantucket Bank, We're here for you... - Microsoft Internet Explorer ;lﬂﬂ
File Edit ‘Wiew Faworites Tools  Help ﬁ
d=Eack - = - ot | Q) search (G Favorites £% | By S B
Address I@ hitkp: { fesian . nankucketbank. canmf j Peo | Links *
Y_’ - ﬁv I Search Web |- v - Pop-Up Blocker | =] Mail - @ My Yahoo! HotJobs - é Games - »»

P p—
Iﬂi.& Nantucket Bank Phone: 508,228.0580 Fox: 508,228,1322 Toll-Free: 800,533,9313

— A division of Sovereign Bank Email Us | Privacy | Home | Bank By Phone: 800.228.1014

DIRECT LINK TO

Enhanced Securty for Orline
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the highest level of protection
poszible, we are installing the
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to learn more.

As an additional level of
security, more complesx
passwords will be required,
Click here for mare
infarmation.

PRODUCTS & SERVICES

APPLICATIONS

STAFF DIRECTORY

If vou have any questions,
please call Mantucket Bank's
Call Center: S08-228-0580 or

HOURS & LOCAT 800-533-9313.

MANTUCKET INVESTMENT

4 ) | _>|;I
|@:| Done |_|_|_|D Internet
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4.14

The countermeasure adopted by various Banks,summarized as follows:

Countermeasure

Bank
/Companies

Anti-
Phishing
Toolbar

Security

Question
as a part
of Log in
authentic
ation

Registration
of Computer
for doing
online
Transaction

Image
Based
authentic
ation of
website

SMS
Based
authen
tication

Anti —
Virus
Softwa
re
(Free /
Discou
nt)

100 %
refund
due to
online
fraud

Online
Shoppi-
ng
authenti
cation

Bank of
America

v

v

US Bank

Well Fargo
Bank

Nat West
Bank

Ebay &
PayPal

Lyods TSB
Bank

Barclays
Bank

Wachovia
Bank

National
Australia
Bank

Royal Bank
of Canada

Amarillo
National
Bank

Nantucket
Bank

Various other US Based

banks

Republic
Bank

Lajolla Bank

Central
Bank

Bank
United

Bank First
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Countermeasure

Bank Anti- Security | Registration | Image SMS Anti — 100 % Online
/Companies Phishing | Question | of Computer | Based Based | Virus refund Shoppi
Toolbar as a part | for doing authentic | authen | Softwa | due to ng
of Log in | online ation of tication | re online authenti
authentic | Transaction website (Free/ | fraud cation
ation Discou
nt)
Citizen v v v
Bank
Crown v v v
Bank
Gulf Coast v v v
Bank
Salem Five v v v
Bank
North v v v
Valley Bank
Peoples v
Bank
Capital One v
Bank
AM South v
Bank
Patel Credit v
union
Huntington v
Bank

As per Anti-Phishing group, phishing attacks are predominant in the US. The
numbers of spoofed websites are hosted more in the US.
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b. Conclusion.

Phishing attacks are a major threat to e-commerce and e-banking
applications. The fraudsters are making huge gains by stealing financial data
from users. There is a need for adoption of countermeasure steps by the Banks
and individual customers for fighting phishing attacks. No single technology wiill
completely stop phishing. However, a combination of customer-technology-
organisation, proper application of currently available technology, and
improvement in security technology has the potential to drastically reduce the
hazards of phishing and the losses suffered from it.
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Disclaimers : The views mentioned are the personal views. Any reference should
be at your own risk. The author is not any way responsible for any action taken
based on the content of the article.
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