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          5th September 2011

Sub: Selection of organization as I T System Audit and Program Management Consultant
Dear Sir,

You may be aware that The Institute of Company Secretaries of India is a statutory body set up by an Act of Parliament.  It is functioning under the overall administrative jurisdiction of Ministry of Corporate Affairs, Government of India and its head office is located at 22 Institutional Area Lodi Road New Delhi-110 003

The Institute proposes for selection of organization as Information Technology System Audit and Program Management Consultant as per details indicated in part “C”.  Accordingly sealed quotations are invited appointment of agency for Information Technology Systems Audit and Program Management Consultant.

The sealed tenders are to be sent to Shri N K Jain, Secretary & CEO, The Institute of Company Secretaries of India, by name at the Institute’s Headquarters address given below in the envelope super scribing “Tender for selection of organization as Information Technology System Audit and Program Management Consultant” due on 26th September 2011 by 3.00 PM.

Should there be need for any clarification, the same can be had from the undersigned.

Thanking you,

Yours faithfully,

( P K GROVER )

   DIRECTOR

TENDER NOTICE

THE INSTITUTE OF COMPANY SECRETARIES OF INDIA

‘ICSI HOUSE’, 22 INSTITUTIONAL AREA, LODI ROAD

NEW DELHI – 110 003


PART ‘A’

Sealed tenders / Quotations are invited by the Institute of Company Secretaries of India (Institute) for selection of an Organization as Information Technology Systems Audit and Program Management Consultant for the Institute to audit, recommend and get the audit observations / recommendations implemented, as per the terms and conditions governing the instant Tender are as under :

1. The tender document may be obtained during working hours from 5th September 2011 to 23rd September 2011 (till 1.00 PM) on all working days from the Reception Counter of the Institute.  The tender document can also be downloaded from the website of the Institute (www.icsi.edu).

2. Quotationer (s) are required to deposit Rs.50,000/- towards earnest money by way of crossed demand draft in favour of “The Institute of Company Secretaries of India” payable at New Delhi. The earnest money of unsuccessful bidders will be refunded without interest/Bank commission within 90 (Ninety) days from the date of acceptance /finalization of the Quotation. In the case of successful bidders, the earnest money deposited will be treated as security deposit and will be held for the entire period of contract and shall be refunded without interest subject to satisfactory performance. In the case of contravention of the various terms and conditions as stated in the tender documents, the security deposit will be liable for forfeiture.

3. Quotations are to be submitted in prescribed format on Quotationer’s business letter head duly stamped, signed and dated on each page of   Part- ‘A’, ‘B’ and ‘C’ as their unconditional acceptance to the terms prescribed by the Institute. Details/supporting documents wherever applicable, if attached with the quotation should be fully authenticated by the Quotationer/s. No over-writings shall be accepted unless authenticated with full signature of the Quotationer/s. The quotationer (s) are required to submit the technical/infrastructure and commercial bids separately in two different sealed envelopes. The sealed envelopes containing the technical/infrastructure bid and commercial bid should be duly superscripted as ‘Technical/Infrastructure Bid’ and ‘Commercial Bid’ respectively for easy identification. Demand Draft pertaining to EMD amount should be submitted with the Technical/Infrastructure Bid. 
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4 The sealed quotations duly superscripting, “Quotation for selection of Organization as Information Technology Systems Audit and Program Management Consultant” due on 26th September 2011 should be addressed by name to Shri N.K. Jain, Secretary & CEO, the ICSI and sent at the Institute’s address given above either by registered post/speed post/or by dropping in the Tender Box placed at IIIrd Floor of the Institute on or before 3.00 P.M on 26th September 2011.  
5 The Institute shall not be liable for any postal delay.   Tenders received after the stipulated date and time will not be entertained. 

6 The Quotations  shall be opened on 26th September 2011 at 4.00 PM in the Committee Room of the Institute at ICSI House, 22 Institutional Area, Lodi Road, New Delhi in the presence of those tenderer(s) who wish to be present.
7 In the event of due date being a closed holiday or declared Holiday for Central Government offices, the due date for opening of the bids will be the following working day at the appointed date, time & venue.
8 Non acceptance of the terms & conditions as stated in Part A and non-submission of the stipulated Earnest Money Deposit (EMD) shall render the quotation invalid. Only quotationer (s) whose experience  as stated in Part B  are deemed fit by the Institute shall be considered further in the quotation Evaluation Process.
a. The firm(s) are required to study the Institute’s complete set-up of Data Centers  i.e. primary data center site at Noida, other six sites  connected to primary data center site including the DR data center site at Lodi Road New Delhi  and around 70 chapter offices of the Institute, who try to work offline and access the centralized applications from the primary data center through internet with specific reference to the scope of work mentioned in PART – C of this tender document

b. Scope of work and the expected deliverables are mentioned in Part – C. Prices inclusive of all statutory and other components (net to Institute) for services should be quoted as per the format provided in Part – C. 

c. The firm(s) will be responsible for auditing the complete IT set-up of the Institute’s offices as mentioned in 8(a), act as a Technical and Program Management Consultant to the Institute for implementing its recommendations for the trouble free integrated working of all the IT systems including the hardware, system software, Application Software, networks, networking equipments & applications, IT processes, IT manpower, System Security and creation of a roadmap ahead.
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9 (i) Who may apply for this bid?
a. Bidder should have a minimum of 3 years experience in doing Information Technology System Audit and Program Management Consultancy as per the scope provided in this tender for any large organization, which has wide area network, intranet and internet as well as demilitarized zone and security equipments like firewalls, IDS and IPS. 

b. Bidder should have Expertise in implementation of ISO 27001 or similar security framework. The bidder should have implemented such accreditations at least in two organizations.

c. Bidder should provide complete Bio-data of all resources that will be deputed to this project.
d. Bidder has to make sure that resources involved into this project should have certifications like CISSP, CISA, CISM, GCFA, CHFI, CEH, LPT, OSCP, ISO 27001 LI- LA.

10.
(ii) Selection process for the Quotationer will be as under:

i. Issue of tender notification

ii. Pre-bid meeting

iii. Submission of Bids

iv. Opening of Technical Bids

v. Presentation by Quotationer(s) and clarification of queries – The Quotationer(s) are expected to present the major jobs which it will be doing under this project as per the scope and deliverables sought in this tender document along with a time schedule. 

vi. Technical/Infrastructure bids evaluation

vii. Short-listing of Quotationers for Commercial bids opening.

viii. Commercial bids opening.

ix. Commercial bids evaluation

x. Discussion by Purchase Committee.

xi. Issuance of Letter Of Appointment (LOA)

xii. Acceptance of the LOA.

xiii. Finalization and Signing of SLA.
11.
 Other Terms
i. The Quotationer will not have any direct interaction with any third party agency on behalf of the Institute.

ii. All communications to the employees or third party agencies would be through designated channels as directed to by the Institute. 

iii. The firm must have proven track record in leadership roles with IT systems audit, optimizations and related fields.
……4/-
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iv. The payment terms of the Institute is  as under –

a) Submission of comprehensive system study report including audit recommendation & related check list as per the scope mentioned in this tender document.
b) Segregating the recommendations into two parts as under in consultation and coordination with the  IT department of the Institute and the existing service providers associated with the Institute –

i. To be implemented by the existing service providers and/or the IT department of the Institute under the guidance of the System Audit and Program Management Consultant. 

ii. Service/Product to be procured from outside.

c) Presentation of these audit recommendations to the top management of the Institute.
30% of the total project cost may be released.
2. Getting the recommendations as per 10.-iv.-1-b)-i implemented by the existing service providers / IT department of the Institute under the program management consultancy and submission of implementation report –
15% of the total project cost may be released.

3. Design and develop the RFP / Tender document including the technical criteria / questionnaire, evaluation process etc for all the recommended products and services to be procured from outside  including the areas such as Security related issues, WAN Connectivity; Managed Services for DC and DR sites; FMS Services for ICSI H.Q and Regional Offices of the Institute; Hardware Maintenance Services for servers and other networking equipments installed in the server rooms of DC and DR sites; Hardware Procurement; Software Procurement; Procurement of DR-backup hardware, software and related services; Wi-Fi Connectivity; Bulk mailing services; Bulk SMS services; Outsourcing of maintenance service for ERP, Sharepoint Portal, MS Exchange and websites of the Institute etc.  The   System    Audit  and   Programme    Management 
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Consultant is required to finalise these RFP/tenders in coordination with the IT department, Purchase Cell and Legal section of the Institute. A list of suggestive vendors having their offices at NCR and dealing in each of the related field also need to be provided by the Consultant. Further the System Audit and Programme Management Consultant  is also required to provide technical help and consultancy to the Institute in selecting vendors in the following fields -
i. WAN Connectivity (Can be started immediately)
ii. FMS Services for ICSI H.Q and Regional Offices of the Institute. (Can be started immediately)
iii. Hardware Maintenance Services for servers and other networking equipments installed in the server rooms of DC and DR sites. (Can be started immediately)
iv. Procurement of DR backup hardware, software and related services; (Can be started immediately)
v. Outsourcing of complete maintenance service for ERP, Share point Portal, MS Exchange system and websites of the Institute. (Can be started immediately)
25% of the total project cost may be released.
b) Carrying out Final Audit and submission of final audit Report 
c) Presentation of these final audit reports to the top management of the Institute along with roadmap ahead  – 
30% of the total project cost may be released.

12. A Service level agreement(SLA) as mutually agreed by both the parties i.e. the   Quotationer and the ICSI will be signed within 15 days of issuance of the Letter Of Appointment (LOA). Following points will be compulsorily a part of the said SLA – 

i. It is mandatory for the Quotationer to operate, monitor and drive the activities of the project onsite from the premises of the Institute at C-37, Sector – 62, Noida by deploying one full time Consultant on all working days. 
ii. No extra payment towards TA and DA of the consultants will be paid to the Quotationer under this project.
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iii. The list of major jobs, the Quotationer will be doing as per its presentation given by it during the technical/infrastructure bids evaluation process will be a part of this SLA. Further the following penalty clause will also be associated with this list of major jobs and related time schedule as a part of the SLA.

“In case the timelines committed by the Quotationer and as mentioned in the SLA are not adhered to - a penalty of  Rs.2,000/- per day of default on any grounds will be imposed on the Quotationer.”

iv. The Quotationer has to provide the MIS on weekly progress report for all the activities mentioned in the SLA.
v. The Quotationer will be required to compulsorily attend the weekly review meeting to review and monitor the progress of the activities of the project and advice to the Institute for next course of action. The meeting will be held at 2 pm on every Monday and will also be attended by other consultant and implementation partners of the Institute as per the needs. It is necessary that this weekly meeting is attended by the project manager and at least one other Senior Management person from the Quotationer’s side. 

13. Quotations should be valid for 4 months from the due date.

14. In case of any dispute, differences, claims and demands arising under or pursuant to or touching the contract shall be referred to sole arbitratorship of the Secretary & CEO of the Institute of Company Secretaries of India or his nominee and his decision shall be final and binding for both the parties under provisions of the Arbitration Act, 1940 or any statutory modification on reenactment thereof for the time being in force.  Such arbitration shall be held at Delhi.
15. Secretary & CEO of the ICSI reserves the right to accept any or all quotations in full and/or part including the lowest quotation bid received without assigning any reason and such decision shall be final. 
16. A pre-bid meeting with the vendors will be held on 20th September  2011 at 10 AM to clarify the queries, if any of the interested vendors.
17. For any details / clarifications, Shri Ankur Yadav Senior Director of IT (phone - 0120-4522012 & email id . ankur.yadav@icsi.edu ) may be contacted.

Date: 5th September  2011






                      









  (P K Grover)







                                    Director 

THE INSTITUTE OF COMPANY SECRETARIES OF INDIA

‘ICSI HOUSE’, 22 INSTITUTIONAL AREA, LODI ROAD

NEW DELHI – 110 003

PART ‘B’ TECHNICAL / INFRASTRUCTURAL BID

	Sl.No.
	Particulars.
	Response

	1
	Name and complete address of the Company submitting the tender (Bio Data to be attached).
	

	2
	Tele/Fax/E-mail/Cell No. Of the company submitting the tender.
	

	3
	Contact person’s name & residence telephone No.
	

	4
	Details of registered office, if any along with contact person’s name and telephone No.
	

	5
	Income-tax registration number along with documentary evidence.
	

	6
	A) Sales tax registration number along with documentary evidence.

B) Please also specify, if you are registered with appropriate Authority    under Works Contract Act, 1999. (Please provide details).
	

	7
	List of existing clients to whom services in last 2 years provided with details of company, value of business, concerned person’s name & his telephone no. (Please attach full details).
	

	8
	List of IT Systems implemented / maintained including the similar IT system audit jobs for the organizations with following details: 

Name, address & contact details of the Company / Modules implemented / maintained OR IT Systems audit Jobs done. 
	

	9
	Please indicate in full the following details:

A) Manpower available – Technical & Functional who can provide support, in case of requirement.

B) Turnover of the company as a whole for last 3 financial years 
(Please attach supporting documents)
	

	10
	Paid up capital of the firm.
	


** Name and Bio Data of the Personnel of the Organization(s) must be enclosed in Part –B

** Please provide the list of personnel along with their resume details, who would take up the IT system audit exercise for the ICSI from your end.

Part – C

The Institute of Company Secretaries of India is a statutory body under the act of parliament (Under the Jurisdiction of Ministry of Corporate Affairs, Govt. of India). It has its head office at 22, Institutional Area, Lodi Road, New Delhi. The Institute has also 4 Regional Offices (ROs) at New Delhi, Kolkata, Mumbai & Chennai and one Center for Corporate Governance Research & Training (CCGRT) at Mumbai. These offices are also connected thru MPLS VPN. 

The Institute has implemented systems with Global Products namely- Microsoft Share-point server 2007, Microsoft Office Communication Server 2007, Microsoft Exchange Server 2007 system,  Biz talk server and www.icsi.in site (Microsoft .NET 2005  Technology), Microsoft SQL 2000, 2005 and 2008 systems, Oracle E-Business Suite, CA UniCenter Helpdesk, Advent OP Manager, McAfee Total Endpoint Enterprise Editions, WSUS Server, MDaemon , network devices-Cyberoam UTM devices, Cisco Routers. The main data center for these systems is at its Noida Office and the Disaster Recovery Center is at its Lodi Road Office. 

In order to stabilize and expand the above mentioned IT systems footprint within the Institute and with the goal of increased productivity of daily work operations, the Institute proposes to empanel an organization / firm as IT Systems Audit and Program Management Consultant for itself as per the terms contained herewith. 

Scope and deliverables of Information Technology System Audit and Programme Management Consultancy
The focus of the audit exercise will be on various processes in the IT departments, manpower, networking, hardware, software applications, technical configuration, deployment, administration, access control, user id, password management, performance tuning, service pack/patch updation, logging and backup and security aspects, Disaster Recovery etc.

The details provided in the scope are indicative lists but not restricted to the following areas:

1. Network management & Security Audit:

Network admission control 
Hardening of systems, switches and routers
Patch update Management 
Port based security controls
Process control for change management
Security incident and management 
Access control for DMZ application
Content filtering for web access and data leakage
Net scanning-vulnerability assessment
Penetration testing (both internal and external)
Penetration testing of internet facing servers (external)
Vulnerability Assessment (VA) of Servers, network devices and infrastructure components to identify vulnerabilities.
Identify and prioritize the risks
Provide recommendations for remediation
Password cracking
Intrusion detection system testing
Router testing
Denial Services testing
Performance of the System (Not limited to Network issues – Performance monitoring of routers (CPU, Memory etc.,), Latency measurement, Availability of Backup link, Network Availability, Capacity / Bandwidth utilization, 
Security – Encryption of data and physical security, Network documentation, internet usage policy.)
Error logging and monitoring, Network monitoring, Bandwidth utilization and monitoring, Firewall Policy, Squad Proxy Server.
Citrix Configuration and management
Anti Virus measures
Exchange Administration
Internet and ICSI Websites
Windows 2000/2003 Systems
Oracle Apps Database Administration
Sharepoint and SQL  Database Administration
Enterprise backup system / Backup plan and procedure
Logical controls with emphasis on management of administration and powerful passwords of Linux, Windows 2000/ 2003 Servers, Routers, Firewalls, Ironport.
Review of Services and Daemons in Windows 2000/2003, Routers, Firewall etc.
Review of Security Audit of NDS system
Review of logs in Oracle database, Exchange, Windows 2000/2003 servers, Sharepoint, SQL server, Routers, Firewalls and Ironport.
Review of IIS servers implemented for the applications
Disaster Recovery Plan & effectiveness
Vulnerability Analysis (VA) and Penetration Testing (PT) 
Network design review from security, integrity and availability point of view.
Review the appropriate segregation of network into various trusted zones 
Review the traffic flow in the network
Review the existing routing policy
Review the route path and table audit
Review of routing protocols and security controls therein
Review the security measures at the entry and exit points of the network
Obtaining information about the architecture and address scheme of the network
Checking Routing and Inter-Vlan Routing and Optimization
Checking of HSRP Configurations if any, and its working
Checking redundancy and Load Balancing as per the requirement.
Routing Protocol Analysis
Analyze protocols used and traffic generated and means to optimize traffic
Analysis of load balancing mechanism
Analysis of latency in traffic across various links
Audit of setting of Network equipment from integrity, security availability and functionality point of view
Evaluation of Firewall policy and its implementation
Network performance testing (including suggestions for increasing the performance)
Network performance testing using automated tools (including suggestions for increasing the performance)
Analysis at link level
Analysis at application level
Review of appropriateness of the network topology
Review of adequacy or otherwise of the hardware installed.
Network stress/Load test
Audit Security Implementation of the Network based applications – Internet Access, Anti-Virus, E-mail etc.
The Institute’s websites and servers
2. Data Centre Operations:

Physical security
Physical access controls
Environment management systems such as electrical supply, UPS, air-conditioning, fire detection and suppression, generator, etc.
Operating System (OS)
Set up and maintenance of operating system parameters:
Updating of OS Patches;
OS Change Management Procedures;
Use of root and other sensitive passwords;
Use of sensitive system software utilities;
Interfaces with external application  
Hardening of Operating System
DBMS and data security 

Secure use of SQL;

Control procedures for changes to the parameter files;

Logical access controls

Control procedures for sensitive database passwords;

Control procedures for purging of Data Files;

Procedures for data backup, restoration, recovery and readability of backed up data.

3. Preparation of Scope, guidelines & Checklist for Audit Data Centers operations at Centralised level on Concurrent basis.
The Quotationer has to prepare the scope and checklist for audit of Data Centers operations at Centralised level on Concurrent basis which the Institute may implement to take care of Information Systems Security and to have a surveillance system to prevent operational deficiencies/ lapses in Data Centers operations at centralized level.

4. Disaster Recovery Site – BCP
IS Audit of DR Site with respect to

Compliance with Institute’s Disaster Recovery plan aspects. Upgradation plans

Physical Security 

Physical Access Controls

Environment Management system such as electrical supply, UPS, air-conditioning, fire detection and suppression, generator, etc.

Review & audit of drill activity between Primary site and disaster recovery site 

Log shipping management

Review the Disaster Recovery Plan/Procedures documented for Share-point database and applications, Exchange database and applications, OCS database and applications, SQL database and .Net applications, ERP database and application and its implementation at the primary data Centre and Disaster Recovery Centre

5. IT Products:

a. Web services/Online services
To Assess Flaws in Web hosting Software i.e Security of web server and e-design of the Applications. 

Attempting to guess passwords using password-cracking tools

Search for back door traps in the software

Attempting to overload the systems using Distributed Denial of Services (DDOS) and Denial of Services (DOS) attacks

Attempting penetration through perceivable network equipment/addressing and other vulnerabilities

Check Vulnerabilities like IP Spoofing, Buffer Overflows, session hijacks, account spoofing

Frame Spoofing, Caching of web pages, Cross site scripting, Cookie handling, injection flaws

Check system of penetration testing and its effectiveness

Sniffing

128-bit SSL Certificate & PKI verification

Whether solution architecture provides 24 X 7 availability to customer. If servers are configured to synchronize time with Central NTP server.

To check whether date and time stamp are appearing correctly on all reports.

To check whether servers are updated with latest security patches. Remote server

Management Software used. Web logic server is up to date, IOS version in Router is vulnerable one.

Confirm Rule base in Firewall are configured properly

To ascertain IDS is configured for intrusion detection, suspicious activity on host are monitored and reported to server, firewall and IDS logs are generated and scrutinized. IP routing is disabled.

For changing system parameter whether Maker-Checker concept is followed

Logical Access Controls Techniques viz. Passwords, Smart Cards or Other Biometric Technologies

Proxy Server is issued between Internet and proxy system

Vulnerabilities of unnecessary utilities residing on Application server

Computer Access, messages are logged and security violation reported and acted upon

Effectiveness of Tools being used for monitoring systems and network against intrusions and attacks

Proper infrastructure and schedule for back up data done to ensure readability

Legal issues

Electronic Records is authenticated by Asymmetric Cryptosystem and hash function

Secrecy and confidentiality transfer through hacking, denial of services due to Technological failure is brought 

If any cases of unauthorized transfer through hacking, denial of services due to Technological failure is brought

Regulatory and Supervisory issues

Any other relevant in the case of security.

6. Audit of Information Security Architecture & Implementation of Information Security Policy with specific reference to:
Information Security Organisation Structure

Roles and Responsibilities

Data Classification Policy
Software policy 
Application Security Policy 
Payment gateway

Password Security Policy 
Data centre Security & Monitoring
Virus control Policy
Backup Policy
Data centre policy
Network policy
Hardware policy
Physical security policy
Environment security policy
Incident Management Policy
Business continuity and Disaster recovery plan
Internet Usage policy
E-Mail Usage Policy
7. IT Control Review

IT Management
Branch IT Management Issues
Departmental Setup
IT Purchase
Review of AMC and Facility Management Services, Helpdesk
Physical access and Environmental controls
In-house Application development, maintenance, application roll out and training
Outsourced development / purchase of application software.
Change Management Procedure
Review of IT Infrastructure operations – Hardware, IT Asset Management
Risk assessment of IT Infrastructure
User Id / password management and logical access controls
Backup procedure wherever applicable
Antivirus measures
End user computing wherever applicable
Call logging system for support, problem escalation, resolution
WAN Management and Network Administration – Issues at HQ and branch level.
8. Others
Following roles & objectives are to be achieved in two broad categories:

a) Systems & Application Architecture Audit

b) Network Architecture Audit

(a) Systems & Application Architecture Audit

· Acquire total ownership on behalf of ICSI on technical grounds; identify the issues in the software/devices/Network and take corrective actions and help the Institute in implementing the solutions in predefined timeframe for smooth operation of the said ICSI Data centers.

· Provide the Institute’s guidelines for managing current state of affairs towards stabilization of the daily operations. These could be in the form of training requirements for employees of ICSI, approach for resolution of key issues, change management, work sign-off mechanism’s, identify key IT resources & training of IT technical staff of ICSI for additional technical support from ICSI, perform gap analysis on infrastructural requirement, network /application(s) operation & optimization, etc. 

· Validate all solutions for system design as envisioned during implementation and/or rollout of any software applications in ICSI Data Centers.

· Create a roadmap for the future rollout of all applications/systems to the various business functions and locations of the Institute.

· Perform Audit of existing systems and follow the best practices such as BS7779 standards.

· Review the existing back up policy of existing systems in  ICSI Data centers (Primary & DR Centers) and prepare ISO standard back up policy to maintain the daily, weekly, Monthly and Yearly back up of the said systems. Also, the Quotationer has to ensure the smooth operation and synchronization between the data centers of ICSI on weekly basis.

· Prepare documents based on BS7799/ISO 27001 standards and ensure performing of mock drill of the DR Site data center on quarterly basis for smooth operation of DR site in case of actual Disaster scenario.

· The Quotationer must consider the minimum activities as follows for MS SharePoint 2007 system optimization:

· Page Rendering of SharePoint Portal

· SharePoint Service recovery on Sudden SharePoint related Service break down

· SharePoint Search Engine Optimization by redefining rules and scope of Search

· SharePoint Application Architecture Optimization

· Optimization of Shared Services providers

· Crawling rules in Search Engine should be defined

· Backup and Recovery policy for search database

· Search Server must be separately configured

· Optimization of Caches: Client Cache, Output Cache, Blob Cache, Server Cache.

· SharePoint Portal web page code compressions.

· Identify the security threats of all IT systems and retain ownership for performing security audit of all the systems by following the BS7779 standards.  The Quotationer must be aware of best Antivirus solutions for full protection of ICSI network from unwanted potential viruses, spywares and Malwares.

(b) Network Architecture Audit

· The Quotationer should include following IT System Audit Activities at ICSI Data centers 

· Real time availability of list of network equipments with complete specifications.

· Real time availability of list of servers, desktops, printers and all other hardware.

· Real time availability of network connectivity diagrams.

· Network performance audit

· Network Performance Evaluation
· Network Layer Protocols - Details about various protocols being used in network
· Segment statistics like errors, collisions, Real-Time bandwidth utilization etc.
· Implement Methods & Tools for details of segment statistics ( errors, collisions, Real-Time bandwidth utilization of WAN/Internet links  )
· Configuration errors - Suggestions for any configuration errors
· Application response time
· LAN / WAN traffic levels - Total network traffic
· LAN / WAN resources utilization by users - Traffic usage (transmit / receive) by the workstations
· LAN / WAN resources utilization by applications - Traffic usage (transmit / receive ) by applications
· Routing Protocols (for in-depth analysis leading to fine-tuning) - Analysis of routing protocols of network and recommendations, accordingly.
· Network segment utilization (for compiling real time utilization - Statistics and deriving the trend over a defined time period
· Segment Utilization report - IP based protocol distribution / Other protocol distribution (for Compiling protocol trends), Traffic pattern for IP and Non IP based protocol
· Broadcast / Multicast storm - Broadcast / Multicast details
· Network Architecture Assessments and Recommendations
· Configuration improvements
· Proper load balancing mechanism.
· Fail-over mechanism.
· Protocol conflicts and remedies
· NAT algorithm.
· Routing Mechanism.
· Traffic Management Policies
· Assessment of the existing network topology and infrastructure.
· Review Network architecture and security policy.
· Review the appropriate segregation of network into various trusted zones.
· Review the existing routing and Switching policy and configuration.
· Address scheme of the network
· Network Optimization.
· Checking redundancy and Load Balancing as per the requirement
· Servers Performance Evaluation
· Resource performance evaluation
· Report on utilization of CPU , Memory, Disk capacity of servers via Advent OP Manager
· Identification of low availability instances
· Analysis & Report on availability of servers based on report of Advent OP Manager
· Identification of information loss
· Report on amount of Packet losses
· CPU Utilization (Average and Peak)
· Memory Utilization (Average and Peak)
· Disk Capacity Utilization
· Cache Utilization
· Disk I/O Utilization
· Network I/O Utilization
· Optimization / Up gradation Of Infrastructure, If any
· Campus network architecture and topology
· Levels of traffic and health of the LAN segment (physical and data Link layer)
· Network congestion level, symptoms and problems
· The overall LAN / WAN readiness for future growth and application
· Internet bandwidth requirement and Service Provider Peering
· Domain based Network architecture and feasibility of its deployment
· Requirement of Network Management, Monitoring and Security tools
· Audit of Software Licenses procured and implemented in the Institute
Specific Deliverables

· The Quotationer must provide the project timelines with various mile stones on receipt of the work order within 5 days as per the presentation given during technical evaluation.  

· IT system Audit (Technical and Process) Report of all the areas covering the objectives, efficiency and effectiveness.

· Presentation to the top management of the findings of the reports along with roadmap ahead.

· Risk Matrix Analysis Report.

· Recommendations for Risk mitigation.

· Gap Analysis and recommendation for mitigation.

· The check list with guidelines for the subsequent audit.

· Scope, guidelines and checklist for audit of data centers operations on concurrent basis.

· IT systems operation Roadmap Document for ICSI

· Documentation of daily maintenance procedures for IT systems of ICSI Data Centers (Primary & DR Centers) e.g. Page rendering at RO/Chapter offices of the Institute in 1 minute, removal of redundant workflows in Microsoft products, prevent unmanageable expansion of SharePoint database beyond 100 GB, SharePoint data archiving, patch installation, Implementation of trusted certificate for Outlook Web Access (OWA), Implementation of Syslog Devices, Addition or upgradation of Servers, Network components, implementation of  patches for Oracle E-Business suite, Implementation of Real-Time LAN/WAN Bandwidth Monitoring Tools, Implementation of Citrix Servers, etc

· Documentation of FAQ’s based on issues routinely faced with ICSI

· Documentations on Process establishment for Change Management, Knowledge Documents and Roles & Responsibilities Matrix

· Document on Validation of all solutions given by Quotationer for correctness and completeness

· Document on guidance to IT Staff  for better utilization of resources available on the meta link

· Minimum two visits to data centers of ICSI on weekly basis till the complete audit process is finished to ensure the smooth operation of the data centers, applications, network, FMS activities & information security aspects, to get the feeling of onsite issues of the users and to help the Institute as its Consultant by guiding the implementation vendor during the weekly review meeting on every Monday (subject to change with advance intimation).

· Help/guide the Institute in selecting the implementation vendor as a Technical and Program Management Consultant.

· Getting all audit observations/recommendations implemented through implementation vendor under program management consultancy.

· Act as a Technical and Program Management Consultant to get the project completed within a predefined time schedule.

Recommendations for Value Addition 

Format to quote the commercials

	SNO.
	HEAD
	Charges per month (In Rs.)

(Including Taxes etc)
	Total months
	Total Cost (including all taxes)

	1.
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